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Abstract

In this note, it is argued that the Advanced Encryption Standard (AES) should be
chosen with a large safety margin. The history of block ciphers shows that the the security
levels decrease as a function of the man-years spent in the analysis. Also, we recommend
what we think are the candidates best suited for the AES.

1 Security levels and overhead

The AES proposals are required to support at least a block size of 128 bits, and three key
sizes of 128, 192, and 256 bits. The hope of NIST is that the end result is a block cipher “with
a strength equal to or better than that of Triple-DES and significantly improved efficiency.”
With the minimum requirements for the key sizes it is clear that an exhaustive key search
will be infeasible for many years. Also, with a block size of 128 bits the matching-ciphertext
attack requires a huge number of about 2% ciphertext blocks to come into play.

The submitters of most of the algorithms claim a very high level of security. An exhaustive
search for the key is often claimed to be the best attack, or it is claimed that an attacker
would need all (or more than!!) 2!28 possible inputs and outputs to succeed.

However, I think that once a few candidates have been selected by NIST, the increased
attention of the worlds cryptanalysts will result in new analysis and in levels of security much
lower than claimed by the designers.

What do we mean by “security level”? What kind of attacker are we talking about? In my
opinion, one should assume the strongest possible attacker. Assume the attacker has access
to a black box, which on input any ciphertext or any plaintext of the attackers choice, returns
the plaintext respectively ciphertext encrypted under a secret key K. The attacker may ask
for any number of texts to be encrypted, his job is to find the secret key K. Also, the attacker
knows the description of the block cipher, known as Kerckhoffs’ principle, and is allowed to
perform encryptions and decryptions of any text and any key of his own choice. One reason
to choose such a powerful attacker is, that if even he cannot break the block cipher, then any
less powerful, yet more realistic, attacker cannot do it either.

By the theoretical security level, I mean the maximum of the numbers in the following
triple.

1. The total number of encryptions of the block cipher done by the black-box (that is, the
total number of chosen texts.)

2. The total number of encryptions of the block cipher done outside the black-box (that
is, the total number of encryptions the attacker does himself.)



3. The total number of words of memory needed by the attack. (One word equals one
block in the cipher.)

The history of cryptography is full of examples of systems which are broken despite the
designers’ indications that this should be hard. A few examples follow. In 1917 in an article
in Scientific American the Vigenere cipher was claimed to be “impossible of translation” [3].
Today it is a student exercise to show that this claim is false. The first version of FEAL [12]
had 4 rounds. The first attacks on this version of FEAL required around 100,000 chosen texts.
Today, there is an attack which on input 12 chosen texts breaks FEAL with 8 rounds. PES [8]
was designed with 8 rounds. Murphy cryptanalysed the cipher and PES was redesigned and
renamed IDEA [9]. IDEA was claimed secure after 4 rounds of encryption. Today, there is an
attack on 4 rounds of IDEA which is faster than an exhaustive search for the key. Akelarre
[1] is a design, which combines features of RC5 and IDEA, and claimed to be secure after
4 rounds. In [4] it was shown that Akelarre with any number of rounds is susceptible to
ciphertext-only attacks.

There are many more examples than the above, and they illustrate that the security levels
of block ciphers decrease as a function of the man years spent analysing them.

I do not claim to be clairvoyant, and predicting the drop in the security levels of the
proposed AES candidates is impossible. However, I state the two following conjectures to
make my point and as a thought-provocation.

Conjecture 1 The theoretical security level of most of the AES candidates will be in the
neighborhood of 2'%° or less (with the number of rounds specified by the designers) if about 5
to 10 man-years are spent in serious cryptanalytic effort.

If this conjecture is true, this would result in security levels lower than the best known key-
recovery attacks on triple-DES today.

Conjecture 2 The theoretical security level of most of the AES candidates will be in the
neighborhood of 28° or less (with the number of rounds specified by the designers) if about 20
to 30 man-years are spent in serious cryptanalytic effort.

I could as well have chosen the numbers 2° and 270 or 2!1%5 and 287 in the above conjectures.
Also, T am aware that “serious cryptanalytic effort” is a vague term, but I have no intentions
of even trying to be more specific.

I hope that I have convinced the reader, and NIST in particular, that the algorithm(s)
chosen for the AES, should have a large margin of security. The question is, how large this
margin should be. All AES candidates are iterated ciphers, where the ciphertext is processed
as a function of the plaintext and the key in a number of rounds. Except in a few degenerate
cases [4, 2], the security level of an iterated cipher is expected to increase with the number of
rounds. As an example, it has been shown that Markov ciphers with independent round keys
and primitive transition matrices, are secure against differential cryptanalysis after sufficently
many rounds [8, 9]. For ciphers, which do not have independent round keys, one can argue
for a similar result, if the key-schedule outputs “random-looking” round keys. In general, the
following remains an open question: Given a round function and a key-schedule, how many
rounds are needed in the encryption for sufficiently strong encryption?

I recommend the following as a rule of thumb! for the AES candidates.

!First time I heard a similar statement, was by Massey in his ATS-seminar in 1993 [10]. T do not recall
exactly how Massey formulated his recommendation.



Rule of thumb: Let r be the maximum number of rounds, for which there is an attack
faster than exhaustive key search. Choose 2r rounds for the cipher.

With this rule, several of the AES-candidates need to have an increased number of rounds.

2 Which candidates?

First of all, I will express my concern with the short period of the second round of the AES
process. According to the time schedule from NIST, the 15 candidates will be narrowed down
to a handful in the summer of 1999, and the winner will be announced August 2000 [11].
This gives about one year to analyse and compare 4-6 candidates. I expect these candidates
are the ones for which no serious weaknesses have been reported. In that case, one additional
year of research is unlikely to reveal weaknesses in more than one or two of these algorithms,
if in any at all.

But, the show must go on. Here are my votes. My favorite candidates are, in alphabetical
order:

e RC6 (with 32 rounds)
e Rijndael (with 16 rounds)
e Serpent

A few comments to this recommendation. I prefer “clean” ciphers, which do not mix the
group operations, e.g., do not use both exclusive-or and modular additions. Such a mixed
use of operations might add more confusion (in Shannon’s sense) to a cipher, but also adds
more confusion to the designers and cryptanalysts, and it gets harder to be convinced about
the security of such proposals. To my knowledge, noone has yet demonstrated to have a clear
understanding of how to produce any proof nor “convincing arguments” of the advantage of
such an approach.

I like the block cipher Square and therefore also Rijndael, which is a variant hereof. It has
a clean and simple design, and it appears to be very strong after sufficiently many rounds.
Rijndael is proposed with 10 rounds. I think this will prove to be too optimistic, and I
recommend that the number of rounds are increased, e.g., to 16 rounds.

I’'m part of the design team of Serpent, so my recommendation of this cipher probably
cannot be described as “surprising”. However, as opposed to other ciphers, I think Serpent
has the correct number of rounds.

Rijndael and Serpent both fall into the “clean” category of ciphers. The simple design
and the use of only one group operations, makes it possible to gain some confidence in the
design, relatively easier than for other candidates in my opinion.

RC6 uses both exclusive-ors and modular additions, but I’'m attracted to the very simple
structure of the cipher. Despite the fact that RC6 is not a “clean” cipher, the simplicity of the
cipher and its conjectured strength, should make it a candidate for the final five. Also, what
speaks in its favor, is that RC6 is the candidate with the easiest-to-remember description
(except for the key-schedule). Also for RC6 I suggest to increase the number of rounds, e.g.,
to 32.

Of the remaining candidates the favourites to make it to the next round are probably
Twofish and MARS. Twofish is undoubtedly the most advertised, most mentioned candidate.



And I do believe that MARS will make it to the next round, alone from the impressive list
of the authors.

However, no Wiley-book nor any list of authors can hide the fact, that both ciphers are
quite complicated using many different operations. I’'m not even indicating that they might
be weak, but I think that it will take longer time for people to be convinced about the security
of these proposals than for the above 3 recommended ciphers.

I do not have a strong opinion about the remaining candidates, except for DEAL [7] which
I invented, DFC [5], and LOKI'97 [6]. Without any doubt, DEAL has the most analysed round
function of all AES-candidates. However, DEAL was not designed for the AES, but as an
alternative for triple-DES [13]. I was encouraged to submit DEAL for AES, and Richard
Outerbridge kindly offered to do all the hard work. I think I speak for both of us, when I say,
that we never imagined DEAL would be selected as the AES.

May the best candidate win.

I rest my case.
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