A Faster Attack on Certain Stream Ciphers!

Indexing term: Information Theory

Abstract: A number of keystream generators can be attacked by guessing
the contents of one shift register and then checking to see whether this guess is
consistent with the observed keystream. Where the target register is n bits long,
this gives an attack of complezity 2O, We present a further optimisation
which appears to reduce the complezity to about 2™% in many cases of practical
interest.

Introduction: Many stream cipher systems work by combining each suc-
cessive bit of plaintext with a pseudo-random bit derived from a keystream
generator, which will typically use a nonlinear function of one or more linear
feedback shift register sequences to generate these pseudo-random bits. Exam-
ples are the multiplexer generator [1], the self-multiplexed generator [2], Geffe’s
generator [3] and the clock controlled or stop-and-go family of generators [4].

Such stream cipher algorithms are usually faster than block ciphers such
as DES [5] and are often used in devices such as line encryptors. Performance
issues may lead to their use in videoconferencing and other multimedia appli-
cations, and recent developments enable them to provide authentication as well
as secrecy [6].

Current attack methods: We will illustrate both old and new methods by
means of a concrete example, the multiplexer generator. This was first described
in [1], recommended in a standard textbook [7], incorporated in various systems
including an EBU standard for scrambled pay-TV [8], and broken independently
(using different attacks) by Zeng, Yang and Rao [9] and the author [10]. A
further attack was found recently [11].
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Figure 1 - the multiplex feedback shift register

In this generator, two feedback shift registers are employed, which generate
sequences whose lengths are maximal and coprime. Some of the bits of register
1 are used as address lines to a multiplexer, which selects a bit from register 2;
this bit becomes the next bit of the keystream sequence (figure 1).
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A concrete example of such a generator, which was actually used in a soft-
ware encryption product, had register 1 with length 31 bits and feedback taps
(31, 28) while register 2 was 32 bits long and had feedback taps (32, 31, 30,
10). Thus an exhaustive attack would have required on average 252 operations,
and this might seem to have placed an attack beyond the resources of most
organisations.

However, it turned out that exhaustive search was not required. Our first
improved attack consisted of guessing the contents of register 1 and then check-
ing to see whether the observed keystream was consistent with the feedback
taps of register 2 (for each keystream bit, calculate the multiplexer address,
put the bit into the appropriate place in register 2, and if this causes a clash,
reject the current guess for register 1) [10].

Recent computational work [12] has confirmed that this enables the above
system to be broken in a few hours on a workstation. In fact, one only needs
about a third of the expected 23° trials, because it is often possible to reject
several candidate keys at a time. Similar techniques have been also been applied
to the summation generator [13] and can be used against many other generators
as well.

Improved method: Until recently, it was common for stream cipher de-
signers to choose a fixed feedback polynomial of low weight. This meant fewer
wires and gates in hardware implementations of the algorithm, and faster run-
ning software versions as well. The choice of z3! + 2% 4 1 as the feedback
polynomial for register 1 in the above system is thus fairly typical. However,
it enables us to greatly speed up our attack, as we do not need to guess all the
bits of register 1, but only just over half of them.

Soppose we guess bits 1 through 18 of register 1, and label these by, ..., big.
Then we know that bso = by + b4, b33 = by + bs, and so on up to byg = bi5 +
b1g; then we also have bgs = bsa + b3s5, etcetera. In effect, guessing 18 bits gives
us the values of 18 + 15 + 12 + 9 + 6 + 3 or 64 bits in total, which enables
us to calculate 13 4+ 10 + 7 + 4 + 1 or 36 multiplexer addresses. Similiarly,
guessing 24 bits gives us 109 bits in total and 71 addresses. Pending a test
implementation, it would seem that we will need to guess somewhere between
18 and 24 bits in order to carry out our consistency check. Thus the overall
attack complexity should be about 22! operations.

This attack appears to apply to a number of other generators, including all
those mentioned above [1-4]. In general, we might hope for a work factor of
about 2"/2 where n is the length of the target register, although the exact figure
will of course depend on the generator details: as the multiplexer generator has
logn address lines, 22! - which is 22 /9" _ ghould not surprise us. In any case,
we have shown that where the feedback taps are ’bunched’, this reduces the
cost of a reconstruction attack on many systems of practical interest to well
below the previous 2791

A note on correlation immunity: Meier and Staffelbach have shown
that many stream ciphers are vulnerable to correlation attacks if their feedback



polynomials are of low Hamming weight [14]. Chepyzhov and Smeets have
extended this to the case where the feedback polynomial divides any polynomial
of low weight [15]. In most practical circumstances, polynomials whose nonzero
terms are so bunched that a small number of guessed bits imply a much larger
number of sequence bits, are likely to be of low weight.

Thus the attacks overlap to some extent. However, they are not the same, as
divide-and-conquer attacks can work with much shorter lengths of keystream,
and may even succeed where the combining function is correlation free.

For example, consider a multiplexer generator modified so that we take not
five but six bits from register 1. The first five of these are used as before to
select a bit from register 2, and the sixth bit is then exclusive-or’ed with this bit
to give the next bit of keystream. This procedure reduces the probability that
the keystream bit will be the same as the corresponding bit of register 2 from
% to %, thus preventing a straightforward correlation attack from succeeding;
but our attack will clearly still work against this modified generator.
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