| M Siﬂ‘ﬁ_ufe SCLemes

Ron Riv est
MIT/LeS



Outline

* Review signatures, RSA security, ...

o Prefix aaareqaltion scheme: can
compute 6(x) €rom 0~(x0) and e(x1)
(Joint with Suresh Chari & Ta) Rabin)

x%
%O x)

e Transitive signefure scheme : can

compite 6 (A ) bom & (A 8)ande(8,c)
(30'\"“5 with Silvio Micali)
B

NNy



e Key aenerstion = public key PK
&Y S b :eere% ke?, SK

o S_:_emﬂ ?rggcAufl

given messaqe ™
signature is G’(M,SK>
(or & (M) when SK undensted)

o Verification procedure
V(m PK,s) = true it
s= (m,sK)



_D_lsj_q_\ %1\_4‘_\‘_\5_(} Se Cufi*y

A J%ih\ sism*we scheme 15 secure
i¢ adversary can not forae siqnature
for any new message m, even if
adversary knows PK (but net SK) &
can ficst obTrain valid gignetures for
ény messages (othar Yran m) that

he wishes,



Basic RSA

* Keyaen: p,q large primes
n=p.q
e Public exponent
A  g¢ecrek exponenl
e-d s (med (p-1):(3-1))
PK=(n,e) SK:=4
 Siaxos
s(m) = n (med n)

» VCV\F\CQ'k\Qﬂ
s€ = m (med n)



RSA s Mu\’(':p]\'c;h ve

. () & ly) = f(xy\
e —————
* This can be usc“u\ ,’ (or o‘cngtrws‘.)

Bia % get your blind signature on m:

L qive you mr® sign

* Your Sig = (m.rg)i = m""
I divide by r to get m‘\ = 6~(m)
You have no idea what wm s,

. \befu\ ‘or e-cas\\' vo‘\'ing.



“_S_ian’(uft A\aeb fas "’

of[For what oTher operations on
Mmessage space can we +ind
cortesponding signeture scheme,
such thet @ (x) and & (y) can
be combined (by amyone) o
obtain 6~ (x op y) ?

o Note; need % modtGy def of sccur.‘%y



Open Problem

Let xy dencte concatenation,

Te there o signq\wz scheme 6~

such thet anyone can compute

¢ (xy) fom (x) and s (y)”

E.q. Combine e (ababh) and
o (aba) + 9get
s (ababbaba) 7



Prefix Aogreqation

'Is' there a sian’tuve scheme &
such thel anyone can compute

e (x) $rom 6(x0) and d'(x],\ ¢

€
S(an"uf“ of both
0 ' childven =
Xe |0 \\ Signature of parent
100 [-3

x0 x1



Motivakion : Rou‘\‘(na

-B_uas_: T can roMTe % TP addrases
of fthe Corm \OOXAN

C_:_s_-_q_s_:""_‘ can foute Yo IV addresses
of the form O\ knn "

=

A qus: “T can foute To IO addresses
of Sne Formm |D#MkN "



Scheme
* Uses basic RSA
e Let H be a heshn onto 2:,‘
¢ Define \abe) X(X\ foc each node X :
NGER (D
A(x0) = H(x0)
A(x1) = AN(x)/A(x0)

s6  A(x) = A(x6) s A(x1) mdn

¢ Define 6 (x) = }\(x)“ mod N

so & (x)= O'(xo\ -G'(xﬂ med n

o FPact ‘t\wqt you can cgmpui‘e 6 (x 1) from
f(x\ and 6‘(80) not o Pnu!m In f‘vn'g
d'ph'«fion,’



SCCuri *)ﬁ.

® Assume it is hard to compute
e(m)= m? (wmod n) given
",€,and m, (Basic RSA)

® Then it is hard foc adversary B
forge signature 6°(X) in scheme ) even
‘¢ adversary can adaptively ask Gor
Signatures on other nodes, assuming
6 (r) not implied by what has been
asked for and relation & (xX)= & (x0) .0°(x1)



Open Problems

* Do "AND" n a clean way, $o

vhet € (A) can be A
Computed Leom & (B} Q
and s~(¢), 8 ¢

(eu\‘ 6'(33 ‘s mot mmpu‘\'a\:\t
from 6 (A) and 6‘(0’3,3

e Vo “oR"

e Do formulae & ciceuits bu:lt+ From
AND's and OR's.



S\Sﬁme) Gfaf_i

. A gtagh 6= (v, E) has afinite set
\l e{ ver‘\\‘ces and a $et | - va
of ¢o\3es. (Mﬁy bg directed o undifec’td\

| v u v
X S—o
“\O/V OZ—)O{—'Q
w w o x Y

o Graghs are widely used representativn,

o We are \nteceshed in secure (authenhicded,
sigmo\\ representution of graphs when
9&9\\ has cerrain e»p«"ﬁes, |



Teansitive Clo Sure

e A 3“9\\ \$ ‘\‘fansi*\‘ve\v c\osed F

(u,v) € E
R (v!w\ e E
= (uw)€ € . ]
*?
.

o M“Y 5«‘«9\\5 are ndunlly c\oved runsi Nvely

(2 ﬁ‘F\exNe\y\: @ @
administreive domains ‘%

C‘ﬂtih of commend m
¥



Transitive iisﬂm Sc\\ems

@ A Xrangitive s‘\'gm*we scheme is a way
of Signing vertices (d'(v)\ and edqes
(¢ (u,vﬂ Such That given " v

o (u,v) o~—
and & (v Jw3 . Iw

one Can compuie f(u,w\

® Trmegine some issuer signs varfous vertices
ard edges owr time,,

o Tafecred sx'gm*un. o~(u,w) should be

inA\'s’ﬁnguis\hL\t fom an oru‘,im\ S5uer Sig,

o Pﬁvtks C«f‘{ﬂ\ty 'Sf' \Ssuer & Vﬁ‘fﬁ'tf'.



TS <or undirected %esphs_

. < =g+l \qqe prime
9,h e\lements of 2: of orelcr?
\933(\,\ wnfeasible 4o campute (DLP)

\' fub\ic (‘sﬁgned\ , K¢ 2 ¢ $¢¢Nt,f‘mhm

e For cést (CIS\, issuee's $ig 9
(a%,8y) = (x;=%; v = y;) g
o Verify edge:

-
V%J = QAK ‘\Ay (moJ P)



Transiti vi\'y_
34L%'

gx.' RE / . 3"n L Y
(

xi-x")Yc’"k)
= (xé-le Y;"Y,’)
t (x5=20, %)

(k) = (i, j)+e(,k)




Sec\dr‘i\‘y
Theocem: Assumin3 thet discrete \o,qrn-\m

Prob‘e»a is hard, an advemr, can not ﬁrge
Qa si,nq'}we on an eclge no‘f‘ 4|Ndy sr,ned

and net tmplied by transitivily, even if he
can aAaf‘\Wely requal™ edge signatures Gt

Proof sketth; Given DLP instunce log, (h) med p,
simulae adversaries view. Can answer o)|
Signatwe fequaly with kaouing o < log,(h).
Representations unknown 1o adversery by, auiph of

(" “11\, since Q.‘l\ =1, B.T

SAX hﬁy = sAx'hAy' % “:AX-AX' |
py'-ay



Open Problem 1

Find a secure directed
Fransitive stgnature scheme




QQM beb\m I,

Assume vee'\s'ces = Pub)o‘c keys

P

Find @ TSS such +het only 8
Can Create C.'(A,C) Som 6 (A,8)
and 6‘(3,(:3,

( De \egd\‘m ; SPKT/sDST Tl m‘u‘h\n)



