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Malware excellence: an example for contrast

Malware in an open “Deep web” marketplace Malware on an “invite-only” forum marketplace

Vendor 01DigitalDiscount10 (2100) (4.81%)
Price  180.001234 ($4.16)
Ships to  Worldwide, Worldwide
Ships from Worldwide
Escrow Yes

(Here was a screenshot with

A very detailed exploit ad including
Vulnerability characteritistics,
Execution time,

evasion

VS

Product description
THIS IS A GUIDE ON HOW TO HACK INTO BANK ACCOUNTS USING THE ZEUS BOT. THIS

DOES NOT COME WITH THE BOT T
ABOUT ZEUS U e

Zeus, ZeuS, or Zbot is a Trojan horse malware package that runs on versions of Microsoft Windows.
While it can be used to carry out many malicious and criminal tasks, it is often used to steal banking
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Social Eng. excellence: an example for contrast

From my spam folder
The classic “webmail problem, click here”

ece
Notunk Reply ReplyAl Foward w~ Bi~ 2 @& © X B « » @

& webmail.tue.ni

WEBMAIL SERVICE [roerdompcompany @qw...

To: info@mail.com

Thursday, May 21, 202012553 PM

@) - Links and active content have been disabled in this message. To restore them, click the 'Not Junk'button, or
drag this message to the Inbox folder.

We hebben problemen gehad met uw account. Bevestig uw e-mailaccount, als u uw account niet binnen 24
uur bevestigt, wordt het permanent gesloten!

Om uw account bij te werken, bevestigt u gewoon uw informatie, het is eenvoudig: kiik

hier https:/eur02.safelinks. protection.outiook.com/?

01%7C%7C:
©

1%7C1
3D.

mp;sdata=TUrZwiobYOmBGowDIDIHsj 2F DD7C om bijte
rken

WAARSCHUWING Eigenaar van een e-mailaccount, die weigert uw account bij te werken, uw account wordt
permanent uitgesloten van onze e-maildatabase, wij ziin niet
verantwoordelk voor het veriies van uw account

Bj voorbaat dank voor uw medewerking!
Ondersteuning Manager

'S

Continuance commitment (consistency)

Low

Cost of compliance for the victim

L
@
>

Multi-stage campaign targeting “white-collar”

DOCUMENT REQUIRED

L

A scanned copy of your International Passport.

2. A scanned copy of a recent passport photograph of you
(For Visa Application)

workers on LinkedIn

w

. Filled Travel Arrangement Form as attached to this email

»

A copy of an Invitation Letter from Eliora Construction Company.

5. A deposit of $1,609.65 USD this covers for the cost of your flight
ticket with a return, accommodation with breakfast included and
your transportation while in North Caroline, USA.

m perceled cost

PAY MENT METHODS

Our company’s accountant will mrﬂh.unm.numnmumnunmnﬂu.n_“

wire transfer of your booking costlas soon as your documents have been received,

Job posting "“'efl’i'ft?r':s"’me

High promises
with low

Only highly-
susceptible
victims get here
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Characterizing excellence in..

Malware criminal endeavours

Remove posting
after
"shortlisting" is
over

Obtain victim
IDs

Low chances of
withdrawal,
disclose banking
info

Extract money

TU/e
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Can Dmitry sell his malware kit anywhere?
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Admin role, rule ) Product
Coherent signals . .
enforcement, (e.g. reputation) Evidence of || User-to-user info,
(feared) ..g. p Y trade feedback demos,
. aligned incentives .
punishment trials
. . . Interaction and information
Dispute resolution Reputation systems
exchange
R4
§ » Moral hazard » Adverse selection
£
TU/e
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lllustrative examples

Probably not-that-interesting Probably interesting forum market Interesting ecrime platform
forum market
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lllustrative examples

8] I launch the servers and start testing the entire n
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lllustrative examples
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Post density

Probably not-that-interesting
forum market

After moving to n
>uld not afford
operation of the

Probably not-that-interesting
forum market
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| Registration
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0123456789 101112131415
Registered months

Rule: access tier 2 after 4 months

more po

Probably interesting forum market

Probably interesting forum market
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Rule enforcement outcomes

Interesting ecrime platform
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lllustrative examples

Probably not-that-interesting
forum market

Probably interesting forum market

Interesting ecrime platform

L\
Case Challenged | #Users Evidence #Messages | Duration | Outcome Reason
amount involved

Defender | 390$ 7 Chat transcripts 11 7 days Defender Defender never showed up.

no show banned

Defender | 2800$ 7 Screenshots, 29 29 days | Defender Defender did not provide exhaustive evi-

loses transaction logs, banned. dence that the payment was ultimately com-

chat transcripts. mitted in favor of the accuser.

Defender | 1400% 3 Chat transcripts, 9 11 days | Defender The defender demonstrated that good was

wins screenshots. found not | not delivered because the payment happened
guilty, during a technical malfunction of his Inter-
no action | net connection, and he therefore could not
taken. acknowledge it.

Trial regulation is strictly enforced. Evidence brought in support to the case of either the defender or the accuser is always critically analyzed;
more controversial trials require longer time to be concluded, and the final decision can be in favor of either participant, depending on how

convincing the evidence supporting one’s case was.

Rule: access tier 2 after 4 months
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lllustrative examples

Probably not-that-interesting
forum market

Probably interesting forum market

TU/e

Interesting ecrime platform

& 4D
[

User-to-user feedback

evidence of trade

Amount of PMs (log)

User Group

Evidence that participants initiating a trade also
often declare to have performed a background

check on the seller by either contacting the
administrators or by checking the official blacklist

of the forum.

e.g., “[The] admin [of the forum] confirmed me
that you [the seller] are not a rookie trader”.

TU/e
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lllustrative examples

Probably not-that-interesting Probably interesting forum market Interesting ecrime platform
forum market

ragnarar
byte
° brought access for 1 month , download all logs . but the logs source is from torrents/game hacks (that means young
people , low people and shit people) . Any way for 800$ you cant expect to find get rich over night , depends what
you need but seller should say what he is selling (80% logs from people that got infected downloading porn and

Do
[l

03 hacks for games) so the target is low brain people . at least you know what you are paying for. Any way seller is ok ,
logs are from 2019

e

(8]
_g Paid registration Best way to search for something in logs and to waste time
T QO

3 -g use linux , instll ncftp and you can download /directory/*
w“— o Jo|r1§d

[ -+ 1 L 1

()] ‘-06 Activity then with the right linux command you can search inside zip for what you need or download to windows extract all
g ) KiHr / | r and with power shell you can search on /directory/*
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lllustrative examples

Probably not-that-interesting Probably interesting forum market Interesting ecrime platform
forum market
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Amount of PMs (log)

User Group

User-to-user feedback

evidence of trade

TU/e
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Why all the trouble?

* Usually threat ID comes “after the fact”

Measure activity ”in the wild”

Derive corresponding threat model

Identify market/community/criminal initiative that enables it
Take (disruptive) action (sinkhole, jamming, LE actions, ..)

Ll S

* If we know how to look selectively, we can go the other way around

* Find the credible “La La Lands” and take selective and pre-emptive action

TU/e
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Example of application

* Investigation of the IMPaaS. ru criminal platform
* IMPaaS.ru is a Russian closed access ecrime platform emerged in Dec’17

* This platform implements a new model to obtain and distribute
bundles of stolen credentials and user fingerprints to cybercriminals

* Counting 260k+ stolen user profiles at time of infiltration

We infiltrated this market and studied

the new threat model that emerges from it

TU/e
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Reconstructing attack operations from multiple sources

(1) Market
observation

¢ Detailed product
description

 Profile selection,
enforcement

* Support
infrastructure

* Provides a basis to

be confirmed
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The Impersonation-as-a-Service (IMPaaS) model

(2) Affiliated
underground
communities

o Existent foothold
in high profile
markets

* User-to-user

feedback
* Market
confirmation

-

Zh

Malware Infections
(PPI,EAAS, ...)

C2 Server

(3) Infection campaign
reports

e Industry reports
aligned with
malware desc

¢ Reported phishing
campaigns vs
malware

 Confirms profile

acquisition details

(4) Malware
replication

* Malware analysis
supports functional
claims

* Confirms profile

acquisition details

(5) Market
interactions

* Discussion in
affiliated
communities

* Telegram channels

* Evidence of
product acquisition

 Discussion on

employment
*Responsive admin

User Profile Credentials
—_—
@
Login

ofile retailing

Profile provisioning

VX

Push
Notification

SMS Email

Second Factor

Qo —

Risk Based

&

Authentication Engine

Grant Access

Failed Login
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Average price (USD)
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Characterizing IMPaaS in the wild — distribution

Amount of profiles available per country Median price per profile per country in USD
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Characterizing IMPaas in the wild — pricing

Moving weekly average price of stolen profiles Price of profile vs country GDP
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Some details: < Country GDP per capita (USD)

- Prices range from 0.7 USD to 96 USD

- MNYTRANSF/CRYPTO + 6-10USD over expected price (+150%)

- SOCIAL,SERVICES,COMMERCE not highly valued

Observationally:

- Recent new infra development related to increase in mean price (+15USD)

- pricing structure remained similar. TU/e



