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Most cryptosystems are designed and evaluated at a mathematical level. Attackers, however, will
always target the physical realisation of a system which is much more complicated (see [14] for discussion of
this disconnect). Real-world electronic implementations of ciphers will usually leak additional information
to attackers in the form of side-channels such as timing, power consumption, electromagnetic radiation,
heat, noise, and more. In many cases, an attacker can combine side-channel information with the observed
input and/or output of a cryptographic algorithm to recover secret information.

It is important to draw a distinction between side-channel cryptanalysis and related physical attacks.
Compromising Emanation attacks or tempest attacks utilise electromagnetic emanations from computers
to recover secret data, for example using electromagnetic radiation from a computer screen to recover the
text being displayed [11] (for a survey, see chapter 17 of [1]). Tempest attacks target secret information
directly, completely bypassing the cryptographic keys. Invasive or semi-invasive attacks, in contrast,
involve physical manipulation of a target system to extract secret information, for example by unpackaging
a chip and reading secret data stored in its memory using a micro-probe or a microscope (see [4, 2] for a
survey of physical attacks and defences).

In contrast, side-channel attack present a unique challenge in that an attacker gains some additional
information which the cryptographic designers did not anticipate, but is usually only weakly correlated
to secret data. Recovering the secret data thus requires a combination of side-channel data collection,
statistical processing to eliminate noise, and cryptanalysis to deduce secret keys. Side-channel attacks
can be very powerful, however, in that they can completely compromise real systems without physical
access. This presentation will overview the wide variety of side channel attacks in the existing literature
and discuss the details of several speci�c attacks as case studies:

• Branch Timing Attacks� A cryptographic algorithm's running time can be data-dependent if it
branches based on the value of secret data. This is characteristic of many public key algorithms such
as RSA and discrete-log based systems (in either Zq or elliptic-curve groups) which involve complex
number-theoretic calculations. We will describe the original RSA timing attacks introduced by
Kocher in 1996 [9] and the 2003 implementation of Brumley and Boneh which successfully used
them to extract an SSL server's private key over a campus-wide network [6].

• Power Analysis� Many devices, such as smart-cards widely deployed in payment systems, expose
their power connection to attackers which may be in possession of the device. Kocher introduced
power analysis attacks in 1998 which use power consumption traces to extract secret keys [10],
these attacks have since spawned an entire sub-�eld of cryptanalytic research [12]. We will describe
Kochers's �simple� power analysis attack against RSA, as well as more powerful di�erential power
analysis attacks against the Data Encryption Standard (DES).

• Cache Timing Attacks� Symmetric-key algorithms such as the Advanced Encryption Standard
(AES) typically contain no conditional statements and thus were originally thought to be invul-
nerable to timing attacks. However, the cache architecture of modern processors introduces data-
dependent timing characteristics, as certain data-access patterns will be more cache-e�cient than
others. These small e�ects were surprisingly used in 2006 to break AES given accurate timing
samples. We will describe Bonneau and Mironov's collision-based timing attack against AES [5],
as well as the access-based timing attack of Tromer et. al [15].
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