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Abstract

Network arrivalsare often modeledas Poissonprocesse$or ana-
Iytic simplicity, eventhoughanumberof traffic studieshaveshown
thatpacketinterarrivalsarenot exponentiallydistributed.We eval-
uate24 wide-aredracesjnvestigatinga numberof wide-areal CP
arrival processegsessionand connectionarrivals, FTP datacon-
nectionarrivalswithin FTPsessionsandTELNET packetarrivals)
to determinethe errorintroducedoy modelingthemusingPoisson
processes.We find that userinitiated TCP sessiorarrivals, such
asremote-loginandfile-transfer arewell-modeledasPoissorpro-
cessesvith fixed hourly rates,but that other connectionarrivals
deviateconsiderablyfrom PoissonthatmodelingTELNET packet
interarrivalsas exponentialgrievously underestimateshe bursti-
nessof TELNET traffic, but usingthe empirical Teplib [Danzig et
al, 1992]interarrivalspreservedurstinesover manytime scales;
andthat FTP dataconnectionarrivals within FTP sessiongome
bunchednto “connectionbursts,"thelargestof which aresolarge
that they completelydominateFTP datatraffic. Finally, we of-
fer someresultsregardinghow our findingsrelateto the possible
self-similarity of wide-arearaffic.

1 Introduction

Whenmodelingnetworktraffic, packetandconnectiorarrivalsare
oftenassumedo be Poissorprocessebecaussuchprocessebave
attractivetheoreticalpropertiegFM94]. A numberof studieshave
shown, however that for both local-areaand wide-areanetwork
traffic, the distribution of packetinterarrivalsclearly differs from
exponentia[JR86 G90, FL91, DJCME9]. Recentwork argues
convincinglythatLAN traffic is muchbettermodeledusingstatisti-
cally self-similar processeH. TWW94], whichhavemuchdifferent
theoreticapropertieghanPoissorprocesseskor self-similartraf-
fic, thereis nonaturallengthfor a“burst”; traffic burstsappeaiona
widerangeof time scales.In this papemwe showthatfor wide-area
traffic, Poissonprocessesre valid only for modelingthe arrival
of usersession§TELNET connectionsFTP controlconnections);
thattheyfail asaccuratenodelsfor otherWAN arrival processes;
andthatWAN packetarrivalprocesseappeabettermodeledising
self-similarprocesses.

*This paperappearedn |EEE/ACM Transactions on Networking, 3(3),
pp.226-244Junel995. A preliminaryversionof this paperappearedh the
Proceedingsf SIGCOMM'94.

This work was supportedby the Director, Office of Enegy Research,
ScientificComputingStaf, of theU.S.Departmenbf EnegyunderContract
No.DE-AC03-76SF00098.

Forourstudywe analyze?4 tracesof wide-areal CPtraffic. We
considembothpreviousandnewmodelsof aspect®f TELNET and
FTPtraffic, discusgheimplicationsof thesemodelsfor burstiness
at differenttime scalesandcompareheresultsof the modelswith
thetracedata. Weshowthatin somecasesommonly-usedoisson
modelsseriouslyunderestimatéheburstines®f TCPtraffic overa
wide rangeof time scales.(We restrictour studyto time scalesof
0.1secondsndlarger)

We first show that for interactiveTELNET traffic, connection
arrivalsarewell-modeledasPoissorwith fixed hourly rates.How-
ever, the exponentially-distributeéhterarrivalscommonlyusedto
modelpacket arrivalsgeneratetby theusersideof aTELNET con-
nectiongrievously underestimatehe burstinesof thoseconnec-
tions,andhigh degreeof multiplexingdo not help. Usingtheem-
pirical Teplib [DJ91, DIJCME93] distributionfor TELNET packet
interarrivalsinsteadresultsin packetarrival processesignificantly
burstierthan Poissonarrivals,andin closeagreementvith traces
of actualtraffic. Fromthesefindingswe thenconstructa modelof
TELNET traffic parameterizedby only the hourly connectionar-
rival rateandshowthatit accuratelyeflectstheburstinesgoundin
actualTELNET traffic. (We do notmodelthe TELNET response,
only the userside.) The successwith this modelof using Tcplib
packetinterarrivalsconfirmsthefindingin [DJCME9] thatthear-
rival patternof usergeneratedlELNET packetshasan invariant
distribution,independentf networkdetails.

For small machine-generatetbulk transferssuch as SMTP
(email)andNNTP (networknews) connectiorarrivalsarenotwell-
modeledasPoissonwhichis notsurprisingsincebothtypesof con-
nectionsare machine-initiatecand can be timer-driven. Previous
researchhasdiscussedow the periodicity of machine-generated
IP traffic suchasrouting updatescanresultin network-widetraf-
fic synchronizatiofjFJ94, a phenomenoimpossiblewith Poisson
models.

Forlargebulk transferexemplifiedoy FTP, thetraffic structurds
quitedifferenthansuggestedy Poissormodels.Aswith TELNET
connectionsysergeneratedr TP sessiorarrivalsarewell-modeled
as Poissonwith fixed hourly rates. However we find that FTP
dataconnectionswithin a single FTP session(which areinitiated
wheneverthe userlists a directory or transfersa file) comeclus-
teredin bursts. Hereaftemwe will referto thesedataconnectionsas
FTPDATA connectionsandthecorrespondingpurstsasFTPDATA
bursts.NeitherFTPDATA-connectiomor FTPDATA-burstarrivals
arewell-modeledas Poissonprocesses.Furthermore one of our
key findingsis thatthe distributionof the numberof bytesin each
bursthasa very heavyuppertail; a small fraction of the largest
burstscarriesalmostall of the FTPDATA bytes. This impliesthat



faithful modelingof FTP traffic shouldconcentraténeavily on the
characteristicsf thelargestbursts.

Poissorarrival processearequitelimited in theirburstinesses-
peciallywhenmultiplexedto ahighdegree.Ourfindings,however
showthat wide-areatraffic is much burstierthan Poissonmodels
predict, over many time scales. This greaterburstinesshasim-
plicationsfor many aspectof congestioncontrol andtraffic per
formance. We concludethe paperwith a discussionof how our
burstinessesultsmeshwith self-similarmodelsof networktraffic,
andthenwith alook atthe generaimplicationsof ourresults.

2 Tracesused
| Dataset | Date | Duration | What
Bellcore(BC) | 100ct89 | 13days 17K TCPconn.
U.C.B.(UCB) | 310ct89 | 24hours 38K TCPconn.
coNCert(NC) | 04Dec91 | 24hours 63K TCPconn.
UK-US (UK) 21Aug91 | 17hours 26K TCPconn.
DEC1-3 Seerefs. | 24hoursx3 | 195K TCPconn.
LBL 1-8 Seerefs. | 30daysx8 3.7MTCPconn.

Table1: Summary of Wide-Area TCP Connection Traces

| Dataset | Date | When | What |
LBL PKT-1 Fri 17Dec93 2PM-4PM 1.7M TCPpkts.
LBL PKT-2 Wed19Jan94 2PM-4PM 2.4M TCPpkts.
LBL PKT-3 Thu20Jan94 2PM-4PM 1.8M TCPpkts.
LBL PKT-4 Fri 21Jan94 2PM-3PM 1.3M pkts.
LBL PKT-5 Fri 28Jan94 2PM-3PM 1.3M pkts.
DECWRL-1 | Wed08Mar95 | 10PM-11PM | 3.3M pkts.
DECWRL-2 | Thu09Mar95 2AM-3AM 3.9M pkts.
DECWRL-3 | ThuO9Mar95 | 10AM-11AM | 4.3M pkts.
DECWRL-4 | Thu09Mar95 2PM-3PM 5.7M pkts.

Table2: Summary of Wide-Area Packet Traces

Our study is basedon two setsof tracesof wide-areanetwork
traffic. Thefirst set,shownin Tablel, consistedbf TCP SYN/FIN
connectiorstart/stoppackets. SYN/FIN packetsareenougho mea-
sureconnectiorstarttimes(andhenceconnectiorarrivalprocesses),
durations,TCP protocol, participatinghosts,and databytestrans-
ferredin eachdirection. The BC andUCB tracesareanalyzedn
depthin [DJCME93, andalsoin [P944, andthe UCB traceforms
thebasisof the connectioncharacteristicsisedfor Tcplib [DJ9]].
TheNC, UK, andDEC tracesareanalyzedn [P944, andthe LBL
tracesareanalyzedn [P94aP94K. The“DEC 1-3"rowsrepresents
threewide-areal CP SYN/FIN traceseachspanningdl day, andthe
“LBL 1-8" row represents8 wide-areal CP SYN/FIN tracesgeach
spanning30 days. The readeris referredto the abovementioned
paperdor detailsregardingthe characteristicef thetraffic in each
datasetincludingthe numberof connectiongndbytesdueto each
TCPprotocol.

Thesdracesareall fairly lengthy, allowingusto assestowtraf-
fic variesoverthe courseof aday or longer andgiving usenough
TCPconnectiorarrivalsto makea statisticallysoundevaluationof
the connectionarrival processes.Thesetracesareusedin § 3 to
evaluatethe effectivenessf using Poissonmodelsfor TCP con-
nectionarrivals. BecauseSYN/FIN tracesallow usto characterize

connectionsize, we alsousedthesetracein § 6 to investigatethe
notionof “FTPDATA bursts.”

Becausehe SYN/FIN tracesdo not containinformationregard-
ing packetarrivalswithin a connectionto evaluatepacket arrival
processewe acquirednine packet-levetracesof wide-arearaffic,
summarizedn Table2!

The “LBL PKT-»" rows summarizetraces gatheredat the
LawrenceBerkeleyLaboratorys wide-areanternetgateway The
first threetracescapturedall TCP packets,andlastedtwo hours.
The final two tracescapturedall packetsandlastedonehour. In
thefirst setof tracesthefractionof droppedobacketswhereknown,
wasalways< 5- 107%. Forthesecondset,it wasalways< 0.001.

The“DEC WRL-r" rows summarizeracesgatherecht the pri-
mary Internetaccesgoint for the Digital EquipmentCorporation.
Theaccespointis operatedy Digital’sPaloAlto researclgroups,
and the traceswere suppliedby Digital’s WesternResearch_ab
(hence"WRL"). For thesetraces,the fraction of droppedpackets
wasalways< 0.00025.

The packettracesdo not include a large numberof TCP con-
nections,unlike the tracesin Table1, so we do not usethemfor
evaluatingPoissommodelsfor TCP connectiorarrivals,nor for the
size of FTPDATA bursts(thoughthe tracesare usedto illustrate
the heavines®f the distribution’s uppertail). Insteadwe usethe
LBL PKT datasetsn § 4 and§ 5 to evaluatedifferentmodelsfor
TELNET packetarrivals,andboththeLBL PKT andtheDECWRL
datasetsn § 7 to investigatethe presencef “large-scalecorrela-
tions” in wide-areanetworktraffic. (We did not includethe DEC
WRL dataset@ ourpacket-leveTELNET evaluatiorbecausedue
to the useof a firewall proxy server the DEC TELNET traffic is
dominatedby a single,heavily-loadednachine.)

To disambiguatebetweenthe LBL and DEC SYN/FIN traces
andpackettraceswe useLBL-» andDEC- to referto SYN/FIN
tracesandLBL PKT-» andDEC WRL-n to referto packettraces.

3 TCP connection interarrivals

This sectionexamineghe connectionstarttimesfor severalTCP
protocols. The patternof connectionarrivalsis dominatedby a
24-hour pattern,as hasbeenwidely observedbefore. We show
thatfor TELNET connectiorarrivalsandfor FTP sessiorarrivals,
within one-hourintervalsthe arrival processanbe well-modeled
by a homogeneou®oissorprocesseachof thesearrivalsreflects
anindividual userstartinga newsession.Overonehourintervals,
no otherprotocol’s connectiorarrivalsarewell-modeledby a Pois-
sonprocess.Evenif we restrictourselvego ten-minuteintervals,
only FTPsessiorandTELNET connectiorarrivalsarestatistically
consistentwith Poissorarrivals,thoughthe arrival of SMTP con-
nectionsandof FTPDATA “bursts” (discussedaterin § 6) during
ten-minuteintervalsare not terribly far from what a Poissonpro-
cesavouldgenerateThearrivalsof NNTP, FTPDATA, andWWW
(World Wide Web) connectionspn the otherhand,are decidedly
not Poissorprocesses.

Figure 1 showsthe meanhourly connectionarrival rate for
datasetd BL-1 throughLBL-4. For the differentprotocols,we
plot for eachhourthefractionof anentireday’s connection®f that

1TheBC andUCB tracedistedin Tablel actuallyincludeall packetsand
areanalyzedassuchin [DJCME93. Weexcludedapacket-levehnalysisof
the BC datasebecausef its low traffic rate(onaverageaboutl packet/sec
over the 11 days),andthe UCB datasebecauset forms the basisof the
Tcepliblibrary, againstwhich we comparethe packet-levetraces.
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Figure 1: Mean, relative, hourly connection arrival rate for
LBL-1 through LBL -4 datasets.

protocoloccurringduring that hour. (In the figure, FTP refersto
FTPsessions.JForexample,TELNET connection®ccurprimarily
during normal office hours,with a lunch-relateddip at noontime;
this patternhasbeenwidely observedbefore. FTP file transfers
havea similar hourly profile, but they showsubstantiatenewalin
theeveninghours,whenpresumablysergakeadvantagef lower
networkingdelays. The NNTP traffic maintainsa fairly constant
ratethroughoutheday, only dippingsomewhain theearlymorning
hours(butthe meansizeof eachconnectiorvariesoverthe course
of the day; see[P94d). The SMTP traffic is interestingbecause
it showsa morningbiasfor the LBL site (west-coast).S.)andan
afternoonbiasfor the Bellcoressite (east-coast.S.); perhapshe
shift is dueto cross-countrymail arriving relatively earlierin the
Pacifictime zoneandlaterin the Atlantic time zone.

Figure1 showsenoughdaily variationthat we cannotreason-
ably hopeto modelconnectiorarrivalsusingsimplehomogeneous
Poissonprocesseswhich require constantrates. The next sim-
plestmodelis to postulatethat during fixed-lengthintervals(say,
onehour long) the arrival rateis constantand the arrivalswithin
eachintervalmightbewell modelecdby ahomogeneoulixed-rate)
Poissorprocess.Telephoneraffic, for examplejs fairly well mod-
eledduring one-hourintervalsusinghomogeneouBoissorarrival
processef-L91].

To evaluatehesePoissormodels we developeda simplestatis-
tical methodologyAppendixA) for testingwhetherarrivalsduring
a given one-houror ten-minuteinterval are Poissonwith a fixed
rate. We testtwo aspect®f eachprotocol’s interarrivals: whether
theyareconsistentvith exponentiallydistributedinterarrivals and
whetherthey are consistenwith independeninterarrivals. If the
arrivalsduringtheintervalaretruly Poissonthenwe would expect
95%o0f thetestedntervalsto passachtest. Notethatwewouldalso
expecttestingten-minuteintervalsto perhapse more successful
thantestingone-hourintervals,becauseisingten-minuteintervals
allows the arrival rate to changesix times eachhour ratherthan
remainingconstanthroughouthe hour

We appliedour methodologyto all of the TCP connectiortraces
shownin Tablel. For eachtrace,we separatelytestedthe traces
TELNET, FTP FTPDATA, SMTP,NNTP, andWWW connections.
Only two of the traceshadsignificantWWW traffic, but asuseof
thisprotocolis rapidly growing, it isworth investigatingevengiven

thelimited samples.

FTP hererefersto an FTP session (i.e., an FTP control con-
nection),while FTPDATA refersto the data-transfecconnections
spawnedy thesecontrolconnectionsPriorto our analysiswe re-
movedtheperiodic*weathermap” FTPtraffic discussedh [P941,
to avoid skewingour results.We alsotestedarrivalsof FTPDATA
bursts (see§ 6 below).
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Figure 2: Results of testing for Poisson arrivals.

Figure2 showsheresultsof ourtestsfor bothone-houintervals
(top plot) andten-minuteintervals(bottomplot). Along the z-axis
we plot the percentagef testedintervalsthat passedhe statistical
testfor exponentiallydistributedinterarrivals, andalongthe y-axis
thepercentagthatpassedhetestfor independerinterarrivals.The
dashedinescorrespondo a 95%pass-ratewhichwe wouldexpect
onaveragsf thearrivalsweretruly Poisson.In generalwe expect
Poissorarrivalsto clusternearthe upperright cornerof the plots.

Eachletter in a plot correspondso a singletraces connection
arrivalsfor the given TCP protocol. Lettersdrawnin large bold
indicatethat the traces arrivals are statistically indistinguishable
from Poissorarrivals(seeAppendixA for details).A + or — after
aletterindicategthatconsecutivénterarrivaltimesareconsistently
either positively or negativelycorrelated,evenif the correlation



itself is not particularlystrong(again,seeAppendixA).

We seeimmediatelythat TELNET connectiorarrivalsandFTP
sessiorarrivalsarevery well modeledasPoissonpothfor 1-hour
and 10-minutefixed rates. No other protocol’s arrivals are well
modeledasPoissorwith fixed hourlyrates.If werequirefixedrates
only over10-minuteintervals thenSMTPandFTPDATA burstar-
rivalsarenotterribly far from Poissonthoughneitheris statistically
consistentwvith Poissorarrivals,andconsecutive6SMTPinterarrival
timesshowconsistenpositivecorrelation.NNTP, FTPDATA, and
WWW arrivals,on the otherhand,areclearlynot Poisson.

ThatNNTP andto alesserxtentSMTParrivalsarenot Poisson
is not too surprising. Becauseof the flooding mechanismused
to propagatenetwork news, NNTP connectionscan immediately
spawrsecondargonnectionssnewnetworknewsis receivedrom
oneremotepeerandin turn offeredto another NNTP andSMTP
connectionsrealsooftentimer-driven. Finally, SMTPconnections
are perturbedby mailing list explosionsin which oneconnection
immediatelyfollows anotherandpossiblyby timer effectsdueto
usingthe DomainNameServiceto locateMX recordqP84§.

ThatFTPDATA connectiorarrivalsareclearly not Poissoncan
bereadilyattributedo thefactthatmultiple-get”file transferoften
resultin arapid successiof FTPDATA connectionspneimme-
diatelyfollowing anothe{P944. Coalescingnultiple FTPDATA
connectionsnto singleburst (§ 6) arrivalsimprovesthe 10-minute
Poissorfit somewhatbut still falls shortof statisticalconsistency

Thefinding that TELNET connectiorarrivalsarewell-modeled
asa Poissomprocesswith fixed hourly ratesis at oddswith that of
[MM85], who found that userinterarrivaltimes looked “roughly
log-normal”. We believethe discrepancys dueto characterizing
the distribution of all of the interarrivalslumpedtogether rather
thanpostulatingseparatdourly rates.

Given that TELNET connectionarrivals appearPoissonover
one-hourintervals,one might imaginethat other human-initiated
traffic suchasRLOGIN andX11 will alsofit this model. We find
thatRLOGIN doesandX11 doesnot. We conjecturghatthediffer-
enceis thatduringa singleX11 session (correspondingo running
aninstanceof xterm, say)auserinitiatesmultiple X11 connections,
while TELNET and RLOGIN sessionsare comprisedof a single
TCPconnection.Thus, TELNET connectiorarrivalscorrespondo
userdecidingto begin usingthe network;X11 connectiorarrivals
correspondo usersdecidingto do somethinghewduring theiruse
of thenetwork. The formerbehavioris likely to be closeto uncor
relatedmemorylessirrivals,sinceeacharrival generallyinvolvesa
newuser Thelatteris muchmoreakinto thecreationof FTPDATA
connectiongluring a single FTP sessionsincea singleuseris in-
volvedin generatinghew arrivals. BecauseX11 connectionsare
createdn thisway, theirarrivalsdo not havethememorylesgrop-
erty andhencearenot Poisson.If we could discernbetweenx11
sessiorarrivalsandX11 connectiorarrivals,thenwe conjectureve
wouldfind the sessiorarrivalsto be Poisson.

4 TELNET packet interarrivals

The previoussectionshowedhatstarttimesfor TELNET connec-
tions are well-modeledby Poissonprocesses.In this sectionwe
look at the packetarrival processwithin a TELNET connection.
We rrestrictour studyto packetgyeneratedby the TELNET connec-
tion originator;this in generalis a usertyping at a keyboard. We
would expectthe packetsgeneratey the TELNET connection
respondeto havea somewhatlifferentarrival processsincethey

will usuallyincludebothechoeof theuserskeystrokesandlarger
burstsof bulk-transferconsistingof outputgeneratedby the userfs
remotecommands.
Becaus¢heoriginatorpacketsreinitiatedby ahumanwemight
hopethatthe arrival procesds to somedegre€‘invariant”; thatis,
the procesanay be independenof networkdynamicsandinstead
mainly reflectthedelaysandburstsof activity associateavith peo-
pletypingcommandso acomputer Indeed ourempiricalresultsof
theinterarrivaltimesbetweerpacketsn asingleTELNET connec-
tion areconsistenwith the empirical Teplib distributionfound by
previousresearchersUnlike the exponentialistribution,theem-
pirical distributionof TELNET packetinterarrivaltimesis heavy-
tailed; we show that using the exponentialdistribution resultsin
seriouslyunderestimatinghe burstinesshoth of TELNET traffic
within a single connectionand of multiplexed TELNET traffic.
Modeling TELNET packetarrivalsby a Poissorprocessasis gen-
erallydone,canresultin simulationsandanalyseshatsignificantly
underestimatperformanceneasuresuchasaveraggacketdelay
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Figure 3: Empirical distributions of packet-interarrivals
within TELNET connections.

Figure 3 showstwo empirical distributionsof the interarrival
timesof packetswithin TELNET connectionsThesolidline shows
thedistributionusedby Tcplib [DJ91, DICME9Y; thedashedine
showsthe samefor the LBL PKT-1 trace. Above 0.1 secondsthe
agreemenis quite good,especiallyin theuppertail. Thatdifferent
sitesproducethe samedistributionarguesheavilythatthe distribu-
tion isindependendf networkdynamicsandinsteadeflectshuman
typingdynamics.Below0.1secondsheinterarrivaltimesprobably
are dominatedby networkdynamics;but, asstatedearliet in this
paperwe arenot concernedvith time scaledbelow0.1seconds.

Evenignoring the lower tail, the interarrival distributionis not
evencloseto exponentiain shapgnotethatthe z-axisis logarith-
mically scaled). To dramatizethis fact, we havealsoplotted two
logarithmically-scale@xponentialistributions. The lefthandone
(“fit #1”) hasthesamegeometrianeanastheLBL PKT-1 distribu-
tion, andtherighthandonehasthe samearithmeticmean.

The exponentiaffits arevery poor. Using the exponentialdis-
tribution fitted to the samegeometricmeanwill faithfully capture
only thedistributionof packetnterarrivalghatarebetweer200and
400 msecapart. Shorterinterarrivalswill be overestimatedand
longerinterarrivalswill beunderestimated-orexampletheexpo-
nentialdistributionmodelsafull 25% of theinterarrivalsasbeing
lessthan8 msec,andonly 2% asbeinglongerthan1 sec,but for
theactualdataunder2% werelessthan8 msecapart,andover15%



weremorethanl secapart.

The exponentialdistributionfitted to the arithmeticmeanfares
evenworse.Forexamplejt predictsnearly70%of the packetswill
arrivemorethan1 secapart,whentheactualobservedistribution
is 15% of the packets.

Thus, simple exponentialdistributionsfor packetinterarrival
times,which are necessaryor Poissonmodelsof packetarrivals,
providevery poor fits to the observeddistribution. On the other
hand,the main body of the observedlistributionfits very well to
a Paretodistribution (doubly-exponentialsee Appendix B) with
shapeparameter? ~ 0.9, andthe upper3% tail to a Paretodis-
tributionwith # = 0.95. Interestingly a Paretodistributionwith
# < 1hasinfinite meanandvarianceavery differentbeasthanan
exponentiatlistribution. Wewill sedaterthatPareto-distributeth-
terarrivaldeadto observabldarge-scaleorrelationgAppendixC).

It is not surprisingthat interactivepacketarrivals do not fit a
Poissommodel,sinceearlierwork lookingatmanydifferentcompo-
nentsof interactivetraffic failed to find any statisticallysignificant
exponentiafits to the observeddistributions[FJ7Q. This leaves
the question: What arethe consequencesf using Poissorpacket
arrivalsratherthanthe Tcplib distributionfor TELNET traffic?
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Figure 4: Comparisons between Tcplib and exponential in-
terpacket times.

Figure4 showstwo views of packetarrivalsfrom two simulated
TELNET connectionseachlasting2,000seconds.Thefirst graph
showsthe first 200 secondsandthe secondgraphthe entire2,000
seconds.Row 1 for eachgraphshowsa connectionusinginde-
pendentjdentically-distributed(i.i.d.) interpackettimesfrom the
Teplib distribution,androw 2 showsa connectiorusingi.i.d. inter-
packettimesfrom an exponentiadistributionwith a meanof 1.1
secondgto give roughlythe samenumberof packetsasthe Tcplib
distribution). We haveplotteda dot for eachpacketarrival, with
the z-axis giving the time of the arrival. In all, therewere 1,926
Teplib interarrivalsand2,204exponentiainterarrivals. Over both
timescalesthepacketdrom theconnectiorwith Teplibinterpacket
timesaredramaticallymoreclustered.

This differencein burstinessbetweenexponentialand heavy-
tailed (i.e., Tcplib) interpackettimes persiststo someextentfor
multiplexedconnections.For example we ran 10-minutesimula-
tionswith 100active TELNET connectionswhereall connections
wereactivefor theentiredurationof thesimulation.In onesimula-
tion eachconnectiorusedTcplib interpacketimes,andin theother
simulationeachconnectiorusedexponentialnterpacketimes. We
foundthatthe multiplexedpacketarrival processesvith Tcplib in-
terpacketimes remainedmorebursty For eachsimulation,con-
siderthe numberof TELNET packetsarriving during successive
one-secondhtervals. For the simulationwith individual connec-

tions using Tcplib interpackettimes, this aggregatmmumberhad a
meanof 92 and a varianceof 240; for the simulationwith expo-
nentialinterpacketimes, the aggregatenumberhad a meanof 92
andavarianceof 97. Evenahigh degreeof statisticaimultiplexing
failedto smoothawaythedifferencebetweerthetwo packetarrival
processes.

Oneof the naturalperformanceneasure$or TELNET traffic is
averageacketdelay It would notbehardto construcsimulations,
oneusingTcplibandtheotherusingexponentiainterarrivalswhere
making the mistakeof using exponentialinterarrivalsinsteadof
Tcplib significantlyunderestimatethe averagequeueingdelayfor
TELNET packets.

Theaboveshowsthatthe Tcplib packetinterarrivaldistribution
behavegyuite differentlythana Poissonprocessevenin the pres-
enceof multiplexing. We now show that for measurechetwork
traffic, thesedifferenceextendfar beyondthe time scaleof indi-
vidual packets.To look at the differencein burstinessat different
time scaleswe first extractedall TELNET originatorpacketsex-
ceptthoseconsistingof nouserdata(“pureack”), from thetwo-hour
LBL PKT-2trace.Thesegpacketdelongedo 277separatd CPcon-
nections.Of theseconnections4 wereanomalouslyargeandrapid
(morethan2™ bytestransferrecy the originatorat sustainedlata
ratesexceeding3 bytes/sec).Theseare unlikely to correspondo
humantyping, wereclearoutliers,andareprobablybettermodeled
asbulk transferconnectionsRemovingheoutliersleft uswith 273
connections.

We thensynthesizedeveraltwo-hourpackettracesasfollows.
For eachof the TELNET connectionswe synthesizedh connec-
tion with the samestartingtime within the two-hour period and
the samesize (in packets).Oneof the synthesizedracesusedthe
Tcplibempiricaldistributionfor thepacketinterarrivalswithin each
connection(“TCPLIB"); one usedexponentialinterarrivalswith
meanl.1(“EXP”"); andoneuniformly distributedeachconnections
packetarrivalsovertheintervalbetweerwhentheconnectiorbegan
andwhenduring the LBL PKT-2 tracethe connectionterminated
(“VAR-EXP"). This lastmethodcorresponds$o exponentiainter-
arrivals with the meanadjustedto reflectthe connections actual
observedpacketrate. Thus,for the TCPLIB and EXP schemes,
we generatedconnectionswvith the samestartingtimes and sizes
(in packetsstheir counterpart$n the LBL PKT-2 trace,but per
hapswith differentdurationswhile with theVAR-EXPschemethe
generatedonnectionsharedstartingtime, size,andduration.

A valuabletool for assessingurstinessverdifferenttime-scales
is the “variance-timeplot” [LTWW94, GW94], which we describe
hereby exampleratherthanrigorously Supposeve havea count
processonsistingof 72,0000bservationscorrespondingo a two-
hourtraceviewedevery0.1 seconds.Eachobservatiorgivesthe
numberof packetarrivals during that 0.1 secondinterval. The
varianceof this countprocesgjivesusanindicationof how bursty
the traffic waswhenviewedon atime scaleof 0.1seconds.

If howevenwe areinterestedn theprocesssburst-structur@na
time scaleof 10 secondswe could constructa“smoothed”version
of the processby averagingthe first 100 observationdo obtain
the processs meanvalueduring thefirst 10 secondsthe next 100
observationgor thenext 10 secondsandsoon. In generale can
do this sort of smoothingfor any aggregatiodevel M, wherein
thisexampleM = 100. Thevarianceof thesmoothedrocesshen
givesus anindicationof how burstythe traffic waswhenviewed
onalO-secondimescale.

A naturalquestionis then: how doesthe variancechangeas



we progressivelysmooththe process? By plotting variancevs.
degreeof smoothing(M'), we canexaminehow burstinesghanges
accordingo thetime scaleusedto view thetraffic.

Forcountprocessesvith rapidly decayingautocorrelatioriunc-
tions, suchas Poissonprocesseghe varianceof a processaggre-
gatedolevel M will bel/ M timesthevarianceof theunaggregated
procesgsee§ 7.3.1). Forprocessewith morepersistenautocorre-
lation functions,however the variancewill decaymoregradually
Giventhis relationshipwe canthenconstructa variance-timeplot
by smoothingheprocesdor differentvaluesof M andplottingthe
varianceof the smoothedrocesn the y-axisvs. theaggregation
level (M) on the z-axis. We uselogarithmic scaleshecausehey
allowustoimmediatelyassesshethetthevariancedecaysasl/ M
(whichwill showup on the plot asa straightline with slope—1),
or moreslowly (a slopemoreshallowthan —1), indicatingslowly
decayingautocorrelatioror possiblynon-stationaritythatis, from
the plot we cantell a greatdealaboutburstinessat differenttime
scales.
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Figure 5: Variance-Time Plot for TELNET packet arrival
process. Theline from the upper left corner has slope —1.

Figure5 showssucha plot for the LBL PKT-2 TELNET trace
andfor thethreeschemesliscussedbove.Heretheunaggregated
procesgM = 1)correspond# 72,0000bservationsf thenumber
of TELNET originatorpacketsarrivingduring0.1-secondhtervals.
They-axisis thevarianceof theaggregategrrocessiormalizedoy
dividing by the squareof the averagenumberof packetsper0.1-
second. This normalizationallows us to comparethe varianceof
processewith differentnumberf arrivals,asthetracesconsisted
of betweerB2,500and86,000packets.

From the plot it is immediatelyclear that the varianceof the
TCPLIB schemeagreesclosely with the LBL PKT-2 trace data,
while bothEXP andVAR-EXP exhibitfar lessvariancejndicating
theyaremuchlessburstyoveralargerangeof timescales.Thus,the
TCPLIB schemepreserveshe burstinesgpresentin the measured
traffic, while the EXP andVAR-EXP scheme®othsacrificebursti-
nessat largertime scales. At very largetime scales(M = 10°),
we againget agreemenbetweenall of the schemesandthe mea-
suredtraffic, becausehesetime scalesare so coarsethat we are
essentiallwiewing eachconnections arrivalslumpedtogetheras
asingleobservation—dfierencesn thedistributionof the arrivals
within the connectionarelost dueto the coarsegranularityof our
observations.

Figure6 showsthe differencen burstinesdetweertheschemes
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Figure 6: Comparisons of actual and exponential TELNET
packet interarrival times.

explicitly. Here we plot the arrival processcorrespondingo 5-
secondntervals(M = 50)fortheLBL PKT-2traceandfortheEXP
trace. The z-axisshowsthetime in secondsandthe y-axisshows
thetotalnumberof TELNET packetsn eachb-secondnterval. The
averagenumberof packetsin the two tracesare similar; the LBL
PKT-2tracehasanaveragef 59 packetsn each5-secondnterval,
andthefixed-rateexponentiatracehasanaverageof 57 packetdn
eachb-secondnterval. Thevarianceshoweverarequitedifferent.
With 5-secondbins, the LBL PKT-2 tracehasa varianceof 672,
while theexponentiatracehasa varianceof 260.

Clearly, this differencein the packet-generatiomate over 5-
secondintervalscould haveconsequencef®r queueingdelaysin
simulationsusingthesetwo differenttraces. As the variance-time
plot shows,the LBL PKT-2 traceis more bursty over manytime
intervals,not only overthe five-secondntervalsshownhere. The
conclusionsarethatusingexponentiapacketinterarrivaltimesfor
TELNET connectionsesultsin substantialnderestimationsf the
burstinesof multiplexed TELNET traffic, but usingi.i.d. interar
rivals drawnfrom the Tcplib distributionfaithfully reproduceshe
burststructure.

5 Fully modeling TELNET originator
traffic

Section3 hasshownthatover1-hourperiods,TELNET connection
arrivalsarewell-modeledasPoissorprocessesand§ 4 hasshown
thatwithin aTELNET connectionpacketinterarrivaltimescanbe
modeledusingthe heavy-tailedistributionin Tcplib. Theconnec-
tion sizein bytes hasbeenpreviouslymodeledby a log-extreme
distribution[P943; thedistributionof the connectiorsizein pack-



ets is somewhatdifferent, and seemsto be bettermodeledby a
log-normaldistribution (seebelow). In this section,we put these
threepiecestogetherto constructa completemodel of TELNET
originatortraffic thatis parameterizeanly by the connectionar-
rival rate. Variance-timeplots showthat this model corresponds
well to empiricalmeasurements.

First, we look at the differencein the distributionsof origina-
tor bytesper connectiorvs. originatorpackets.Previouswork re-
portsthatthe numberof bytessentby the originatorin awide-area
TELNET connectionis well-modeledusing a log-extremedistri-
butionwith locationparameterr = log, 100 and scaleparameter
f = log, 3.5[P944. Weexperimentedavith usingthis distribution
to producesizesfor an equalnumberof TELNET connectionsas
appearedn the LBL PKT-2 trace. We found that the distribution
consistentlygeneratesonnectiorsizes(in bytes)muchlargerthan
theconnectiorsizeg(in packetspbservedn thetrace.We attribute
this differenceto two effects:

e The[P944 fit wasmadeusingmonth-longracesof TELNET
connectionsallowing for muchlonger and larger connec-
tionsthanarepresentn ourtwo-hourtrace;

e The[P943 fit modelsconnectionsizein bytes and not in
packets. OnegenerallyassumethateachTELNET origina-
tor packetconveysonebyte of userdata,correspondingo a
keystroke. Often, however a packetcarriesmorethanone
byte, eitherdueto effectsof the Nagle algorithm[N84] or
becaus¢éhe TELNET connectioris operatingn “line mode”
[B9Q] or “line-at-a-timemode”[PR83 S94. Forexample,
theLBL PKT-2 TELNET originatortraffic comprisedabout
85,000packetscarrying139,000userdatabytes.

Giventhesedifficulties, we attemptedo fit theobservedTELNET
connectionsizes(in packets)with anothersimple analytic distri-
bution. We found that a log,-normaldistribution with log,-mean
z = log, 100 andlog,-standarddeviations = 2.24 fit the con-
nectionsize in packetswell visually, considerablybetterthan a
log-extremedistribution with parameterditted to the data. (The
exactnumericalvaluesof z and o hereshouldnot be takentoo
seriouslyastheycamefrom asmallsample.)We alsofoundthata
log-extremaistributionfit the connectiorsizein bytesbetterthan
a log-normaldistribution, so our dataremainsconsistenwith the
modelspresentedn [P943.

Putting all of this together we have a complete model for
TELNET traffic, FULL-TEL, parameterizednly by the TELNET
connectionarrival rate. FULL-TEL usesPoissonconnectionar-
rivals, log-normalconnectiorsizes(in packets)andTcplib packet
interarrivals.

We thenusedFULL-TEL to generatehreesynthetictracesof
TELNET originatortraffic, usinga connectionarrival rate of 273
connectionsn 2 hours.Becausesuchtracesstartoff with notraffic
andbuildupto asteady-stateorrespondingp theconnectiorarrival
rate,we trimmedthetracego justtheir seconchour. Wethenused
variance-timeplots to comparethe traceswith the secondhour of
theLBL PKT-2 TELNET trace.

Figure 7 showsthe resultsof the comparison. In generalthe
agreements quite good, thoughthe modelshaveslightly higher
variancethanthetracedatafor A > 10°. WeconcludethatFULL-
TEL faithfully capturesTELNET originatortraffic, exceptto bea
bit burstieron time scalesabovel0 seconds.As a final note,we
alsotestedthe model'sfit to the LBL PKT-1 andPKT-3 TELNET
tracestheresultsweresimilar.
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Figure 7: Variance-time plot comparing LBL PKT-2 trace
data with the complete TELNET model, FULL-TEL.

6 FTPDATA connection arrivals

This sectioninvestigatesrrival processefor FTP traffic. Model-
ing FTPis particularlyimportantbecausd=TPDATA connections
currently carry the bulk of the databytesin wide areanetworks
(ICBP93). Section3 showedthatwhile FTP sessiorarrivalscan
bemodeledasPoissorprocesseghisis notthecasefor FTPDATA
connectiorarrivals. ThissectiorshowshatFTPDATA connections
within a sessiorareclusteredn bursts,andthatthedistributionof
burstsizesin bytesis quiteheavy-tailedhalf of the FTPtraffic vol-
umecomesfrom the largest0.5% of the FTPDATA bursts. These
largeburstsarelikely to completelydominate=TPtraffic dynamics.

In this paper we do not attemptto model FTPDATA packetar-
rivals within a connection. Unlike TELNET connectionswhere
the originator packetarrival processs largely determinedby the
packetgeneratiorpatternat the source the packetarrival process
for anFTPDATA connectioris largely determinedy networkfac-
torssuchasthe availablebandwidth ,congestionanddetailsof the
transport-protocotongestiorcontrol algorithms. Previousstudies
havefoundthat FTPDATA packetinterarrivalsarefar from expo-
nential[ DJCME93; thisis not surprising sincethe abovenetwork
factorsleadto a procesgjuite differentfrom memorylessrrivals.

Tobegin,§ 3 showedhatFTPDATA connectiorarrivalsarenot
well-modeledas Poisson. EachFTP sessiorspawnsa numberof
FTPDATA connectionspnekey questionis howtheseconnections
aredistributedwithin the durationof the FTP session.

We computedthe distribution of spacingbetweenFTPDATA
connectionsspawnedby the sameFTP sessionfor six datasets:
LBL-1, LBL-5, LBL-6, LBL-7, DEC-1,andUCB. Here,"spacing”
refersto theamountof time betweertheendof oneFTPDATA con-
nectionwithin a sessiorandthe beginningof the next. Figure8
plots the results. In eachcasethe uppertail of the distributionis
much heavierthan exponentialthe z-axis is logarithmic),and is
betterapproximatedisingalog-normalor log-logisticdistribution.
Furthermoreall of thedistributionsshowinflectionpointsat spac-
ingsbetweer? and6 secondsindicatingbimodality. Weconjecture
thatspacingshorterthanthesepointsreflectsequentiaF TPDATA
connectionslueto multipletransfergthe FTP“mget” commandpr
auserissuinga‘“list directorycommand'very shortlyfollowed by
a“get.” Suchclosely-spacedonnectionsnightwell beinterpreted
as correspondingo a single “burst” of file-transferactivity. We
somewhatarbitrarily chosea spacingof < 4 secondgthe dashed
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Figure 8: FTPDATA Intra-session Connection Spacing.

verticalline) asdefiningconnectiondelongingto the sameburst,
andwe notethat suchspacingsarenotinordinatelylargerthanthe
1-2 secondspacingghat canoccurinternalto a single FTPDATA
connectiordueto TCPretransmissiotimeouts. Here,“somewhat
arbitrarily” meanghat,for examplepsinga cutoff spacingf 2 sec-
ondsinsteadwhich actuallyslightly betterdelimitsthetwo modes
of activity) resultsin virtually identicalresultsasthosediscussedh
theremaindetrof this section.
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Figure 9: Percentage of all FTPDATA bytes due to largest
10% FTPDATA bursts.

With this definition of aburstof FTPDATA connectionsye an-
alyzedthe samedataset$o measureghedistributionof the number
of bytestransferredduring a single connectionburst. The distri-
bution provesto be remarkablyheavy-tailed. Figure 9 showsthe
percentagef all FTPDATA bytes(y-axis) dueto the largest10%
of the FTPDATA bursts(z-axis). The numbersin parenthesem
thelegendgive thetotalnumberf FTPDATA burstsoccurringdur-
ing eachtrace. The first vertical line marksthe upper0.5% of the
FTPDATA bursts,andtheline to its right, the upper2%.

Thekey pointto drawfrom thisfigureis thattheupper0.5%tail
of the FTPDATA burstsholds between 30% and 60% of all of the
data bytes. Thus,atanygiventime FTPtraffic will mostlikely be
completely dominated by a single or small handful of bursts. Note
thatthis phenomenotis presentn all of theconnectiordatasetsve
studied. The datasewith the leastheavytail is UK (shownin the
figure),whichstill held30%of thedatabytesin theupper0.5%tail

and55%in the2%tail. TheNC datasetiesabouthalfwaybetween
UK andthe othersin the figure, and the remainderie within the
boundsof the othersshownin thefigure.

This finding meansthat for manyaspectof networkbehavior
modelingsmallFTPsession®r burstsis irrelevant;all thatmatters
is the behaviorof a few hugebursts. The sizesand durationsof
theseburstswill vary considerablyfrom onetime to another;but
theywill be present.We alsonotethat our finding thatthe size of
an FTPDATA bursthasa heavytail matchesa surveyconducted
by Irlam [193] of thesizesof filesin 1,000file systemsomprising
12 million filesand250GB of data: 1.9%of thefilesaccountedor
71% of the bytes,and0.5%accountedor 54% of the bytes.

We performedfitting of the uppertail of the distributionof data
bytes per FTPDATA burstand found that the upper5% tail fits
well to a Paretodistributionwith 0.9 < g < 1.4 [P943. Asthe
Paretodistributionis heavy-tailed(see Appendix B), this agrees
with ourfindingsin Figure9. In contrasttheupper0.5%tail of an
exponentiadistributionalwaysholdsabout3% of the entiremass
of thedistribution,regardles®f thedistribution's mean.

Figures10 and 11 graphicallyillustrate the dominanceof the
upperFTPDATA-bursttail. The four plotsin Figure 10 showthe
FTPDATA traffic ratein bytes/minutdor the LBL PKT-1, PKT-2,
PKT-3, and PKT-5 datasetsandin Figure 11 the sameis shown
for the DEC WRL datasets. The shadedareasrepresentraffic
contributedby the largest2% of the bursts,and the black areas
the largest0.5%. The numbersn parenthesegive the numberof
burstsandFTPDATA connectionsomprisingthe 2% burstupper
tail. (Forexampletheupper2%tail of the PKT-1burstswasmade
up of 7 burstsconsistingof a total of 19 FTPDATA connections,
while for WRL-2 this tail was madeup of 16 burstsand 1,796
connections.) We seethat sometimesurstscontainmany sepa-
rateconnectiongandsometimesot. Indeed thedistributionof the
numberof connectionperburstis well-modeledasa Paretadistri-
bution. For examplea singleburstin theLBL-7 datasetvasmade
up of 979separaté-TPDATA connections.

For PKT-1 (364 bursts)and PKT-3 (552 bursts),the upper2%
and 0.5% tails hold around50% and 15% of all the traffic; for
PKT-2 (483 bursts)and PKT-5 (238 bursts),85% and60%. The
largedegreeof differencebetweerPKT-1/PKT-3andPKT-2/PKT-5
illustrateshowvolatiletheuppertail behavioiis; atracecomprising
400 bursts(andsubstantiallymore FTPDATA connections)night
well be completelydominatedby 2 of the bursts,or it might not,
since? is a very small sampleof the uppertail behavior Thuswe
areleft in the difficult positionof knowingthatuppertail behavior
dominatestraffic, but with suchsmall numbersof burststhat we
cannotreliably uselarge-numbetawsto predictwhatwe arelikely
to seeduring any giventrace. Furthermorethe PKT-2 and PKT-5
burstswerenotgeographicallanomalousgither: thelargestPKT-2
burstwasto a governmensite in Colorado,andthelargestPKT-5
burstwasto a commerciakitein Washingtorstate. Thesesitesare
about1,500km and1,000km distantfrom LBL, respectively

FortheDEC datasetghedifferencan thesizeof thebursttailsis
notsopronouncedin WRL-1 (971bursts) WRL-3 (2,161bursts),
andWRL-4 (2,100bursts)the 2% and0.5%tails hold 54-70%and
33-42%of all the traffic, while for WRL-2 (788 bursts)they hold
45%and18%. Thelesserdegreeof differencebetweerthedatasets
iswhatwewouldexpect:sincethedataset®aveconsiderablynore
burstghantheirLBL counterpartdarge-numbelawsbecomeamore
reliablein predictingthe sizeof thetails.

Wewould alsolike to knowwhetherthearrivalsof theuppertail
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Figurel10: Proportionof LBL PKT FTPDATA traffic dueto
largest2% (shadedjpnd0.5% (black) connectiorbursts.

burstscanbemodeledasa Poissorprocessasthatwould providea
first steptowardpredictingtheir effect on networktraffic. We ana-
lyzedthe 199 upper0.5%-tailLBL-6 bursts first removingeffects
dueto daily variationin traffic ratesby looking at interarrivalsin
termsof numberof interveningourstansteadf secondsWefound
thatthedatasefailed the statisticatest(AppendixA) for exponen-
tial interarrivalsat all significancelevels. Thus, cautionmustbe
usedif approximatindarge-burstarrivalsusinga Poissorprocess;
furtheranalysisis neededo modelthe burst-clustering.

7 Large-scalecorrelationsand possible
connections to self-similarity

We havearguedin the previoussectionsthat on any time-scale
smallerthanusersessiorarrivals,modelingwide-areal CP traffic
usingPoissomprocessesails to faithfully capturethe traffic’s dy-
namics. Recentwork [LTWW94] showsthat local-areaEthernet
traffic (andperhapawide-areal CPtraffic) is muchbettermodeled
asa self-similar processwhich displayssubstantiallymorebursti-
nessoverawide rangeof time scaleghando Poissorprocesses.
In this sectionwe discusghedegreeof “large-scalecorrelation”
presenin theLBL PKTtracesof TELNET traffic, andtheLBL PKT
andDECWRL tracesof FTPDATA traffic andaggregatevide-area
traffic. We also considerthe evidencefor whethersuchcorrela-
tion is well modeledusingself-similarprocessesWe beginwith a
discussiorof theconcept®f “large-scaleorrelation,™long-range
dependence,and“self-similarity.” We next give an overview of
two existingmethoddor generatingruly self-similartraffic, along
with anewmethodfor producing‘pseudo-self-simildr traffic. We
thendiscusshow the traffic modelsdevelopedn this papermight
matchthesemethods.We finish with a preliminaryassessmerdf
thepossibleself-similarityof generawide-aredraffic. Wefind the
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Figure 11: Proportionof DEC WRL FTPDATA traffic due
to largest2% (shadedpand0.5% (black) connectiorbursts.

evidencéanconclusivethoughthetraffic clearlyexhibitslarge-scale
correlationgnconsistentvith Poissomprocesses.

7.1 Definitions

We usethe term “large-scalecorrelation” as an informal way of
describingcorrelationsthat persistacrosslarge time scales. For
example thelowerright plot in Figure10 showsa 40-minuteburst
of highly correlatedraffic.

A relatedmoreprecisenotion of sustainedtorrelationis thatof
“long-rangedependence.’A stationaryprocesss long-range de-
pendent if its autocorrelatiorfunction r(k) is nonsummabldi.e.,
>, (k) = o0) [C84. Thus,the definition of long-rangedepen-
denceappliesonly to infinite time series.

Thesimplesimodelswith long-rangedependencareself-similar
processesyhich arecharacterizedby hyperbolically-decayingu-
tocorrelatiorfunctions.Self-similarandasymptoticallyself-similar
processeareparticularlyattractivemodelsbecauseghelong-range
dependenceanbe characterizedby a single parameterthe Hurst
parameter(which can be estimatedusing Whittle’s procedure
[GW94, LTWW94)).

In thefollowing sectionswe look at waysin which long-range
dependenci generalandself-similarityin particular mightarise
in wide-areanetworktraffic. An importantpointto bearin mind
is that, evenif the finite arrival procesderivedfrom a particular
packettracedoesnot appearself-similar, if it exhibitslarge-scale
correlationssuggestiveof long-rangedependencthenthatprocess
is almostcertainlybetterapproximatedisinga self-similarprocess
than using Poissonprocesses.Thus, we believethat self-similar
modelingis a promisingsuccessato Poissormodeling. It maynot
be exactlyright, butgivenour currentunderstandingf networking
phenomenait appearsn anycaseagoodapproximation.



7.2 Producing self-similar traffic

Thereare severalmethodsfor producingself-similar traffic that
couldaccountfor self-similarityin wide-areal CPtraffic. As dis-
cussedn [LTWW94], self-similartraffic canbe producedoy mul-
tiplexing ON/OFFsourceghathaveafixed ratein the ON periods
andON/OFFperiodlengthshatareheavy-tailed (seeAppendixB).

A secondmethodfor generatingself-similar traffic that could
fit TCPtraffic is an M/G/oo queuemodel,wherecustomersarrive
accordingo a Poissomprocessandhaveservicetimesdrawnfrom
aheavy-tailedistributionwith infinite variance[C84, LTWW94].
Inthismodel, X is thenumberf customersn thesystemattime¢.
Thecountprocesq X: }+=o,1,2,... is asymptoticallyself-similar(see
AppendixD for furtherdiscussion) TheM/G/oc modelimpliesthat
multiplexing constant-rateonnectionghat have Poissonconnec-
tion arrivalsanda heavy-tailedlistributionfor connectiorifetimes
wouldresultin self-similartraffic.

We investigatedan additionalmethodof producingarrival pro-
cessethatappeato someextentself-similar Thismethodnvolves
constructingarrivals usingi.i.d. Paretointerarrivalswith 3 =~ 1,
andthenconsideringhe correspondingountprocesgthe number
of arrivalsin consecutiventervals). The goal behindthe method
is to explorehow a simplemodelof TELNET traffic mightleadto
self-similarity Wereferto thismethodas“pseudo-self-simildr be-
causewnhile thetraffic it generate$aslarge-scalecorrelationsand
the “visual self-similarity” property[LTWW94] over many time
scales,we showin Appendix C that the traffic generateds not
actuallylong-rangedependentandthusnot self-similar).

7.3 Relating the methodsto traffic models
731 TELNET

As explainedin [LTWW94], straightlines on variance-timeplots
with slopesmore shallow than —1, such as that for the PKT-2
TELNET tracein Figure5, are suggestiveof self-similarity. In
generalthe slopeof an arrival processs variance-timeplot is a
functionof theprocesssautocorrelatiofiunction[C84], andalong-
rangedependenprocesswill exhibit slowly-decaying variances on
sucha plot. Thatis, the variance-timeplot will declinein a more
shallowfashionthanwith slope —1, thoughnot necessarilyin a
straightline. An importantpointis thatsuchslow declinecanalso
occurdueto the presenc®f non-stationarity

In addition to looking at variance-timeplots of the TELNET
traffic, we alsousedWhittle’'s procedurg GW94, LTWW94] and
Beransgoodness-of-fitest{B924 to gaugeheagreemeripetween
thetraffic andthe simplesttype of self-similarprocessfractional
Gaussian noise [B92H. All of theresultsareconsistentvith self-
similarity on scalef tensof secondor more.

Wepostulatahattwo differentmechanismsontributeto theap-
parentself-similarity of TELNET traffic. Onsmallertime scales,
apparenself-similarity might arisefrom the fact that within indi-
vidual TELNET connectionspacketinterarrivalsarewell modeled
asi.i.d. Pareto(§ 4). Thus,individual TELNET connectionsnatch
thei.i.d. Paretanethodof generatingpseudo-self-similatraffic that
appearself-similarover a rangeof time scaleAppendixC). On
largertime scaleswe notethatour sourcemodelof TELNET con-
nectionspresentedn § 5 in somerespectanatchesthe M/G/oo
modeldescribedn theprevioussection. TELNET connectiorsizes
in packetshavea long-tailed [WT92] distribution,in thatthe tail
function of a log-normaldistribution decreasesore slowly than
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any exponentiafunction. While we showin AppendixE thatthe
M/G/oc queuawith log-normalservicetimesdoesot resultin long-
rangedependentr self-similartraffic, thedifferencein tail weight
betweena log-normal distribution and a Paretodistribution may
be small enoughthat over the time scalesof interest(secondgo
minutes)thetraffic still appearself-similar

Puttogetherthesemodelsof TELNET traffic suggestwhy the
traffic might appearself-similar(or atleastlong-rangedependent)
overmanytime scales.While individually the modelsfall shortof
proving self-similarity; it couldbe the casethatthe combinationof
i.i.d. Paretointerpacketimesandthe M/G/oc effect dueto multi-
plexing makesTELNET traffic truly self-similar At a minimum,
thesemodelsexplainwhy the traffic exhibits large-scalecorrela-
tions. Furtherwork is neededor a definitive statementegarding
actualself-similarity.

732 FTP

Like themodelof TELNET traffic discussedh theprevioussection,
our modelof FTP traffic alsofits in somerespectdo the M/G/oo

model of Poissonarrivalswith heavy-tailedifetimes. The distri-

butionof bytesper FTPDATA burst is heavy-tailed§ 6), andFTP
sessions havePoissonarrivals (§ 3). Over largertime scalesthe
packetarrival processwithin an FTPDATA burstcanbe plausibly
approximate@sconstant-ratelf weapproximatedTPDATA burst
arrivalsasPoisson(a bit of a stretch,asshownin § 3 above),and
assumedhateachFTPDATA burstreceivedhe sameaverageate,
then multiplexed FTP traffic would fit the M/G/oo model above,
andshouldbe self-similar

It turnsout, though, that variance-timeplots, Whittle’s proce-
dure, and goodness-of-fitestsof our FTP tracesall suggesthat
our FTPDATA tracesarenot well-modeledasfractional Gaussian
noise, althoughthe heavy-taileddistribution of FTPDATA bursts
clearlyleadsto large-scalecorrelations.The soleexceptionto this
finding is the DEC WRL-3 trace,for which the testsareconsistent
with self-similarityat time scalesof 1 secondr greater

Onereasorthe FTP tracesmight not be well-modeledasfrac-
tional Gaussiamoiseis thatthetracesexhibitextremelyhighbursti-
nessjncludinglengthyperiodsduringwhichthereis no FTPtraffic.
These'lulls” meanthatthemarinaldistributionfunctionof thear
rival processhasa large peakat zero arrivals. Since fractional
Gaussiamoiseis a form of Gaussiarprocessijts marminal distri-
butionis normal,and cannotaccommodatsucha peak. It is still
possiblehatFTPtraffic is well-modeledusingdifferentself-similar
processesyr thatit insteads not well-modeledasself-similar In
thispapemwedonottry to resolvethisissue butlimit ourdiscussion
to theinterplaybetweermrmechanismaffectingFTPtraffic dynamics
andlarge-scalecorrelationsn thetraffic.

Unlike TELNET traffic, wherethetiming of packetsggenerated
atthe sourceis reasonablycloseto thetiming of the samepackets
transmittedon the network,thetiming of FTPDATA packetdrans-
mittedonthenetworkis intimatelyrelatedo thedynamicsof TCP’s
congestioncontrol algorithms. The following paragraphsliscuss
severalwaysthat, duein partto the effectsof TCP, multiplexed
FTP traffic differs from the M/G/co model of self-similar traffic
with constant-rateonnections While thesefactorscouldaccount
for our FTP tracesnot appearingstatisticallyself-similar they do
notimply the absencef long-rangedependence.

Unlike theM/G/ooc model,which bestfits anenvironmentvhere
all connectionshave the samefixed constantrate, different FTP
connectiondavequite differentaveragaates,andwithin a single
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Figure 12: Variance-time plot for al TCP / al link-level
packet arrivalsinthe LBL PKT datasets.

FTPconnectiortheaverageatevariesovertime. TCP’scongestion
controlalgorithmsancrease¢heTCPcongestiorwindowto probefor
additionalbandwidth,andreducethe congestiorwindow againin
responseo congestior(packetdrops). TCP'swindow flow control
hasseveralseparateffectson thetraffic patternfor anindividual
FTP connection. First, over intervalslessthan a roundtrip time
the FTP connectiondoesnot havea constantrate; eachpacketis
sentonly after the TCP sourcereceivesan acknowledgemenfor
an earlierpacket. Second,if thereis congestionin the network,
thenan FTP connectiondoesnot havea constantrate evenover
longertime intervals;the averagerateoveraroundtriptime varies
astheTCPcongestiorcontrolwindowvaries. Third, whetheror not
thereis congestiorin the network, differentFTP connectionwill
havedifferentaverageaates,dependingn suchfactorsasthe TCP
window andpacketsizes,the connection$ roundtriptime, andthe
congestiorencounteredh the network. Thesefactorsgive riseto
seriougliscrepancieBetweerourtracedataandtheM/G/oo model.
Oneway to incorporatethe effect of limited bandwidthinto the
M/G/>c modelwould be to explorea modelof an M/G/k queue
insteadof an M/G/oo queue. In an M/G/k queue,becausehere
areonly £ serverstheactualarrivaltimesof individualsata server
wouldoccasionallyhaveto bedelayeduntil therewasavailableca-
pacity. While this limited capacitywould havethe effect of reduc-
ing thefit of the multiplexedtraffic to a self-similarmodel,it does
noteliminatethe underlyinglarge-scalecorrelationsn the M/G/oo
model. However the M/G/k modelasappliedto FTP connections
assumethatall activeconnectionfiavethesameconstantate,and
thisis notthe casein actualFTPtraffic.
Anotherdiscrepancybetweenthe M/G/oo model and our link
traceconcerngheeffectof FTPtraffic competingwith otherfami-
liesof traffic onacongestedink. Thefourmainclasse®f traffic in
our link traceswere TCP, Mbone (primarily multicastUDP audio
traffic), Domain Name Systemrequestandreplies(UDP-based),
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Figure 13: Variance-time plot for al link-level packet ar-
rivalsinthe DEC WRL datasets.

andDECnet. Unlike TCP, the UDP protocoldoesnot incorporate
congestion-avoidancmechanisms. Therefore,when TCP-based
FTPtraffic is competingfor bandwidthwith Mbone UDP sources,
only the FTPtraffic will adjustto fit the availablebandwidth. The

UDP traffic will continueunimpeded Theeffectof thisinteraction
ontheoverallstructureof FTP traffic remainsanopenquestion.

7.4 Large-scalecorrelationsin general wide-
areatraffic

We finish with apreliminarylook atwhethemwide-arearaffic mul-
tiplexed over different protocolsappearsself-similacr  Figure 12
showsvariance-timeplots for all of the LBL PKT traceslisted in
Table2. Here,the unaggregategrocesg 3/ = 1) corresponds$o
observingthe packetsarriving duringeach0.01secondnterval.

RecallthatthefirstthreeLBL PKT tracescapturedall TCPpack-
etsfor two hours,andthe lasttwo capturedall wide-aregpackets
appearingon the gatewayEthernetfor one hour. The first three
tracesconsistof betweenl.7 and2.4 million packetsandthe last
two traceseachhavearoundl.3 million packets.The correspond-
ing ratesof packets/houiare abovethoseof the “low hours” in
[LTWW94], sowe would hopeto find thatthe tracesexhibit exact
self-similarity.

We seein Figure12 that PKT-4 and PKT-5, the full link-level
tracesbothyield straightlineswith shallowslope,consistentvith
asymptoticself-similarity for A > 10 (0.1 second).Forthe TCP
traces PKT-1is concavedownfor smallandlarge M, inconsistent
with exactself-similarity, PKT-2appeargonsistentvith asymptotic
self-similarityfor A > 10° (10seconds)andPKT-3 hasastraight
sectionbetweendM = 10and M = 10, but not beforeor after,
alsoinconsistentvith exactself-similarity.

In contrast,useof Whittle’s procedureand goodness-of-fitests
suggestthat the link-level PKT-4 trace and the TCP PKT-1 and



PKT-3 tracesare consistentwith fractional Gaussianprocesses,
while the link-level PKT-5 traceandthe TCP PKT-2 tracearenot.
As Figure10 shows the FTPtraffic in the PKT-5 andPKT-2 traces
is heavilydominatedoy afew large FTPDATA bursts.Thus,while
large-scalecorrelationsareclearly presenin thesetraces it might
bedifficult to characteriz¢hecorrelation®vertheentiretracewith
asingleHurstparameter

Figurel3 showsthesamesortof variance-timeplot for theDEC
WRL datasetfistedin Table2. Theleastactiveof theWRL datasets
exceedshemostactivein [LTWW94], sowewouldagainexpecto
find exactself-similarity. The variance-timeplots for WRL-2 and
WRL-4 areencouragingdn thisregard,lying in essentiallystraight
lines for time scalesof 0.1 secondsandhigher WRL-3 liesin a
straightline at time scalesof 1 secondand highet while WRL-
1 doesso only at 10 secondsand higher But of thesedatasets,
Whittle’s procedureand Berans goodness-of-fitestindicatethat
only WRL-3 is consistentwith fractional Gaussiamoise (at time
scale®of 1 secondandgreater).Theotherswhile clearlyexhibiting
large-scalecorrelations,do not appearto be well-modeledby a
simpleself-similarprocess.This could be dueto distortingeffects
of short-rangedependencejetterfits to otherself-similarmodels
suchasfractional ARIMA processefB92ly, orthepresencef non-
stationarity WRL-3 wasalsothe only datasetwhoseFTP traffic
appeargonsistentvith fractionalGaussiamoise,thoughwe have
notassessedhethethiscoincidencés significant.Clearly, further
work is requiredto fully understandhe correlationalstructureof
wide-arearaffic.

We end with a commentregardingthe balancebetweenlink-
level modelingand protocol-specifianodeling. One approachto
investigatingself-similarity is to modelmultiplexedlink traffic as
self-similar without attemptingto modelindividual connections.
Thisapproaclkcouldhavemanyusesn simulationsandin analysis.
For example self-similartraffic could be usedinsteadof Poisson
traffic to modelcross-trafic, or self-similartraffic could beusedin
simulationgnvestigatindink-sharingbetweertwo differentclasses
of traffic.

However for many simulations,the simulatorneedsto model
individual sources. In particulat it is only from modelingof in-
dividual sourcesandadirectimplementatiorof TCP’s congestion
controlalgorithms,thata simulationcantake into accountthe ef-
fectsof the TCP algorithmsin differentenvironmentsTCP’scon-
gestioncontrol algorithmscontributelong-termoscillationsto the
traffic patternfor a particularconnection,asthe TCP congestion
window changeoverthe lifetime of the connection. In addition,
TCP’s window flow control contributesa shorterterm periodicity
to the traffic pattern,aseachpacketis transmittedin responseo
an acknowledgementeturnedfor an earlier packet[FJ93. It is
particularlyimportantto takeinto accounttheseeffectsin simula-
tionsinvestigatingchangego either TCP, the gatewayscheduling
algorithms or the network’s packet-droppinglgorithms.

8

This papetfs findingsare summarizedn the Introduction. In this
sectionwe concludewith alook attheimplicationsof our results.
Severalresearcherfavepreviouslydiscussedhe implications
of long-rangedependencéurstinessacrosdifferenttime scales)
in network traffic. Modeling TCP traffic using Poissonor other
modelsthatdo not accuratelyreflectthe long-rangedependencin
actuatraffic will resultin simulationsandanalyseshatsignificantly

| mplications
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underestimatperformanceneasuresuchasaveragepacketdelay
or maximumgueuesize.

[FL91] examinesheburstinessf datatraffic overawiderangeof
time scalesanddiscussetheimpactof this burstinesgor network
congestion. Their conclusionsare that congesteceriodscanbe
quitelong,with losseghatareheavilyconcentratedhat,in contrast
to Poissortraffic models)inearincrease# buffer sizedonotresult
in largedecreasem packetdroprates;andthata slightincreasen
the numberof active connectionganresultin a large increasan
the packetlossrate. They suggesthat, becausehe level of busy
periodtraffic is not predictablejt would be difficult to efficiently
sizenetworksto reducecongestioradequately They observehat,
in contrastto Poissonmodels,in reality “traffic ‘spikes’ (which
causeactuallossesyide on longerterm ‘ripples’, thatin turn ride
onstill longerterm‘swells’.” Theysuggesthatafilteredvariable
canbeusedto detectthe low-frequencycomponenbf congestion,
giving somewarningbeforepacketiosseshecomesignificant.

[LTWW94] discussesomeadditionaimplicationsof long-range
dependencef packettraffic. Theseincludeanexplanatiorof the
inadequacyf manycommonly-usedhotionsof burstinessandthe
somewhatounterintuitive observatiorthat the modelingof indi-
vidual connectiongangain insight from an understandingf the
fundamentatharacteristicef multiplexedtraffic. In thispaperob-
servation®f thecharacteristicef multiplexedtraffic motivatedour
revisitationof modelsfor individual connectionsindeed we origi-
nally setoutto challengehe notionthatwide-arearaffic mightbe
self-similar, andhavecomefull circle.

[GW94 examinesthe long-rangedependenc®f variable-bit-
rate (VBR) video traffic. Their empirical measurementsf VBR
traffic show stronglow-frequencycomponentsandthey propose
sourcemodelsfor videotraffic thatdisplaythesamdong-rangele-
pendenceGiventhelikelihoodthatVBR traffic will sooncomprise
asignificantfractionof Mbonetraffic, we soonwill havewide-area
traffic of which a substantiaportionis perforceself-similar simply
dueto the sourcecharacteristicsf its individual connections.

Therearesomeadditionalrespectsn which the burstinessand
long-rangedependencef aggregateraffic canaffecttraffic perfor
mance.Consideralink with priority schedulingpetweerclasse®f
traffic, wherethe higherpriority classhasno enforcedbandwidth
limitations (otherthanthe link bandwidthitself). In sucha par
tition, interactivetraffic suchasTELNET might be given priority
over bulk-datatraffic suchasFTP If the higherpriority classhas
long-rangedependencanda high degreeof variability overlong
time scales,then the burstsfrom the higherpriority traffic could
starvethelower-priority traffic for long periodsof time.

A secondimpactof the long-rangedependencef packettraf-
fic concernsclasseswith admissionscontrol procedureghat are
basednmeasurementsf recentraffic, ratherthanon policedtraf-
fic parameterf individual connectiondCSZ93. As hasbeen
shown by numerousresearcherssuch admissionscontrol proce-
durescould lead to a much more effective use of the available
bandwidth[YKTH93]. Neverthelessijf the measuredclasshas
high burstinesconsistingof both a high varianceand significant
long-rangedependencahenanadmissiongontrol procedurehat
considersonly recenttraffic could be easily misleadfollowing a
long period of fairly low traffic rates. (This is similar to a situa-
tion in Californiageologysomedecadesgo. Becauseéherehadnt
beenalarge earthquakdor along time, peoplebeganto believeit
unlikely thattherewould beanotherone.)

In summary: we should abandonPoisson-basedhodeling of



wide-areatraffic for all but usersessionarrivals. For TELNET
traffic, we offer afaithful modelof originatortraffic parameterized
by only the hourly connectiorarrival rate. Modelingthe TELNET
responderemaingo bedone.For FTPtraffic, we haveshownthat
modelingshouldconcentratdeavily on the extremeuppertail of
thelargestbursts.A wide-aredink mighthaveonly oneortwo such
burstsan hour, butthey tendto stronglydominatethathour s FTP
traffic. Finally, ourlook at multiplexedTCPandall-protocoltraffic
suggestshatanyoneinterestedn accuratenodelingof wide-area
traffic shouldbeginby studyingself-similarity.

9 Acknowledgments

We gratefullyacknowledgénelpful discussionsvith JohanBengts-
son,Kim Claffy, DomenicoFerrari,Mark Garrett,Van Jacobson,
SteveMcCanne Allyn RomanowandBin Yu, aswell asthe com-
mentsof thereferees.

We particularlywantto thankWalterWillinger for manyfruitful
discussionsandalsofor makingavailableJanBerans S programs
to computeWhittle’s estimatorandBerans goodness-of-fitest.

We would alsovery muchlike to thankJef Mogul for boththe
DEC SYN/FIN datasetandthe DEC WRL packetdatasetsPeter
Danzigandhis coauthordor the UCB andBC datasetstan Wake-
manandJonCrowcroftfor theUK datasetWayneSungfor theNC
datasetRambn CaceregandSugihJamin,whobetweerthemmade
availableall of the non-LBL SYN/FIN datasetsand Kate Lance,
RobertElz, Geof Martin, Tony Nicholson,and DouglasRay; for
theireffortsin capturingadditionalpackettraces.

ThelLBL tracesweregatheredwith the help of CraigLeresand
SteveMcCanne.TheBellcoretracesveregatheredyD. V. Wilson.

A Methodology for testing for Poisson
arrivals

To testwhetheratraceof connectiorarrivalscorrespondso anon-
homogeneou®oissonprocesswe first pick aninterval length 7
overwhichwe hypothesizehatthearrival ratedoesnot change.If
the tracespansa total of 7' time units, we divide the entiretrace
into N = T'/I intervalseachof length/. We thenseparatelyest
eachintervalto seewhetherthearrivalsduringtheintervalarecon-
sistentwith arrivalsfrom a Poissorprocesswith ratefixed sothat
theexpectechumberof arrivalsis the sameasthe numberactually
observed.Thus,we reducethe problemof testingfor nonhomoge-
neousPoissonarrivalsto that of testinga numberof intervalsfor
homogeneouBoissorarrivals.

Poissonarrivals havetwo key characteristics:the interarrival
timesarebothexponentiallydistributed,andindependentWe dis-
cusstestingfor eachin turn.

For eachinterval, we testthe interarrivalsfor an exponential
distribution using the Anderson-Darling(4?) test, recommended
by Stephendn [DS86 becausét is generallymuchmorepowerful
thaneitherof the betterknown Kolmogorov-Smirnovor y? tests.
A? is alsoparticularlygoodfor detectingdeviationsin the tails of
adistribution. A2 is an empirical distribution test it looks at the
entire observeddistribution, ratherthan reducingthe distribution
into bins asis requiredby 2.

Weassociatasignificancdevelwith eachA? test. Forexample,
atestwith asignificancdevel of 5%will correctlyconfirmthenull
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hypothesiq(if it is correct)with probability 0.95; with probability
0.05, thetestwill erroneoushydeclarethe hypothesidalse. Thus,
the significancdevel indicatesthe proportionof “false negatives”
(in generalit is difficult to assesshe correspondingpercentagef
“false positives”). We canusesignificance-levelestingasfollows.
Supposewe test N intervalsfor exponentialinterarrivalsand K
of them passthe A? testat the 5% significancelevel. If the null
hypothesiss correct thentheprobabilityof K" successes N trials
will begivenby abinomialdistributionwith parametep = .95. If
we find thatthe probabilityof observingk” successewaslessthan
5%, thenwe concludewith 95%confidencehatthearrival process
is inconsistentvith exponentialnterarrivals.

Therearetwo importantdetailsfor correctlyapplyingandinter-
pretingthe A? test. Thefirstis thatestimatingheparametersf our
modelfrom thedatato betestedaltersthe significancdevelsof the
A2 test(thisappliesto ournull hypothesisibovejn whichwe derive
themeanof theexponentiafit from thedataratherthanknowingit
a priori). Theseconds thatthe numberof datapointstestedalso
altersthesignificancdevels. In generalthemorepointstestedthe
morelikely thetestwill detectanincorrectnull hypothesis[DS8q
givesproceduresor incorporatingoothof theseconsiderationgito
A’ tests.

Wealsoneedo testtheinterarrivalsfor independenceOneindi-
cationof independences anabsencef significantautocorrelation
amongtheinterarrivals. Autocorrelationcanbe significantin two
differentways: it canbetoo strongin magnitude or it canbetoo
frequentlypositiveor negative.We addresgachof thesein turn.

Given a time seriesof n samplesrom an uncorrelatedvhite-
noiseprocessthe probability thatthe magnitudeof the autocorre-
lation at any lag will exceedl.96//n is 5%. Thuswe cantest
for independencéy observinghow often this occursandusinga
binomialtestsimilarto theoneoutlinedabove.(Becausdor many
non-Poissomprocesseautocorrelatiommonginterarrivalspeaksat
lag one,to keepour testtractablewe restrictit to just thelag one
autocorrelation.)

We alsoapply one further testfor independeninterarrivals. If
theinterarrivalsaretruly independentthenwe would expecttheir
autocorrelatiorio benegativewith probability0.5andpositivewith
probability 0.5. For Poissonarrivals,then,the numberof positive
lagoneautocorrelatiowaluesshouldbebinomially distributedwith
parametep = 0.5. Giventhis assumptionwe assesshe proba-
bility of atleastthe observechumberof positivevaluesoccurring.
If its probability is too low (< 2.5%) thenwe concludethat the
interarrivalsaresignificantlypositively correlated.Similarly, if the
observechumberof negativevalueshasprobability < 2.5%, then
theinterarrivalsaresignificantlynegativelycorrelated.

B Paretodistributions

In this paperthe Paretodistributionplaysa role bothin TELNET
packetinterarrivalsandin the sizeof FTPDATA bursts. This ap-
pendix discusseshe Paretodistributionandits occurrencen the
physicalworld.

TheclassicalParetadistributionwith shapeparametefs andlo-
cationparametes hasthecumulativedistributionfunction[HK80]:

F(:c):P[XSz]:l—(a/z)B, a,$ >0, z2>a,
with the correspondingprobability densityfunction:

flz) = BaPz=PL,



If # < 2, thenthedistributionhasinfinite varianceandif g < 1,
thenit hasinfinite mean.

The Paretodistribution (alsoreferredto as the powerlaw dis-
tribution, the double-exponentiatlistribution, and the hyperbolic
distribution) hasbeenusedto modeldistributionsof incomesex-
ceedingaminimumyvalue,andsizesof asteroidsislands citiesand
extinction events[K93, M63]. Leland and Ott alsofound that a
Paretodistributionwith 1.05 < g < 1.25is a good modelfor the
amountof CPUtime consumedy anarbitraryprocesgLO86].

In communicationsheavy-taileddistributionshavebeenusedto
modeltelephoneall holdingtimes[ DMRW94] andframesizesfor
variable-bit-ratevideo [GW94. ThediscretePareto(Zipf) distri-
bution[A83, p.95]:

Ple =n]=1/((n+ 1)(n+2)) forn>0.
arisesn connectiorwith platoonlengthsfor carsatdifferentspeeds
travelingonaninfinite roadwith nopassindA83, p.95][F66, p.40],
amodelsuggestivelyanalogougo computemetworktraffic.

Following [LTWW94], we definea distributionas heavy-tailed
if:

PX >z]~ ez ?, asz — oo, B> 0. Q)

By this, we meanthat for some/ and someconstant, the ratio
P[X > z]/(cz™7) tendsto 1 asz — oc. This definitionincludes
theParetoandWeibull distributionsf DMRW94].

A moregeneraldefinition of heavy-tailed definesa distribution
asheavy-tailedf the conditionalmeanexceedancéCME;) of the
randonmvariable X is anincreasingunction of = [HK80], where

CME, = E[X — z|X > z].

Using this seconddefinition of heavy-tailed,considera random
variableX thatrepresents waiting time. For waiting timeswith

alight-tailed distributionsuchasthe uniform distribution,the con-
ditional meanexceedances a decreasindunctionof . For such
a light-tailed distribution, the longer you havewaited, the sooner
you arelikely to bedone. For waiting timeswith a medium-tailed
distributionsuchasthe (memorylessgexponentiadistribution,the
expecteduture waiting time is independentf the waiting time so
far. In contrastfor waiting timeswith a heavy-taileddistribution,
thelongeryou havewaited,thelongeris your expecteduturewait-

ingtime. FortheParetaistributionwith g > 1 (thatis, with finite

mean),the conditionalmeanexceedanceés a linear function of =

[A83, p.70]:

CME, = z/(f — 1).

TheParetadistributionis scale-invariantin thatthe probability
thatthewaitis atleast?z secondss afixedfractionof theprobability
thatthewaitis atleastz secondsfor anyz > a.

A relatedresult showsthat the Paretodistributionis the only
distributionthatis “invariant undertruncationfrom below” [M83,
p.383][A83, p.81]. Thatis, for theclassicaParetddistribution,for
¥y 2 Zo,

P[X > y|X > zo] = Pl(zo/a)X > y]. 2

Hencetheconditionaldistributionis alsoaParetadistribution,with
the sameshapeparametepd andnew locationparametern’ = =zo.
We makeuseof this propertyin the nextsection.

Finally, we notethatMandelbrotarguesthatbecaus¢heasymp-
totic behaviorof Paretadistributionswith 8 < 2 is unchangedor
awidevarietyof filters (includingaggregationtnaximums andthe
weightedmixture of distributions),and becausehis is true of no
otherdistribution, this invariancecould in somerespectsexplain
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thewidespreaabservancef Paretadistributionsin thesocialsci-
encedM63] [M83, p.344].

C Paretointerpacket times

In this sectionwe give someintuition for the observedong-range
dependencef tracesof TELNET traffic. Recallthatthemainbody
of the distributionof TELNET interpacketimesfits a Paretodis-
tribution with shapeparametef.9, while the upper3% tail fits a
Paretodistributionwith shapeparamete0.95. In this sectionwe
considepacketgieneratetby asingleconnectiorusingi.i.d. Pareto
interpacketimes,for a Paretadistributionwith shapeparamete
andlocationparametez. We thenconsiderthe associatedtount
processX = {X;}i=o0,1,2,..., where X; is the numberof packets
arriving duringthe ith time interval,eachtime intervalbeinga bin
of width 5. We give anintuitive explanatiorfor the observedong-
rangedependencef the countprocesdy looking at the properties
of the point procesf packetarrivals,concentratingon the inter-
packetimes. Weshowthatwhile thisprocesss nottruly long-range
dependentwhenobservedverafinite time scaleit exhibitsprop-
ertieswe associatewith self-similar processes.In particular we
showthataggregatinghe procesdy increasingg doesnot change
the dominantfeaturesof the process.

Let {X Eb) } denotethe countprocessassociatedvith counting
arrivalsusingbins of sizeb. We areinterestedn the behaviorof
{x "} for differentsizesof b.

Rathertthananalyzingelationshipbetweertheprecisevaluesof
differentbins, we simplify the problemby justlooking atwhether
for agivent, Xz(b) =0or be) > 0. Wereferto theformerasan
empty bin andthe latterasan occupied bin. Further for j > ¢, we
call be)J aburst of occupiedbinsif for all &, : < k < j, bink

is occupied.Similarly, be) - isalull if all thecorrespondindpins
areempty Samplepathéof7 X aremadeup of alternatingbursts
andlulls.

Weareinterestedn therelativepredominancef burstsvs. lulls,
aswe changehebin sizeb andthe Paretoshapeparametefs.

Supposebin i is occupiedandbin ¢ — 1 is empty Thenbin z
beginsa burst. Associatedwvith eachbin is a setof Paretointer-
arrival times, beginningwith 7,,, the arrival that first fell into the
bin. Forbin i, weknowthat/,, > b because¢he previousbinis un-
occupied.Considemow thesubsequerinterarrivalsly, +1.. . . Int:
contributingto theburstof consecutiveccupiedins. Clearlyeach
of theseinterarrivalsmustbe < 2b, asotherwisethey will skip a
bin andendthe burst. Furthermoreany interarrivalin the range
b < I < 2b hasthepotentialof skippingabin, dependingnwhere
we arepositionedin the currentbin prior to the arrival. Thus,any
interarrival > 2b definitelywill endtheburst,and! > & possibly
will endtheburst.

Sincetheinterarrivalsareindependentyve havea situationsimi-
lartothatof ageometricandomvariable:for anygiveninterarrival,
it will with probability p; terminatethe burst,andwith probability
1 — p; continuethe burst. Here p; is a function of exactlywhere
we arein thecurrentbin, butis boundedasfollows:

(5) <n<(3)

wherea andj arethe Paretdocationandshapeparametersandb
is thebin width.

We canthenboundthe expectedengthof a burstusingthe ex-
pectedvalueof the geometriccandomvariablesthat correspondo
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Figure 14: Count process for i.i.d. Pareto interarrivals, bin
sizeb =103 (8 = 1,a = 1), 9 different seeds.

thelower andupperboundsin Equation3. Let B betheexpected
numberof binsspannedy aburst. It canbeshownthat:

b/a, if 3=2,b>a,
B = ¢ log(b/a), if $=1,b6> a,and
€12 ifg=41

whereb > « holdsif b — a ~ b.

Thus,for § = 2, aswe “widen” our view by choosingb larger
andlarger, we will observdongerandlongerbursts;for # = 1, the
burstsgrow longerwith increasingbin size,but only very slowly;
andfor g = % the burstshavea constantengthregardles®f the
sizeof thebins(!).

Considemow the length of the lulls separatingoursts. Let L
be the lengthof a lull, and L, be the numberof bins (of size b)
spannedy thelull. Eachlull is dueto a singleinterarrivalthatis
possiblygreaterthan2b anddefinitely greaterthans. Dueto the
Paretodistribution’s invarianceto truncationfrom below (Equa-
tion 2), this meanghatthe distributionof L will be stochastically
boundedetweerP (b, 3) andP(2b, 3), whereP(a, §) denoteshe
Paretadistributionwith parametera andz.

Fromthis observationit follows that:

(@) srmsnsa (3)°

Thus,thedistributionof L, is invariant with respect to . Thatis,
regardlessf thetime scaleoverwhich we view the countprocess,
thelulls betweerburstswill “look” thesame.

We now can summarizethe behaviorof the countprocessfor
varyingvaluesof j:

e For 3 = 2,thenumberof bins spannedy the burstsgrows
linearly with &, while binsspannedy thelulls remainscon-
stant,so aggregatiorfairly quickly smoothesut the main
variationsof the countprocess.
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Figure 15: Count process for i.i.d. Pareto interarrivals, bin
sizeb=10" (3 = 1,a = 1), 9different seeds.

o Forpg = % the burstlengthsare constantacrossall time
scales,as are the lull lengths: the process appears self-
similar over all time scales.

e For g = 1, theburstlengths(in bins)grow only very slowly
(logarithmically). This meansthat over a large time scale,
the predominancef burstsvs. lulls remainsvirtually un-
changed:the process appears self-similar over many time
scales.

Figures 14 and 15 illustrate the “visual self-similarity”
[LTWW94] of this process.Eachfigure plots 1,0000bservations
of thecountprocessorrespondingoi.i.d. Paretdanterpacketimes
for 3 = 1anda = 1. Nine differentrandomseedswere used
in generatingeachfigure. The first figure correspondgo usinga
bin-width of 5 = 10®, while the secondfigureusesh = 10’. To
the eye, the two setsof arrivals exhibit the samegeneralactivity
in termsof alternationsof burstsand lulls and the fairly regular
ceiling of activity, thoughthe occupiedbinsof theb = 10 arrivals
appearto havea highermeanthanthoseof theb = 10° arrivals.
As predictedby the analysisabove the averagenumberof binsin
aburstfor b = 10’ is somewhahigherthanfor b = 10° (afactor
of 2.6), while the averagdull sizeis virtually the same(a factor
of 1.2). Overall, the sustainedrariationevenwhenthe processs
aggregatedby a factorof 10% is striking.

In generaltheprocessassociatewvith 4 = 1is similarto thatof
asingleTELNET connections traffic, which we modelusingi.i.d.
Paretointerpacketimeswith # = 0.95 for the uppertail of the
distribution. Thusthis modelexplainsin partwhy TELNET traffic
appearself-similar

We finish with an explanatiorof why the countprocesseasso-
ciatedwith 3 = 1l andg = % arenot, in fact, self-similar, even
thoughthe balancethey exhibit betweenburstsandlulls suggests
theymightbe. Wehaveshownthatthelull lengthZ is stochastically
boundedetweertwo Paretodistributionswith the sameshapepa-
rameter3. Butfor §# < 1,themeanof a Pareto-distributedandom
variableis infinite. The expectedurstsize,on the otherhand,is



finite. Usingthesefacts,andviewingthecountprocesssburstsand
lulls asan alternatingrenewalprocessit follows that, for g < 1,
oncethe processeachesteady-stategachbin is emptywith prob-
ability 1 (regardlessf thevalueof b). Theautocorrelatioriunction
of the processs thus0 everywhere and hencesummable so the
processs notlong-rangedependentandsocannotbeself-similar).

Eventhoughthe countprocessearenot strictly self-similar an
importantpoint remainsthat, whenviewedovera finite time scale
(i.e.,beforesettlinginto steady-statethe countprocessassociated
with i.i.d. Paretointerarrivals(with # < 1) appearsn manyways
like aself-similarprocess Assuminghatthislikenesgersistavhen
theprocesss multiplexed thisfinding givesanunderstandingsto
whyobserved ELNET traffic appearself-similar Thefactthatthe
countprocesss nottruly long-rangedependentoesnot imply that
TELNET traffic is nottruly self-similar It may bethat TELNET
traffic is truly self-similarbut the simplifying assumptionsn our
amument(i.i.d. arrivals; no multiplexing) fail to faithfully model
thetraffic propertiemecessaryor true self-similarity.

Thisargumentalsoshowshatit is possiblefor aprocessvhichis
notlong-rangedependento appeato besoovermanytime scales.
Thisillustratessomeof thedanger®f arguingfor trueself-similarity
(or, moregenerally long-rangedependencd)asedn (necessarily
finite) measurementalone, without a correspondingnodel from
whichto arguefor self-similarityanalytically

At the sametime, the questionof whethera particular(infinite)
modelbasedn afinite processs long-rangadependenits only one
of the questionswe are exploring. Equally importantis whether
or not long-rangedependentmodelsin generalare useful as par
simoniousapproximationdo particularfinite processesirisingin
networktraffic. Finally, we shouldnot underestimat¢he value of
thefundamentainsightsandshiftsin focusthatcomefrom consid-
eringquestionf self-similarity andlong-rangedependence.

D The M/G/o model for generating
self-similar traffic

Thissectionbriefly discussetheM/G/oc modelfor generatingelf-
similartraffic [CI80, p.136][C84 p.67]. TheM/G/oo queuemodel
considergustomershatarriveataninfinite-serveiqueueaccording
toaPoissorproceswith ratep. In thecountprocesg X }¢=o0,1,2,...
producedby the M/G/oo queuemodel, X, givesthe numberof
customer thesysterrattimet. From[CI80, p.139]for customers
with aservicetime with distributionfunction 7', theautocorrelation
functionr (k) for the countprocesss asfollows:

r(k) = cov{X (1), X(t+k)} = p/oo(l— F(z))d=. (4)

D.1 TheM/G/oo model and the Pareto distri-
bution

Considercustomerswith independenservicetimes (or lifetimes)

drawnfrom the Paretodistributionwith locationparameter and

shapeparamete, for 1 < # < 2. FromEquation4, the autocor
relationfunctionr (k) is asfollows:

r(k) = p/koo (%)ﬁdz.
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=5-1
Following [BSTW94, the process{ X }+=0,1,2,... IS asymptoti-
cally self-similar if

(=R

r(k) ~ k~P L(k) ask — oo, (5)
for 0 < D < 1andL aslowly-varyingfunction? Thus,for « > 0
andl < # < 2,thecountproces®of theM/G/oco modelwith Pareto
lifetimes is asymptoticallyself-similar, and thereforelong-range
dependent.

From [BSTW94, the process{X;}:=o,1,2,.. is exactly self-
similar only if

r(k) = 1/2((k + 1% — 26" + (k — 1)*7)

for 1/2 < H < 1[BSTW94 [C84 p.59]. In this casethe process
{X:} andtheaggregate@rocess{XEm)} havethe sameautocor
relationfunction. Fromthis result,for Paretoservicetimesandan
arbitraryarrival rate p, the countprocessof the M/G/co modelis
not exactlyself-similar

From[CI80, p.138],{X:} hasa Poissonmaginal distribution
with meanpp, where i is the expectedservicetime. For the
M/G/oc modelwith Paretcservicetimes,theexpectedervicetime
is Ba/(B — 1), for 8 > 1. Thus,in this case{ X} hasa Poisson
maminal distributionwith meanpSa/(3 — 1).

E Log-normal distributions

From[WT92], thelog-normaldistributionis calledsub-exponential
becausealongwith the Paretoand Weibull distributions,the tail
function is subexponentia(i.e., decreaseslower thanany expo-
nentialfunction). In thatpapertheParetoJog-normal andWeibull
distributionsareall definedaslong-tailed. In this sectionwe show
thatthelog-normaldistributionis notheavy-tailedaccordingo the
definitiongivenin Equationl.

We usethe estimateof the uppertail function for a standard
normalrandomvariableN as
—y?/2

P[N > y] ~

e
27y

[F50, p.175]. Thusfor X alog-normalrandomvariablewith scale
parametef andshapeparameted,

ot
V2w logz

Thus,for someconstant,

PX >z el wr2

(6)

e—logzac/Z
PX>z]~e —.
logz

SoX is only heavy-tailedf for someconstant; andsomegs > 0,

2
2P ~ c1 logsz €09 = /2,

But we canshowthatfor anyn,

IDgzac/Z

logz e >z"

2For a slowly-varying function L, limy— o L(tz)/L(t) = 1 for al
z > 0. Constants and logarithms are examples of slowly-varying functions.



for & sufficiently large. (This follows becausdogz > n, there-
fore log?z > nlogz, andthereforee'®@® > z™.) Sothelog-
normaldistributionis not heavy-tailed. Note that the log-normal
distributionis not heavy-tailecevenif we expandour definition of
heavy-tailedo includeslowly-varyingfunctions,asin Equation5.

E.1 The M/G/oc model and the log-normal
distribution
We considerthe M/G/co model for servicetimes with distribu-

tion function F'. It is alreadyknown (Appendix D) thatif F'is a
Paretadistribution,thenthe countprocesgrom the M/G/cc model

is asymptoticallyself-similar andthereforelong-rangedependent.

In this sectionwe showthatif thelifetimeshavea log-normaldis-
tribution, then the count processfrom the M/G/oco modelis not
long-rangedependent.

FromEquation4 and6, we have:

< 1 _ioge)2
r(k) ~ p/k log mwe dz

~ P /OO ! dz
(2m)22 J, logz z(lo9e)/2
Thecountprocesgrom the M/G/oo modelwith log-normallife-
timesis long-rangedependenonly if >~ . r(k) is infinite. For
large K,

IBUOEDD (27\')1/2/ logz zeae12
k=K k=K k
~ o L3 g
(2m)1/2 log z x(lgz)/2

k=K z=k

p = (zr—K+1)
(27r)1/2 Z |oggj gllogz)/2°
=K

Becaus& -, 1/z” is finite and

(zr—K+1) z 1
logz z(lo9z)/2 = glloge)/2 = 42

for x sufficiently large, then Z;(:O:K r(k) is finite, and the count
proces®f theM/G/oo modelwith log-normallifetimesis notlong-
rangedependent.

Thisanalysisshowshat,in the limit, thebehaviorof theM/G/oo
gueuecompletelychangesf the servicetimesarelog-normaland
notPareto.An importantopenquestionhoweveris overwhatsort
of finite time scalesarethesedifferencesactuallysignificant?
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