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Abstract

Mobile wireless sensor networks have recently attracted considerable attention. In particular,
there is a significant interest in applying mobile sensor networks to wildlife and environmental
monitoring, medical, and human-centric applications. Energy is a critical factor for most real
deployments of sensor networks: many mobile applications, such as environmental monitoring
ones, require months of unattended operation of large number of small battery-operated nodes.
Due to slow advancements in battery and energy harvesting technologies, energy efficiency will
remain an important issue for a long time.

The general approach to energy saving in wireless sensor networks is to coordinate the
wake-up time of nodes to maximize their sleep time while achieving application goals such
as low latency or high throughput. A number of duty-cycling solutions have been proposed
for static sensor networks. These solutions often assume a fixed topology and use scheduling
techniques to coordinate the wakeup of nodes depending on traffic flows. However, in some
applications, a fixed network topology cannot be assumed as some sensors are mobile: duty
cycling in mobile networks is challenging because nodes need to continuously scan for neigh-
bours, which is an energy intensive process.

This thesis investigates the issues related to duty cycling of mobile wireless networks.
We argue that duty cycling in mobile networks has to be adaptive to both mobility and traffic
patterns. The thesis presents a two-level approach which exploits temporal connectivity patterns
and offers practical techniques for duty cycling in sparse and dense scenarios.

At macro level, the uncertainty of node discovery is a primary reason of power consump-
tion, which causes the mobile nodes to periodically scan or listen for neighbours, draining
battery. At this level, the approach is based on adapting the node discovery procedure to tempo-
ral activity patterns inherent to human-centric and animal-centric applications. At micro-level,
the uncertainty of packet arrival is a major source of power consumption, and the approach
mitigates this by using short-term synchronization, which constrains the packet arrival time to
predefined time slots.

The evaluation of the approach is performed through both simulation & implementation



and deployment on a real sensor testbed. In particular, the performance of the macro level pro-
tocol is evaluated through simulation with real human and animal mobility traces and through
deployment in Wytham Woods (Oxford) for badger tracking. The performance of micro-level

protocol is evaluated through measurements on a small scale testbed.
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Chapter 1

Introduction

Mobile wireless sensor networks (WSN) have received considerable attention in recent years.
These networks are starting to be used for wildlife tracking [Juang et al., 2002], livestock mon-
itoring [Sikka et al., {2006, Nadimi et al., [2008]], medical [Shnayder et al.,[2005]], human centric
and pervasive applications [Eagle and Pentland, 2006].

Energy is a critical factor in most real deployments of sensor network applications. Many
mobile applications, such as environmental monitoring ones, require months of unattended op-
eration of large number of small battery-operated nodes. Due to slow advancements in battery
technology, energy efficiency will remain an important issue. Since the introduction of lead-acid
cells in 1950s the energy density of these types of batteries have only doubled, with expected
rise of only 10-20% in the near future [Kiehnel |2003]. Energy-harvesting solutions are at-
tractive, with photovoltaic, vibrational and thermoelectric techniques being the most promising
sources of energy [[Coumpis and Aliwell, 2008]. The relatively low efficiency of those devices
means energy efficiency will still remain an important factor for a long time.

Since radio communication is a major source of power consumption in wireless sensor net-
work applications [TexasInstruments, [2008]], power management often reduces to duty cycling
the radio, a process where the radio module is turned on and off while making sure the network
achieves its aims. Many duty cycling approaches exist for fixed wireless sensor networks, for in-
stance [[Chen et al.,2001] [Polastre et al., 2004, |Ye et al., 2004, [Hohlt et al., 2004, Lu et al., 2004,
Rhee et al., 2005| [Keshavarzian et al., 2006]]. The majority of these focus on energy efficient
channel access and arbitration with the general goal of obtaining an optimal trade-off between
latency and power consumption. The approaches can be grouped into synchronous and asyn-
chronous categories. Synchronous approaches [Lu et al, 2004} Rhee et al.,[2005| [Keshavarzian
et al., | 2006] assume global time synchronization either with precise clocks or by periodically
resynchronizing through network time synchronization protocols [Elson et al.l [2002]]. Asyn-

chronous approaches [Polastre et al.,|2004, |[EI-Hoiydi and Decotignie, [2004] do not assume the



presence of precise clocks, and the nodes duty cycle asynchronously and independently from
each other.

However, current approaches are not applicable to mobile wireless sensor networks, which
are characterized by intermittent connectivity of the nodes. In addition, in sparse mobile net-
works, the nodes can be isolated but whenever a new node comes into communication range it
has to be detected in timely manner in order to initiate communication. Thus, mobile applica-
tions cannot be simply built on top of a power efficient MAC layer designed for fixed networks.
These MAC protocols usually perform a neighbour discovery only once during configuration
phase, and then schedule the nodes to be active during certain timeslots and sleep at any other
time. This leads to network partitioning and failure to timely detect new neighbouring nodes
[Drula et al.,|2007], and consequent inability of a networking protocol to deliver messages.

The crux of the problem is that the nodes have to be discovering neighbours while spending
the minimum amount of time in active mode, in mobile networks this is excercebated by the
dynamics of the nodes. Wireless routing protocols such as DSR [Johnson and Maltz, [1996]],
AODV [Perkins and Royer, [1997]], OSPF [Moyl |1998]] [Vahdat and Becker, 2000] [Lindgren
et al.,|2003]] rely on periodically sending broadcast packets to advertise the node’s presence and
discover other nodes. This assumes all the nodes have to be listening most of the time to be able
to timely discover other nodes or be discovered by other nodes. This is problematic for modern
radios where the cost of idle listening is approximately comparable to the cost of transmitting
or receiving [TexasInstruments} 2008]]. In the worst case, a node would have to be awake all the
time, waiting for a contact with other nodes, which would limit the useful lifetime of a typical
node to just 30 day

There have been a number of recent attempts to apply duty cycling to mobile wireless net-
works such as [McGlynn and Borbash, 2001]], [Zheng et al., 2003], [Jiang et al., 2005[, [Jun
et al., 2006], [Borbash et al., 2007], [Dutta et al., 2008|]. Most of these approaches focus on
node discovery functionality, but do not deal with channel access and duty cycling in connected
states. Some of these protocols have been evaluated in a simulator with a number of assump-
tions about the hardware. The approaches are based on generating a certain sequence of states
between listening, transmitting and idle states, which are designed to maximize the probability
of overlapping between the active states of asynchronously duty cycled nodes. [McGlynn and
Borbash| 2001]] looks at energy efficient node discovery after sensor nodes are deployed in the
field. [Zheng et al.,[2003]], [Jiang et al.,2005]] and more recently [Borbash et al.,2007]] inves-

tigate an efficient way for mobile nodes to discover neighbours using birthday protocols. [Dutta

'TMote Sky 30mA @3V, with lithium D size battery, 19Ah, operating at room temperature.
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et al., [2008] presents an asynchronous protocol for node discovery based on prime numbers.

Surprisingly, there is little research on whether it is possible to exploit patterns in network
activity and use these patterns for duty cycling, specifically for energy-efficient node discov-
ery and communication. Recent research has shown that the mobility of humans [Eagle and
Pentland, 2009] and animals [Ebert et al., [1983]] is non-random and exhibits patterns, which
have successfully been exploited for routing, location tracking and context-aware applications.
The spatial patterns have been addressed in the context of probabilistic routing [Lindgren et al.,
2003[[[Musolesi et al., [2005]][Chakrabarti, 2003]], location tracking and context aware systems
[Matsuo et al., 2007]. Probabilistic routing protocols [Lindgren et al., 2003] [Musolesi et al.,
2005 [Spyropoulos et al., 2005 exploit the fact that different pairs of nodes have different
encounter probabilities. This information is used to make intelligent decisions on message
forwarding and message replication. Location tracking algorithms and context aware sys-
tems [Matsuo et al.,[2007]] extract patterns from user mobility to infer high-level user behaviour.
These patterns, however, have not been studied in the context of duty cycling.

To summarize, this thesis focuses on the problem of duty cycling in mobile wireless sensor
networks. The nodes in these networks are faced with contradictory goals. There is a need to
timely discover the neighbours and, at the same time, to maximize the sleep time of all nodes.
We explore the potential of exploiting encounter patterns in wireless sensor networks and using
those patterns for better power management. We investigate the techniques for both energy
efficient node discovery using patterns, as well as, MAC layer techniques for communication

and channel access.

1.1 Assumptions

In this thesis we make the following assumptions:

* The detection of neighbours only happens through normal short-range radio. Node de-
tection is not a problem if nodes are equipped with specialized sensors. However, these
devices increase the cost and the size of the equipment and are not always available or de-
ployable (e.g., in our wildlife monitoring application, which needs cheap and very small

sensor nodes).

* Need for very low energy consumption. This is very important for applications where
battery replacement and energy scavenging cannot be used or can only be used sparingly.
The amount of energy the nodes can carry or generate is limited by the size of the tag,
which in our scenario has to be small to minimize the strain on the animal. Replacing the

batteries is not desirable, as recapturing is a very labour intensive and intrusive process.
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Net surface solar radiation Annual mean

Figure 1.1: A diagram of net surface solar radiation, annual mean.

Energy scavenging techniques are very attractive long-term solutions for powering mo-
bile devices. The efficiency of such technology is still low (Table [I.I)) and the total
amount of energy is limited by the small footprint, size and cost of the device
and Conrad, 2008].

The use of solar panels, one of the most promising sources of energy, is possible but
currently limited by low efficiency of panels and daily activity of animals. For example,

it cannot be used on nocturnal animalsEl

* Time synchronization. The low cost nodes have a clock drift, which depends on tem-
perature, voltage and varies from node to node. Precise time synchronization is possible
with high precision local clocks, GPS or AM/FM radio time synchronization, but would
increase the cost of the tag, which is an important factor for larger deployments. The use

of time synchronization protocols [Maroti et al.,2004] is of course possible, but is limited

to connected areas of the network only.

We assume the presence of local clocks with a limited precision. The clock precision is
limited by the cost of a crystal and is about 50 ppm (part per million) for typical low cost

sensor nodes.

* Mobility. The tags will be attached to animals and some of the tags might be additionally
deployed statically in the habitat. The study considers social animals, and we assume that
the tags will frequently come into contact with each other. However, since the animals

can have large habitat area, the network is likely to be intermittently connected. The

2Grey seals can come to the shore at night times only, whereas a short surfacing interval is not enough to provide

enough energy. Badgers lead a nocturnal life sleeping during the day.
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Energy source Efficiency Notes
Battery 1.12kJ/em®  (Alkaline), 0.82kJ/cm®  ImW application operating over 2 years
(Lithium-ion) would require 54cm?® of alkaline battery.
Photovoltaic 10mW/cm?, @12% efficiency in direct Varies significantly with time of day, climate
sunlight. and location. For example, the annual aver-
age solar radiation in the UK is 15mW/cm?
(Figure [T.I), which takes into account day-
light duration, seasons and weather condi-
tions. Cannot be used for nocturnal animals
such as badgers.
Thermoeletric 1.5-40pW at temperature gradient from Delivering power from generator to the de-
human body to ambient environment, ra-  vice involves wires.
dioactive thermoeletric cells - 370uW
Electromagnetic Depends on range Typical operating range is 1-2m for induc-
tive coupling, and <10m for backscattering.
Vibration 0.05-9mW The drawback is large size and weight, 25-

300g for given power levels.

Table 1.1: Energy harvesting characteristics.

protocol should therefore provide mechanisms for energy-efficient neighbour discovery

as well as energy-efficient communication in sparse and dense scenarios.

* Support for modern packet-based radios such as CC2420 [TexasInstruments, 2008]. The
cost of operating these modern radios is the same in transmitting, receiving or idle listen-
ing states. Thus the network energy efficiency is determined not only by the amount of
traffic but by the amount of time the radio is switched on. We assume that the same radio

is used for communication and proximity detection.

* Support for interactive (quering) and replication (buffer synchronization) traffic, where
nodes have to frequently synchronize the contents of their buffers, and run interactive
query sessions. For example, a node might need to periodically send queries or report

changes of its buffer to its neighbour.

* Mobility is not a source of energy consumptions: this is true for applications involving
animals and humans. We further assume that wireless sensor operations do not have any

impact of animal behaviour, i.e. node mobility.

Throughout the thesis, the terms mobile node and tag are used interchangeably. We will

also use the terms duty cycling and scheduling interchangeably in this thesis.
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1.2 Research Problem and Thesis Contributions

In this thesis we investigate an integrated approach for energy efficient node discovery in mobile
wireless sensor networks. We look at the problem in a holistic way and provide an integrated
two-level approach to save power in mobile sensor networks. These two levels have access
to different type of information and can make decisions at different levels of granularity. The
micro-level deals with packet transmissions, advertising beacons at a certain rate and actual dis-
covery of neighbouring nodes. At this level we try to minimize idle listening time, overhearing
and transmission costs. While the macro-level may ’learn’ or ’know’ when the contacts are not
expected and completely switch off the nodes during that period. We evaluate both approaches
using a combination of implementation on Tmote Sky sensor nodes, simulations, measurements

on a testbed and a real deployment.

1.2.1 Micro-level Scheduling

At a micro-level, we present MACron, a lightweight duty cycling protocol, which combines the
features from both asynchronous and synchronous MAC protocols.

The protocol builds upon a low power listening technique [Polastre et al., 2004, |[E1-Hoiydi
and Decotigniel [2004] for wake-up scheduling in mobile wireless sensor networks. In low
power listening, the nodes periodically sample the radio for energy and go back to sleep if
there is no activity. When a node needs to send a packet, it prepends this packet with a long
extended preamble to wake up nearby nodes. As low power listening puts a large overhead on
the sender for transmitting each packet, the protocols that are using it [Polastre et al., {2004, [El-
Hoiydi and Decotignie, [2004]] can be efficient for low throughput situations but suffer in dense
or high-throughput scenarios.

The protocol allows to achieve ultra low duty cycling level of 0.3% while providing low la-
tency in sparse and dense scenarios. It learns the relative clock drifts between any pairs of nodes
and uses this information to minimize the transmission costs of the nodes. The protocol has a
novel schedule exchange extension, which further reduces the power consumption in dense sce-
narios. The schedule exchange extension helps multiple nodes in the network to coodinate their
schedules without using expensive broadcast transmissions. Finally, the protocol introduces a
novel clock quality metric, which minimizes the clock aberration while transferring timestamp

information through nodes with drifting clocks.

1.2.2 Macro-level Scheduling

At a macro level, we propose an energy efficient node discovery protocol, which detects and

exploits temporal regularities in node arrivals.
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Existing research results from other disciplines, such as biology or sociology has shown
that the mobility of individual animals is not random and exhibits some seasonal, daily and other
patterns. The physiological processes of living beings, including plants, animals and bacteria
follow a 24-hour cycle, called a circadian rhythm. These temporal cycles depend on social
structure, availability of food, migration and other factors and have been extensively studied in
chronobiology [Ebert et al., 1983]].

We designed a learning algorithm and apply it to partially mobile [Dyo and Mascolo,
2007]] and fully mobile wireless sensor networks [Dyo and Mascolo, 2008]. In a partially mo-
bile sensor networks, a sink (or infostation) located in a strategic position needs to detect and
communicate with mobile sensors. The algorithm we developed aims at maximizing the num-
ber of mobile node detections given sink’s daily energy budget. The algorithm uses a simple
reinforcement learning technique [Kaelbling et al., [1996] to learn the mobile node arrival pat-
terns and uses this knowledge to drive the sink’s duty cycle. In fully mobile wireless networks,
the mobile nodes can use the algorithm to increase the number of encounters between each

other, given a fixed energy budget.

1.2.3 Evaluation

To demonstrate the benefit of our approach we have implemented both protocols in
TinyOS [Levis, 2006] for Tmote Sky sensor nodes [Motel V| 2006[]. We evaluate the MACron
protocol by measuring the power consumption on a small-scale testbed. We show the perfor-
mance gains achieved by skew correction and schedule exchange features of our protocol for
different network densities under various traffic loads.

To evaluate the effect of the macro-level duty cycling we used five indepedent real human
and animal mobility traces. We used human mobility traces from MIT Reality Mining [Ea-
gle and Pentland, |2006] and Intel Haggle [Scott et al., 2006] project, collected by attaching
Bluetooth devices to a number of volunteers over a long period of time. In the evaluation,
the algorithm was also tested against synthetic traces with variable parameters, and on ani-
mal traces, collected by attaching small GPS tags to brushtail possums for over a year [Dennis
et al.l 2008]]. Assuming those traces represent a ground-truth data about node movements, we
use those traces to drive the node movements in a network simulator. A lightweight and efficient
learning mechanism should be able to detect temporal pattern in node arrivals, for example, a
nocturnal pattern and put nodes to sleep more often during the daytime, when there is little
activity. This should result in reduction of energy consumption while detecting the same num-
ber of encounters or delivering the same number of messages in the network. We identify the

conditions when our approach is beneficial as well as its limitations.
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Finally, the macro-level approach has been evaluated through a real deployment to track
the population of badgers in Wytham Woods, Oxford, UK as part of the WildSensing project
[Dyo et al., [2009]. The approach has been used to extend the system lifetime by adaptively
controlling the duty cycling of energy consuming RFID readers. To evaluate the efficiency of
our approach, the system running an adaptive algorithm was deployed in parallel with always-
on readers and shown to detect higher number of encounters per unit of energy than random

duty cycling.

1.3 Thesis Outline

The thesis contains 8 chapters. Chapter 2 contains a motivating scenario and background infor-
mation. Chapters 3 and 4 present the micro and macro level scheduling protocols. Each of these
chapters is followed by a relevant work section. Chapters 5, 6 and 7 present an evaluation and
discussion of the results. Chapter 8 concludes the thesis and describes potential future work.

The chapters are organized as follows:

 In Chapter 3 we present the design of MACron protocol with mobility support. We first
motivate the need for energy-efficient neighbour discovery, neighbour management and
communication. We then propose a protocol that uses novel skew estimation and schedule

exchange, novel techniques to improve power efficiency of mobile applications.

* In Chapter 4 we present the macro-level scheduling protocol, which controls the param-
eters of the MAC protocol described in Chapter 3. We first present a scenario for single
hop networks, where a static sink needs to detect and communicate with mobile sensors.
The protocol, we designed for this scenario, uses basic techniques from machine learn-
ing to detect encounter patterns and use them schedule sink’s energy budget. We then
extend an approach for fully mobile multi-hop networks, where each node in the network

is adapting its duty cycle depending on local information about encounters.

* In Chapter 5 we present an evaluation of the micro-level protocol. We describe the proto-
col implementation on Tmote Sky sensor nodes and present experiment results conducted
on a small scale testbed. The performance is evaluated by measuring the network power
consumption for different node densities, traffic rates and duty cycles. We discuss the

results and compare it with other approaches.

* In Chapter 6 we present an evaluation of the macro-level protocol. We evaluate the proto-

col on both synthetic and existing human mobility traces in Tossim simulator. We discuss
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the choice of parameters and trade-offs between power efficiency and performance met-

rics such as delivery ratio or number of detected encounters.

* In Chapter 7 we present an implementation, hardware platform and deployment results
of macro-level approach for active RFID badger tracking application in Wytham Woods,
Oxford, UK.

* In Chapter 8 we conclude the thesis and outline possible future work.
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Chapter 2

Background and Motivation

2.1 Motivation

In this section we describe a scenario, which provides a practical motivation for the methods
developed in this research. In the scenario the mobile wireless sensors are attached to animals
(Figure [2.1) to collect information about individual mammals such as temperature or encoun-
ters between the animals over a long period of time. This information will help conservation

biologists to understand the feeding habits, the social and behavioural patterns of species.

Potential target species are badgers (meles meles), a controversial animal in the UK, which
is believed to be responsible for the spread of tuberculosis among cattle [Donnelly et al.,[2006],
making it very important species to be studied in terms of ecology and behaviour. Grey seal
(Halichoerus grypus), the most populous mammal in the UK territory, is another potential
species, presenting a significant interest to conservation biologists [Thompson et al., [1991]].
Both species have been studied before using conventional telemetry solutions, which are ei-
ther intrusive and labour intensive (VHF beacons) or very expensive (GPS loggers) [Mech and

Barber], 2002]]. We briefly describe these methods below.

The conventional radio telemetry systems have been successfully used for analysis of
movement, desease transmission, breeding behaviour and many other biological applications.
The early systems consisted of a VHF transmitter periodically emitting a radio beacon on a
unique frequency. Tracking a single animal was done by several researchers each carrying a
mobile VHF receiver tuned to the tag’s frequency and manually triangulating the animal posi-
tion by VHF beacon signal strength, an intrusive and extremely labour intensive method. More
advanced GPS collars with Satellite/GSM transmitters allow fully automated tracking but are
still very expensive, which limits the scale of current deployment to just a few animals [Mech
and Barber, [2002] and have some further limitations, such as cannot operate under deep foliage

and high power-consumption.



(a) GPS tag on a grey seal. (b) Active RFID tag on badger.

Figure 2.1: A picture of a GPS/satellite tagged seal and an RFID tagged badger. Photo courtesy
of Sea Mammal Research Unit at St. Andrews and Department of Zoology, University of
Oxford.

The scenario in this thesis considers a novel method, where each animal is tagged with
a low-cost wireless sensor. Compared to VHF transmitters, the wireless sensors would enable
unintrusive monitoring and tracking of individual animals. Compared to satellite-based solu-
tions, the low-cost wireless sensors would enable to conduct experiments on a much larger
scale. This would allow to study complex interactions between the species and identify the

behavioural patterns.
The intended operation of the method is as follows (Fig. [2.2). Each individual sensor is
periodically logging some information, such as temperature or contact and stores it in a local

storage. As the animal population can span geographically large areas, the wireless nodes form

a sparse mobile network and rely on opportunistic routing protocols [Vahdat and Becker, [2000]]

to deliver data to the base station. Whenever two animals (same specie) get in communication
range, the wireless nodes transmit the contents of their buffers to each other, the messages
eventually percolate through this pair-wise exchange to one of sink nodes, which sends it to a

base station through long-range communication links (such as GSM).

The opportunistic routing protocols have been studied extensively in recent years in terms

of delivery ratio, message overhead, buffer sizes, and the node mobility [[Vahdat and Becker,

2000]]. The opportunistic protocols have been shown to achieve high delivery rates with limited
buffer sizes, and the main thrust of research has been on reducing the message overhead while

maintaining high delivery rates [Lindgren et al., [2003]], resulting in a family of protocols using

a single or a few message replicas to achieve a high message delivery rate [Small and Haas|
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Figure 2.2: Scenario.

2003] [Musolesi et al., 2005] [Spyropoulos et al.| [2005]].

2.2 Background

The central problem in the described scenario is an ability of wireless sensor nodes to timely
discover each other in an energy-efficient way. Timely discovery is essential for maintaining
network connectivity and efficient data collection from the wireless tags attached to animals.
In this section we describe existing approaches to node detection problem starting from a
neighbour discovery problem formulation, device discovery in modern protocols and hardware-
oriented detection techniques, such as wake-up circuits, accelerometers and passive infra-red

Sensors.

2.2.1 Neighbour Discovery Problem

A neighbour discovery is related to rendezvous problem originally formulated by
[1995].. In this problem two people need to find each other in a large maze with n rooms with-
out agreeing on a meeting place beforehand. At each timestep, each person can either stay in
a current room, or move to any other room. The goal is finding an optimal room sequence
to minimize the search time. The rendezvous problem is widespread in nature, for example,
when non-social animals need to meet during a mating season. It also has applications in
the areas of operating systems, synchronizations, robotics [Roy and Dudek}, 2001] and mobile
agents [Kranakis et all 2006]. The basic solution to this problem is a randomized strategy,

when an agent either stays in a current room with a certain probability or moves to a random

room. An optimal strategy has been found for n <= 3 2009]). For very large values of
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n, the expected time to meet with a randomized strategy is 0.8289n steps, although the optimal

solution is still unknown.

The node discovery problem can be mapped to rendezvous problem: the unsynchronized
duty cycling nodes wake up at different time slots and need to find an optimal sequence of active
timeslots to reach a rendezvous point when both nodes are awake. Depending on the design of
this sequence, there are several approaches. [Zheng et al., 2003]] [Zheng et al., |2006] propose
a distributed asynchronous wake-up protocol for mobile networks using block design problem
from combinatorics. The nodes in the protocol follow a pre-calculated on/off sequence, which
leads to faster discovery times. The algorithm is deterministic and there is a probability that a
set of nodes will systematically interfere with each other. [Jiang et al., 2005]] calculate a wake-
up sequence using quorum-based algorithms. The protocol is based on the specially designed
non-random wake-up sequence, so that any phase shift of this sequence will still overlap with
each other resulting in nodes discovering each other. As a result, duty cycled nodes are able to
detect each other’s presence with a low latency. [Borbash et al., [2007] calculate the optimal
sequence by using birthday protocols. The protocol is designed to work during the deployment
stages, when the nodes need to discover each other. [Dutta and Culler, [2008]] recently proposed
an asynchronous duty cycling protocol for mobile node discovery using prime number theory.
In the protocol, each node has two prime numbers and a counter. Whenever counter is equal to

one of the numbers, it turns on the radio and listens for packets from potential neighbours.

The approaches described above can provide node discovery in fewer than n steps, how-
ever, as the nodes have to wake up at a certain sequence, which can be calculated online or
preprogrammed, the approach results in a higher complexity. The other potential problem is
that the randomized sequence can interfere or complicate the ability of nodes to synchronize

their time slots to reduce the communication costs or latency.

The other group of approaches use simpler discovery mechanism, where the node peri-
odically wakes up for an entire duration of n slots to either continuously listen for beacons
or continuously transmitting (low power listening). [Ye et al., 2004] uses periodic scans dur-
ing which a node stays awake for extended periods of time and listens for beacons from other
nodes. The scan frequency is inversely proportional to node density, so the node would scan
more frequently when it is isolated and less frequently if it is surrounded by many neighbours.
The assumption is that the network normally operates in connected mode, with each node hav-
ing constant connectivity to a known number of neighbours, which is not the case for mobile
networks. [Lin, [2005] proposes transmitter initiated (TICER) and receiver initiated (RICER)

asynchronous duty cycled schemes for wireless sensor networks. In both schemes, the nodes
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are duty cycling asynchronously from each other. In transmitter initiated scheme, a transmitter
uses a packet train to wake up a receiver node. In the receiver initiated scheme, the nodes peri-
odically transmit short beacons, and enter into relatively long idle listening state, when they are
ready to receive data. In this listening state, the node responds to any short beacons from other
nodes it hears and initiates a data transmission. The proposed methods were designed for static
networks and do not consider mobility.

At a higher abstraction layer, there are clustering approaches targeting spatial redundancy
in dense scenarios. The problem of distributed power control has been considered in the SPAN
protocol [[Chen et al., 2001]. SPAN uses a distributed master eligibility rule where each node
determines whether it should become a master. The rule is that if two of the node’s neighbours
cannot reach each other either directly or via one or two masters, it should become a master.
The master nodes are periodically shuffled to avoid burning out master nodes. The protocol is
robust and provides significant energy savings. [Xu et al.,[2001]] uses geographical information
to split the network into a virtual grid and the node with the highest residual energy becomes
a cluster head. The rest of the nodes in the grid can go to sleep. Each node can be in either
sleeping, discovering or active states. A node starts in discovery state and becomes a master if it
has not heard from any other node. The master node is active for a certain time and then changes
its state to discovery giving other nodes opportunity to become masters. In PEN [Girling et al.,
2000] the nodes use asynchronous duty cycle. Each node periodically wakes up, transmits a

beacon, listens for replies and goes back to sleep.

2.2.2 Device Discovery in Current Wireless Standards
2.2.2.1 Bluetooth

Bluetooth is a wireless communication developed for data communication with mobile devices
over short distances. A number of Bluetooth nodes form a Personal Area Network (PAN) or
a PicoNet. Bluetooth nodes use special discovery procedure for discovering each other. For
discovery purposes, a device (master) periodically enters an inquiry state, where it sends a
beacon and listens for response. The other device (slave) periodically enters an inqguiry scan
state, where it listens for and responds to beacons.

Bluetooth nodes use frequency hopping over 79 frequencies. The hopping sequence is
pseudo-random, so the devices cannot communicate unless they discover each other. The de-
vices use 32 frequencies out of 79 for discovery purposes. In the inquiry state, the master device
hops through a specially generated sequence of 32 frequencies sending beacons and listening
for response in the following way. At each timeslot the master node sends 2 beacons at 2 differ-

ent frequencies. At odd timeslots, the master node listens for response. The beacon contains a
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device address and local clock information, so that listening acquire the system time and follow
the hopping sequence. The slave device periodically listen for beacons for short period of time
and responds to a beacon. The default duration of inquiry procedure is 10.24s and 5.12s for
Bluetooth v1.1 and v1.2 respectively.

The problem of neighbour discovery in Bluetooth networks has been addressed by [Kui-
jpers et al., [2002]. The authors observe that network layer relies on broadcast capability of a
link layer. Bluetooth does not have broadcast capability and emulates broadcast by multiple
unicast frames. The authors propose to replace emulated broadcasting with some mechanisms

from Bluetooth profiles.

2.2.2.2 1EEE 802.15.4

802.15.4 is an emerging wireless standard for low power low data rate WLANs. The stan-
dard supports star and peer to peer topologies, and specifies beacon and non-beacon operation
modes. In beacon mode, the coordinators periodically transmit beacons. A beacon is followed
by Contention Access Period (CAP) and then by Contention Free Period (CFP). The nodes use
CAP for signalling purposes to reserve timeslots within the Contention Free Period, which is
used for actual data transmission.

Zigbee specifies a device discovery application primitive, which queries devices in the
active channel. In 802.15.4 compatible networks, the scanning is done using extended pream-
ble. Because the maximum preamble length is limited by the 802.15.4 to 32 bits, the extended
preamble is emulated by transmitting short packets back to back as frequently as possible. The
nodes periodically perform carrier sampling and sleep at other times. The extended preamble is
not limited in length, and its optimal duration depends on the beaconing frequency. The higher
beacon frequency ensures timely node discovery, but generates large amounts of traffic. For

example, transmitting 1s preamble every minute is equivalent to sending of 45Mb of traffic per

day[T}
2.2.2.3 1IEEE 802.11

IEEE 802.11 is a standard for Wireless Local Area Network communications. The standard
uses CSMA/CA protocol and two mode of operations: Distributed Coordinated Function (DCF)
for infrastructure and Point Coordination Function (PCF) for ad hoc mode. The infrastructure
(DCF) mode specifies a power save mode, where radio is active only a fraction of time. In
this mode an Access Point (AP) buffers the incoming packets for its registered client stations,

and periodically broadcasts beacons, called Ad Hoc Traffic Indication Message (ATIM), which

'Raw traffic based on 802.11 250kpbs data rate.
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indicates whether an AP has any buffered packets for each station. The clients periodically
wake up to receive a beacon message, and request data transfer, if needed.

This mechanism requires the clients to be synchronized with the access point and a static
non-changing topology. The frequency of beaconing, the node discovery is not addressed by
this protocol. Some mechanisms for duty cycling in 802.11 networks have been proposed [Jiang

et al., |2005[ but evaluated in simulations only.
2.2.2.4 Passive and Active RFID
The RFID technology is specified by ISO/IEC 18000 set of standards [International Organi-

zation for Standardization, 2008|] containing the architecture, addressing, communication and
power requirements for tags and readers. Depending on the presence of battery on the tag, there
are three types of RFID devices: passive, active and semi-active.

Passive RFID require no power source and can operate without batteries. The tags are
discovered and activated by a powerful radio impulse from the reader. The passive devices
are based either on induction coupling or backscattering principle [Roussos, |[2008]. Inductively
coupled tags have to be located within the electromagnetic near field, where the electromagnetic
field is being generated. The tags respond to the reader by modulating the current flowing
through the circuit, which is detected by the reader. The backscattering devices operate in the
far field, where mutual effect of antennas is minimal, the devices collect energy from the reader
and use it to power CPU and transmitter. To discover neighbours, the reader has to continuously
transmit radio impulses. The radiating power of a reader is subject to regulatory limitations and
is typically IWEL which limits the operating range of the tags to several meters.

Active RFID operate on a battery and have longer operating range compared to passive
tags. Due to the battery or other energy source, these tags have larger size, higher cost and
limited lifetime. The communication costs in active RFID technology is shifted towards the
readers, which are powered on all the time, and the tags only wake up to transmit the beacon.
The tags can operate for relatively long periods of time, typically more than a year on a single
battery.

Semi-active RFID tags (also called semi-active) are battery assisted and combine the ad-
vantages of passive and active RFID technologies, by using passive RFID circuit to detect the

transmission and active, battery powered circuit to transmit the response to the reader.
2.2.2.5 Ultra-low Power Wake-up Circuits

There are some approaches [Gu and Stankovic, [2005], [Pletcher, 2008[], which use a separate

very low power radio receiver to monitor the channel while the node is asleep. The separate

In the US and Europe.
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radio is called a wake-up circuit and generates an interrupt when it detects energy in the channel.
The node then uses a main radio for communication. A recently developed PicoRadio prototype
[Pletcher, 2008]] uses a novel “uncertain-IF” architecture providing -72dBm sensitivity at 2Ghz
and consumes 52 pA. The approach developed by [Gu and Stankovic, 2005]] uses a separate
wake-up circuit, which can be remotely powered by a transmitter by transmitting at a certain
frequency. This operation relies on a relatively powerful transmitter to send an wakeup impulse
to all nodes.

The advantage of wake-up circuits is that they have a potential to provide both low latency
and very low power consumption. As the wake-up circuit monitors the channel continuously,
the node can be woken up almost immediately, as opposed to duty cycling approaches [Rabaey
et al., [2000].

A potential limitation is a different communication range for the main and wake-up radios.
The detection range provided by such wake-up circuit is much smaller than the communication
range of the main radio. The operating range of the wake-up circuit designed by [Gu and
Stankovic, 2005] is 7m, which is much smaller than normal operating range of 802.15.4 radios
used for communication. To minimize the power consumption the wake-up circuits have to
use simple modulation schemes, such as on-off key modulation, which are inherently more
susceptible to noise than DSSS used in 802.15.4 radios. This would translate to more powerful
transmitters or shorter communication ranges for the same bit rate compared with direct spread
spectrum radios. Finally, ultra-low power wake-up circuits are not yet widely available, and
would increase the cost of the nodes, an important factor for large deployments.

The new generation of byte-level radios, such as CC11xx and CC25xx from Texas Instru-
ments [Instruments}, 2008|] have a very low power consumption in active and standby modes.
These radios have a mechanism called Wake-on-Radio functionality (WoR), which is a firmware
implementation of low power listening functionality. This means that periodic clear channel
assessment (CCA) checks are performed by the radio chip without involvement of a microcon-
troller. Although more efficient than software implementation, WoR inherits all the limitations
of low power listening based protocols, such as the high wake-up and transmission costs and

high overhead in dense environments.

2.2.3 Adaptive Scanning

Adaptive Scanning for Node Discovery. The need for adaptive scanning has been recognized
in recent works on practical deployment of mobile wireless system [Su et al., 2006]] and mobile
node device discovery [Drula et al.,2007]]. [Su et al., 2006| proposes a variable inquiry rate

to collect Bluetooth mobility traces. To save power the nodes were configured to sample the
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neighbourhood more frequently when no nodes are detected and then reduce the sampling rate
if there are nodes around. Although an approach was used to actually collect traces, there was
no evaluation quantifying the impact of this technique on the number of detected encounters.
[Drula et al.,[2007]] recently proposed an approach for adaptive scanning in Bluetooth networks.
The authors propose two algorithms for dynamically adjusting the Bluetooth parameters based
on past activity in ad-hoc network. The algorithm was evaluated using simulations and showed
to reduce energy consumption by up to 50% compared to static power-conserving scheme. The
authors used random waypoint mobility model augmented with attraction areas - areas towards

which the nodes move with high probability.

Adaptive Scanning for Data Collection. The idea of adaptive sampling as opposed to
sampling at fixed intervals is currently being researched in the areas of autonomous ocean
sampling, environmental sensing and environmental robotics. In conventional sampling, the
sampling interval and parameters are fixed prior to the survey and usually rely on knowledge
of the phenomena. In most of these applications, sampling at regular fixed intervals is either
not efficient or not possible. Adaptive sampling allow for adapting the sampling frequency on-
line, depending on the past observations. For example, when sampling animal population, the
sampling can start at low resolution and, when a certain species is detected, increase resolution
for all neighbouring areas. As opposed to standard randomized sampling, an adaptive sampling
mechanism could direct limited resources into the most interesting parts of the phenomena thus

gaining most information maximum information content per unit of energy.

Adaptive sampling approaches have been studied for climate prediction systems [cas],
environmental monitoring [Krause and Guestrin, 2007]] and clinical trials of new drugs [adall.
In the latter area, for example, the goal is to compare the impact of several drugs on people. The
standard procedure assigns equal number of people to each drug for an entire experiment, which
leads to simple comparison between the drugs, but not efficient when the drugs show different
performance early on in the experiment. An adaptive strategy dynamically reallocates people
in the groups to better performing drugs, thus increasing the benefit of the drug and reducing

the time it takes to make a decision.

[Thompson and Seber, [1996] contains a survey of adaptive sampling designs for environ-
mental applications, such as rare animal and plant species detection. [Eickstedt, [2006] [asa]
researches the use of adaptive sampling for oceonographic monitoring using a group of au-
tonomous underwater vehicles. [Willett et al., 2004] applies the concept of adaptive sampling
to distributed data collection in wireless sensor network. The approach, called Backcasting, is

developed for sensing spatially correlated events. It is based on collecting information from
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Figure 2.3: Panasonic NapiON passive infrared receiver.

a small subset of sensors and then selectively activating additional sensors to achive a target
levels of error. The approach has been analyzed theoretically and shown to reduce power con-
sumption by a factor of 10 while providing the same accuracy as a sensor network, which is
activated all the time. [Rahimi et al., 2004]] uses adaptive sampling for environmental robotics.
The work develops an adaptive method for balancing the quality of sampled data with energy
costs. The robotic agent, first explores the phenomena using a nested stratified sampling ap-
proach and then iteratively increases the sampling resolution in an online fashion depending on
the previous measurements results. The approach allows for systematics reconstruction of the
phenomena from the data collected using the proposed adaptive sampling approach. Finally,
an adaptive sampling has been used to adjust the sampling rate depending on the predictability
of the phenomena [Chatterjea and Havinga, [2008]]. The incoming data is modeled using time
series models and the data rate depends on the residual error between the predicted model and
the actual measurements. None of the works, however, evaluated the adaptive sampling for

exploiting temporal correlations for node discovery in mobile environments.

2.2.4 Hardware Detection Mechanisms

The other methods for detecting mobility include: passive infrared sensors, motion detectors
and accelerometers. We will compare them with the respect to size, specified performance and
power consumption.

Passive infrared (PIR) sensors detect the changes in infrared radiation, which occur when
there is a movement by a person. PIR sensors can detect movement within typically several

meters within a certain angle (80-100 degrees) and have low power consumption. The sensor is
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equipped with a set of lenses and an optical filter to focus IR radiation on PIR element. They
are still relatively large, for example, the Panasonic 'Napion‘ MP motion sensor [Panasonic,
2009]], marketed as the world’s smallest with a built-in amplifier has a cylindric shape 9.8mm
long and 9mm in diameter (Figure[2.3). To sum up, these devices are suitable for stationary and
batery equipped systems, where the size is not critical.

The accelerometers can help detect the motion of the object carrying the sensor itself. The
modern low power accelerometers can detect such events as motion, speed in 3 axis, free fall,
and inclination. They are more compact than PIR sensors, and do not require lenses, but cannot
detect the movement of other objects. To use for mobile networking, this would require moving
objects to continuously advertise their presence, with a frequency depending on the speed. The
typical power consumption of low power 3-axis accelerometers is ImA in active and 1-10pA

in standby modes (STM LIS3LV02DQ MEMS inertial sensor [STMicroelectronics, 2005]).

2.3 Summary

In this section we have described existing methods for the device discovery in the wireless net-
works. The problem can be modeled theoretically as a randezvouz problem. The solution to
this problem is found by designing a special sequence of active and sleep states, which guar-
antees discovery of nodes in a certain time. The randomized methods, which select the states
of the timeslot randomly, allow nodes to discover each other in 0.8289n steps, although the
optimal solution to this problem has not been discovered so far. Existing duty cycling protocols
in this area, address the problem of neighbour discovery, but do not consider communication
and channel access.

We have then provided an overview of device discovery in modern wireless protocols, such
as Bluetooth and Wi-Fi. Finally we have described the hardware based discovery approaches,
such as low power wake-up circuits, passive and active RFID, accelerometers and passive infra-

red sensors. We described their advantages and limitations with respect to our scenario.
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Chapter 3

Micro-level scheduling

3.1 Overview

Energy saving in wireless sensor networks is an issue of paramount importance. This is because
in most scenarios the location of the sensors forbids both the use of constant power sources or
the frequent replacement of the batteries. Energy scavenging solutions are also sometimes not
sufficient, due, for example, to limited solar exposure of a solar panel. Most sensor networks
therefore use some duty cycling to control the awake time of the sensors (or of their radio

interface, which, often, is the most important source of power consumption).

Determining the perfect duty cycling is simpler if the sensors are fixed, and have a syn-
chronized clock. A number of approaches exist for fixed wireless sensor networks, for instance
S-MAC [Ye et al.,|2004], which schedules all nodes in the network to wake up, listen and then
sleep at the same time. D-MAC [Lu et al., 2004] and FPS [Hohlt et al., | 2004]] schedule the node

wakeup times along a dissemination tree.

However if clocks cannot be synchronized (because clocks cannot be installed as there
is a need for miniaturization or because non drifting clocks are expensive and cannot be af-
forded), other solutions need to be devised. Incidentally, these solutions often perform better
than synchronous approaches. Examples of works, which have solved some of these issues in-
clude WiseMAC [El-Hoiydi and Decotignie}, 2004]], BMAC [Polastre et al.,[2004] and, recently,
X-MAC [Buettner et al., 2006]. In these solutions the nodes wake-up asynchronously and use
carrier sensing to detect incoming transmission. Asynchronous duty cycling is very robust: it
does not require fixed topology or very precise clocks and the long preamble is guaranteed to
wake up any neighbouring node. The main drawbacks of asynchronous approaches have to do
with the high discovery cost, because they require a long continuous transmission, known as

preamble or packet train.

Fixed sensor network approaches [Ye et al., [2006] [Hohlt et al., 2004] are not directly



applicable to mobile sensor networks because the connections between the nodes are often
intermittent and the exact arrival time of the mobile node is uncertain. Therefore, the sensors
have to be awake for long periods of time, wasting a lot of energy. Moreover, sparsely connected
mobile wireless sensor networks have very different requirements from static networks. First
of all, the nodes in sparsely connected networks spend considerable amounts of time isolated
from the other nodes. To save power, mobile nodes need to be able to discover each other, while
sleeping most of the time. Secondly, we expect a mobile sparsely connected network to have a
very different traffic pattern. We expect the nodes to beacon frequently to discover other nodes
and advertise own presence. A discovery would be followed by nodes transmitting their buffer
contents, which involves a bulk data transfer. In sparsely connected networks there is often
no direct path between source and destination and the nodes need to rely on gossiping [Haas
et al., [2006], epidemic spreading [Vahdat and Becker, 2000] and flooding [Sasson et al., 2003]
to deliver the data. This replication or synchronization traffic is likely to involve bidirectional
interactive traffic, as nodes need to query each other about what data each nodes possesses
before they replicate or exchange the data. Thirdly, the optimal operating point of a protocol
must vary depending on the conditions. In other words, the protocol has to be adaptive to the
changing traffic patterns. The amount of traffic generated by nodes can vary greatly depending
on the environmental conditions. For example, in an application, where mobile nodes are used
to track encounters between animals, the amount of data would vary greatly depending on
time of day, season and other factors. The daily and seasonal variations affect the frequency
and duration of encounters between the animals, which affects the amount of generated data

records.
Problem formulation

The sparse mobile sensor network presents novel challenges for the design of energy effi-
cient MAC protocols. First, global time synchronization is often not possible because existing
time synchronization protocols are limited to connected subset of the network only Q) € G.
The use of GPS on every node for global time synchronization is currently not practical due
to cost concerns, and limited coverage in the scenario under consideration (deep foliage). Sec-
ond, schedule synchronization between the nodes can potentially reduce power consumption
but is hindered by limited precision of local clocks: diverging clocks on two nodes invalidate
the common synchronized schedule. Third, the protocol needs to address the problem of timely

discovery of neighbouring nodes by periodic beaconing.

We assume that the total energy consumption E}.,; is proportional to the active time of

the radio. The goal is therefore to reduce the total time the radio is turned on either transmitting
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or receiving or idly listening:

Etotal = Er:}c + Etac + Eidle (31)

We assume that the network is sparse, i.e. consists of several disconnected subsets ); € G.
The set of nodes in each connected subset may change due to node mobility. The nodes need
to perform periodic discovery requests to discover changes in topology. The discovery request
requires the node to be awake for long period of time either listening or transmitting and is
therefore considered an expensive process.

The goal of this chapter is to propose an asynchronous low power MAC protocol for wire-
less sensor network. The protocol solves the aforementioned challenges by using a number of
novel mechanisms. The first mechanism is a pair-wise clock drift estimation for drift compensa-
tion between the nodes, enabling the nodes to synchronize their schedules for longer periods of
time. Second, schedule exchange extension, allowing sparsely connected nodes to synchronize
their schedules. A clock precision metric allows the nodes to estimate the schedule precision
as it is passed in an opportunistic way among the nodes. Third, the protocol would support low
power operation for pairwise traffic between any connected nodes.

MACron

In this chapter we propose MACron, an adaptive asynchronous duty cycling protocol. The
protocol allows the nodes to duty cycle independently of each other, but lets the nodes learn the
schedules of other nodes and exchange this information in a distributed way. This allows the
nodes to send data packets precisely into the recepient’s timeslots, without the need for either
waking up the recepient with an expensive preamble or requiring all the nodes to synchronize
to a common schedule.

The protocol addresses the problem of clock drifts, present in low-cost sensor nodes and
proposes a lightweight synchronization mechanism, which estimates the relative clock drift be-
tween the nodes in the communication range. As opposed to time synchronization achieved
by the use of dedicated time synchronzation protocols, our mechanism does not require peri-
odic synchronization, nor extra communication traffic to keep track of neighbours schedules.
The mechanism inserts timestamp information into each data packet, which is extracted by the
recepient and used to calculate the drift.

The protocol also addresses the problem of advertising the schedules and the node pres-
ence to the rest of the network. Advertising the schedules requires sending a wake up signal
followed by a schedule information. Any node in communication range can then respond within

a certain time confirming its presence and specifying its own schedule in an acknowledgement.
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This advertisement procedure is expensive and has to be performed periodically by each node.
The protocol addresses this problem by proposing a schedule exchange extension. An extension
allows the nodes to exchange known schedules between each other, so that it is enough for only
one node in the neighbourhood to advertise schedules. An extension should reduce consump-
tion, as well as contention in dense environments. In heterogeneous environments, it can be a
powerful node, or a sink, responsible only for waking up and helping nodes to discover each
other. The protocol learns the clock drifts between pairs of individual nodes and propagates the
clock information combining the information from the most stable nodes. We introduce a new
cost metric reflecting the clock stability and demonstrate how the problem can be solved using
any standard routing protocol.

We evaluated the protocol in real setting and compared its performance to recent MAC
protocols for typical data collection or data dissemination scenarios. The protocol has been
implemented for Chipco CC2420 radio on the TMote Sky platform [MotelIV, 2006| using
TinyOS-2.x operating system and tested on a small scale testbed.

The rest of the chapter is structured as follows. In Section 3.2 we describe the protocol in
details. Section [3.3]contains the description of Schedule Exchange Extension in dense scenar-
ios. Section [3.4] reports on the details of our MACron implementation. Section [3.5] discusses
related work and Section [3.6] concludes the chapter. The evaluation of the protocol is presented

in Chapter 5.

3.2 MACron Design

We first argue about the advantages of asynchronous duty cycling and motivate our design
choice for the MACron protocol. We then argue that even though our protocol does not rely
upon precise clocks, it can still exploit this information, when available, to improve its perfor-
mance.

Robustness, simplicity and fault tolerance are the major properties of asynchronous duty
cycling. In asynchronous operation, nodes schedule their wake up time independently of each
other, initiating a communication session, a node uses a continuous modulated tone, which is
guaranteed to wake up any nodes in communicationn range. This operation is completely asyn-
chronous, and does not rely upon any complex global time synchronization protocols, expensive
oscillators or GPS.

On the other hand, global time synchronization is crucial for power conservation and its

importance has been discussed extensively in sensor network literature. At MAC layer, precise

'Now Texas Instruments.
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Figure 3.1: Wake-up scheduling: 1 - each node wakes up at regular intervals. 2 - selected nodes
periodically wake up their neighbours with extended preamble. 3 - node A detects transmission
and wakes up. 4 - node B broadcasts a SYNC message containing schedule information. 5 -

node A sends an ACK at B’s timeslot.

time synchronization allows scheduling the communication sessions between the nodes, thus
reducing the idle listening time and obviating the need for energy intensive wake-up signal,
because the nodes are programmed to wake up at fixed known timeslots.

While crucial for energy efficient operation, time synchronization in sparse mobile net-
works can be a difficult task. Global time synchronization requires either each node to be
equipped with expensive GPS or use of time synchronization protocols. GPS has limited cover-
age under certain conditions, such as deep foliage. The use of time synchronization protocols is
not always possible in mobile wireless sensor networks, where, due to dynamic network parti-
tioning, a group of nodes might end up without a reference clock. Time synchronization within
the partition would require selecting a cluster leader, a local reference clock, which would be
regarded as ’true’ clock in the partition. These cluster leaders would have to be re-elected every
time the partition splits or merges or the partitions would have to maintain several schedules.
This would either complicate the protocol or lead to excessive energy consumption.

Therefore our design choice is to use asynchronous duty cycling as a basis and use precise
clock information, whenever such information is available. The protocol includes a simple

mechanism to exploit and propagate the clock information to all the nodes in the network.

3.2.1 Protocol at a Glance

We now present the basic operation of the protocol. The mobile sensors initially have indepen-
dent schedules of wake up time and are not aware of each other’s presence. The main steps of

the protocol are:

1. Each node wakes up at regular intervals T.p,eck rnterval t0 perform carrier sensing. Since
each node follows its own schedule, there is a fixed phase offset between neighbouring

nodes.
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2. Each node periodically advertises its own schedule by waking up neighbouring nodes
with an extended preamble followed by a SYNC packet containing local schedule offset
and a local timestamp (Figure [3.1). The basic assumption is that the extended preamble

is longer than Teopeck Interval-

3. The neighbouring nodes detect a preamble during a regular carrier sensing, wake up and

receive a SYNC packet.

4. Upon receiving a SYNC packet, the nodes calculate the new node’s schedule by subtract-

ing the schedule offset from the timestamp from the SYNC packet.

5. A neighbouring node can now send traffic packets to the node by waking up on purpose
at the right time (as indicated by the schedule) when in need to communicate with that
specific node. Note that the original schedule of each node is only altered when in need
to speak to a specific other node and returns to the original after that communication has

occurred.

6. Upon receiving a SYNC packet, a node responds with a similar SYNC packet with a

random delay on the new node’s schedule.

The procedure ensures all nodes know each other’s schedule and can send packets at
strictly each other’s timeslots. The approach does not require global time synchronization.
It also reduces interference between the neighbouring nodes because each pair of nodes in the
same broadcast domain are likely to use different (or unique) timeslots.

Because of the clock drift, and limited clock precision, the relative offset between the nodes
will change over time. Thus, to wake up the neighbouring node, the length of the preamble has
to account for the clock error accumulated since the last received packet from recepient node.
The low cost nodes have a limited precision clocks, so the clock error can accumulate quickly
over time. For example, the typical clock precision of the sensor nodes is SOppm (+25ppm),
which translates to the clocks diverging by 4.3s over a day. This puts a lower boundary on the
duty cycling as the nodes have to use either longer preambles to account for clock divergence
or receivers have to perform more frequent carrier sensing.

In high traffic scenarios, schedule information can be sent relatively regularly (either in
separate packets or piggybacked as a separate field on data packets) so that nodes can correct
the offset and continue to be able to communicate. However if the communication is less fre-
quent, the nodes would have to use longer preambles to compensate an accumulated clock error,

which results in higher transmission costs. In our approach, the protocol passively monitors all
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Figure 3.2: Clock drift graph.

the traffic between the nodes and estimates the relative drift between the nodes to correct the
schedules of the nodes.
We now describe the pairwise passive drift estimation, which helps to compensate for

errors in calculating the neighbour’s schedules over single hop.

3.2.2 Pairwise Drift Estimation

A number of measurements we conducted both indoors and outdoors (Figure shows the
linearity of the clock drift. The drifts and the linearity are also consistent with a number of
studies on time synchronization protocols [Ganeriwal et al., 2003, Maroti et al., 2004]. Thus,
we model the clock as an oscillator of a fixed but unknown frequency dependent on a variety of
factors such as temperature and humidity. The relative drift between the clocks is modeled as a

linear process:

5(t) = 0t + e(t) (3.2)

Where §(t) is an absolute drift between the two clocks at time ¢, 6 - is a relative clock drift that
needs to be estimated, €(¢) - is a Gaussian noise.

Estimation of clock drift # can be done using standard linear regression statistical methods,
a method also used by some dedicated time synchronization protocols [Ganeriwal et al., 2003,

Maroti et al., [2004]. Linear regression tries to estimate a general trend of all data points by
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fitting a line (Figure [3.3), in a way that best’ explains the general trend of all points. The
best fit is found by minimizing a certain criteria, such as a total sum of geometrical distances
between the line and the point.

The popular minimum least squares estimation (MLSE) method used in previous works
on time synchronization method is memory expensive as it requires storage of all data points.
While providing a good estimation, the high memory usage is undesirable for resource con-
strained sensor nodes. Such method is also computationally expensive as adding a new data
point requires recalculation of a solution from scratch.

MACron uses a very lightweight and computationally efficient recursive least squares lin-
ear regression method, used extensively in signal processing, communications and control ap-
plications. We describe it in the next subsection.

Recursive Least Squares

Recursive least squares (RLS) is a computationally efficient algoritm to find linear regres-

sion coefficients while minimizing the weighted squared error:

J =) (N TFyt) - 0(t)e(t))) (3.3)

M’ﬂ

t=0

Where J is a weighted square error. Expression shows a weighted squared error be-
tween the actual (y(¢)) and the predicted 0(t)¢(t) values of time. Where y(t) is a relative offset
between the clocks, 0(t) is a drift, the value of which needs to be estimated, and the ¢(t) is the
amount of time elapsed from the last clock correction. The goal is to find an optimal value of
6(t), which would best estimate the actual drift between the nodes.

RLS is particularly suitable for resource-constrained devices and real-time applications:
given a new sample y(t), a new estimate is calculated in a fixed number of steps independent
of ¢, making it very efficient. The recursive form of the solution is given by the following

equations:

O(t) = 0(t — 1) + K (t)e(t) (3.4)
e(t) = y(t) — p(t)" 0t — 1) (3.5)

K(t) =Pt —1)¢(t)M + ¢" P(t — 1)op(t)] (3.6)
P(t) = [I - K(t)¢"|P(t —1)/A (3.7

The current estimate (t) is calculated (Eq by adding correction to previous estimate

6(t — 1). The amount of correction is proportional to the error €(t), which is the difference (Eq
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Figure 3.3: Linear regression estimation.

between the model output ¢(¢)76(¢t — 1) and the actual input y(¢). The parameter \ is a
“forgetting factor’ giving more emphasis to new data points. The value of the forgetting factor
determines the weight of past samples and its selection is a trade off between noise immunity
and ability to adapt to changes. The value of the forgetting factor was set empirically to 0.95.
The algorithm is easily implemented even on severely resource constrained sensor platform and
calculating a recursive solution involves just N subtractions and N divisions. The algorithm
was implemented using floating point arithmetics external library. To avoid dealing with very
small numbers, we calculate 1/ instead, which can be expressed in positive integers. Thus the
algorithm is estimating the amount of time, in seconds, it takes to accumulate a 1ms drift. It is
easy to convert an algorithm to fixed point arithmetics for further performance improvements.
The algorithm implementation takes into account the time measurement quantization, as
the sensor nodes measure in milliseconds, truncating the real time to the nearest millisecond.

The quantization error in calculating the offset based on two points is:
d:(WQ:teg—wliel):(WQ—wliGQiel) (38)

Thus, the result from calculating few closely spaced points result in large degree of error.
The algorithm uses all timestamps for drift estimation, but starts correcting the schedule only
once the timestamps are separated by at least 120 seconds, which limits the quantization error

down to 0.5ms per minute.
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The node can use the information about the drift to estimate the schedules of neighbouring

nodes, which we describe in the next subsection.

3.2.3 Schedule Correction

We will now describe how the nodes use pairwise drift information to precisely estimate the
schedules of neighbouring nodes. Normally, all the nodes in the network have strictly periodic
schedules and wake every T peckInterval S€CONds. Since the nodes measure the time using the
local clocks, the actual schedule interval will be longer or shorter depending on the drift. If
the neighbour’s clocks are faster, the actual schedule interval becomes shorter, which means
the node has to correct the neighbour’s schedule offset by subtracting a correction. Similarly, if
the neighbour’s clocks are slower, the correction has to be added to the schedule offset. This is

summarized by the following expression:

S = (SO + Scomp) mod TepeckInterval 3.9

Scomp = (0(t) — ¢(0))0(t) (3.10)

Where Sy - the previous known schedule value, Scom - an additional offset caused by the
clocks, (o(t) — ¢(to)) - the time since the last packet (schedule) was received.

The drift is estimated based on the timestamps and schedule information from the incom-
ing packets. For each received packet, the node feeds an [node_id, of fset, time] tuple to the
drift estimation module. Thus, the drift is only estimated if there is a communication traffic
between the nodes. This is in contrast to existing time synchronization methods, which usu-
ally run a three packet handshake session complicate the protocol by introducing an extra state
and traffic. The drift estimate will be progressively improved as there is more communication
between the nodes. The tighter drift estimate will, in turn, lead to shorter preambles and less
transmitted energy consumption.

In the next subsection we will describe how drift estimation affects the wake up preamble
length.

Preamble Length

Without the drift estimation the wake up preamble has to be long enough to account for
relative drift between the nodes. The preamble length is calculated according to the following

expression:

Lpreamble = (tnow - tlastHeard) S 29(t) (3-11)
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Where t,,00 — tiastHeard» 1 the duration since the node last heard a schedule update from
the neighbour i.e. the last time a packet was received from a neighbour. 6(t) is a relative drift
between the two nodes.

As soon as the node has information about the clock drift, the preamble length can be
much shorter and has to be long enough to compensate for residual errors in drift estimation.
The actual preamble length includes a confidence interval, depending on the desirable reliability
of wake-up. The confidence interval was set to dgs50, but can be increased depending on the

application requirements.

Lpreamble = (tnow - tlastHeard) X 2(9(t) + (595%) (312)

Thus, the preamble length can be much shorter and result in significant savings in trans-

mission power for low data rate communications.

3.3 Schedule Exchange Extension

A Schedule Exchange Extension addresses the problem of schedule advertisements in dense
environments. Advertising a schedule is expensive as it requires the nodes to send an extended
preamble periodically to wake up and advertise its presence to potentially new neighbour nodes.
It is clear that in dense environments, there is no need for all nodes to advertise their schedules.
It is sufficient for 1/n nodes to perform this process and then exchange this schedule infor-
mation among the neighbouring nodes. This reduces the transmission costs by n times and
significantly reducing interference in the network. Another advantage is significant reduction
in reception costs, as each preamble is received by every node in the broadcast domain.

We illustrate further benefits of schedule exchange on a wildlife tracking scenario pre-
sented on Figure [3.4] In this scenario, the mobile tags attached to badgers are powered on a
small battery, which needs to last for as long as possible. More powerful nodes are installed at
setts and places, visited periodically by badgers. For this scenario, it is sensible to shift all com-
munication and node discovery load onto more powerful nodes, where battery can be replaced
or recharged more easily. The default schedule advertisement (and node discovery procedure)
is therefore as follows. A powerful node C' sends periodic waking up signal followed by its
schedule information. The mobile tags A and B respond and can then communicate with the
base station.

More specifically, Node C' advertises its schedule using an extended preamble to both A
and B. This results in communication links AC and BC. Without schedule exchange, nodes

A and B can communicate through node C only. However, nodes A and B can calculate each
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Figure 3.4: Schedule exchange diagram. Node C' advertises its schedule using an extended

preamble to both A and B. Nodes A and B can learn each other’s schedules from C'.

other’s schedule by knowing relative clock drifts from C' to A and B. For example, g4 =
0ca — Ocp. The problem is that the mobile tags still cannot communicate with each other
unless they start sending periodic wake up signal themselves, which would seriosly limit the
lifetime.

The Schedule Exchange Extension lets the nodes communicate directly with each other
without using wake up signals. The communication relies on more powerful nodes, which
serves the purpose of node discovery and can also serve as a base station. To summarize, the
nodes can exchange schedule information to reduce the transmission, reception costs as well as
interference in the network. The schedule information, clock drift and offsets of known nodes
is contained in the SYNC message. The nodes calculate the schedules and clock drift of other
nodes in the network. This enables the nodes to communicate directly instead of relaying data
through other nodes.

We now describe the problem arising in drift estimation during schedule exchange and

propose a novel distributed schedule selection protocol (Subsection [3.3.1).

3.3.1 Schedules Selection Problem

The problem of schedule selection is illustrated on the Figure[3.5] At point ¢;, node A commu-
nicates with nodes B and C, which learn A’s schedule and estimate A’s drift. Some time later
(t2), nodes B and C' move over to D and can advertise A’s schedules and clock drifts to D.

As nodes B and C do not transfer the schedules to D immediately, but after a certain time
delay, this schedule information gets affected by the local clock drift of both nodes. The degree
to which the schedules are affected depends on the duration of this delay, as well as the quality
of node B’s and C’s clocks. The problem is whether the node D should accept A’s schedules

from B or C or from neither of the nodes.
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Figure 3.5: Schedule selection problem.

3.3.2 Clock Quality Metric

To solve the schedule selection problem, we introduce a relative clock quality metric, which
reflects the stability of clocks along the communication links between the nodes in the network.

The clock quality C;; of the communication path between nodes ¢ and j is:

Cij = Stj X 045 X Tyge,ij (3.13)

Where St; is a clock precision in ppnﬂ based on clock specifications. It shows, for ex-
ample, that the schedules propagated along the nodes with perfect precision clocks (St = 0)
will be always preferred to schedules propagated along other paths. o;; is a variance in rela-
tive clock measurement between the nodes along the communication link, it is needed to give
preference to paths where nodes have the lowest variance in clock drift estimation. The higher
values of variance o might indicate clock instability due to environmental changes or measure-
ment noise. Currently, it only reflects the clock instability over a period of time when the nodes

are communicating. T4, reflects the age of the link and will prefer fresher paths in the network.

The clock quality metric allows to define a simple criteria to select one schedule over the
other. We will now present a distributed schedule selection algorithm based on a clock quality
metric. We first explain an algorithm and then discuss its relation to distributed Bellman-Ford

algorithm for shortest path calculation in connected networks.

2parts per million.
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ID | Schedule ID | Offset | Drift | Cost/Quality

1 Node A 1000ms | 40ppm 0
2 Node B 200ms | 30ppm 10
3 Node C 200ms | Oppm 10

Table 3.1: An example of a scheduling table.

3.3.3 Distributed Schedule Selection Algorithm

As mentioned earlier, each node advertises the list of known schedules in a SYNC message.
The SYNC message is advertised whenever the nodes first discover each other.

Upon receiving a SYNC message, a node adds a local clock quality metric to each of the
schedules in the list to reflect the quality of the current link. The node then starts merging
the schedules in the following way. Any schedules for previously unknown nodes are simply
added to the list of known schedules. For destinations, which already exist in the list of known
schedules, a node compares the clock quality metrics of both schedules and keeps the schedule
with the lowest metric. This ensures the propagation of schedules along the paths with the
lowest clock metric, or in other words, along the nodes with the most stable clocks.

An example of a scheduling table is shown in Table Each schedule entry contains
information about neighbour’s relative clock drift and a clock precision. The table shows, for
example, that the information about node A’s schedule is more precise despite it having a higher
clock drift than other nodes. The lower clock metric allows to estimate A’s schedule with
higher precision, which translates into lower transmission and reception costs for waking up
the node. The nodes repeat the schedule update procedure every time they meet a new node.
The procedure guarantees that the scheduling information of all nodes will eventually converge

to the best values.

3.4 Implementation

In this section we describe the implementation details of MACron protocol.

MACron has been implemented for Tmote Sky sensor nodes [MotelV}, 2006] in TinyOS-
2.x. TinyOS is an event-based operating system designed for networked embedded applications.
We chose TinyOS for a number of reasons. Firstly, it is an open source operating system and
is available for free. Secondly, it allows building very light-weight applications with minimal
overhead. Third, it is well documented and contains driver implementations for many types of

devices. TinyOS has become a de facto standard in sensor network community and has a very
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large user base. The protocol was implemented in NesC, a C dialect with a special support
for components. The entire protocol was implemented as a component, which in turn integrates
several smaller components that implement scheduling, controlling and neighbour management
functions.

The sensor node contains a modern low-cost 802.15.4 compliant Chipcon CC2420 ra-
dio [TexasInstruments|, 2008 designed for low-power wireless applications. The radio provides
raw data rates of 250kbs and has very fast start-up time. The chip consumes 18.8mA in receiv-
ing mode and 17.4mA in transmitting mode. The radio consumes less than 1A in power down
mode and can remain in that mode until a transmission or scheduled reception is requested.

The implementation contains 25kB of ROM and 2.5kB of RAM. It consist of schedul-
ing, control, drift estimation and low power listening (LPL) modules. The scheduling module
manages asynchronous and synchronous schedules a node maintains. The module provides
primitives to add, remove, lookup and modify schedules. A node consults the schedule mod-
ule about the next wake-up time each time it goes to sleep. Each schedule consist of a tuple
containing a session start time and duration. The scheduling module also maintains a global
node state (such as sampling, sending and idle) to coordinate between various modules. The
control module performs neighbour management, adaptation, synchronization and LPL backoff
functionality.

A difficult problem turned out to be occasional freezing, due to race conditions in the radio
driver. Such bugs would only appear only after several hours of operation, making them very
difficult to localize and debug. The use of simulators allowed to debug the protocol logic, but
did not provide support for the actual hardware, for example CC2420 chip is only supported at
the packet level. Also, the simulators do not take into account timing issues, which are often the
cause of hardware lockups and timeouts. Debugging was done by making the problem happen
earlier in the experiment and localizing the problem by inserting debug statements over serial
port.

Finally, collisions have presented greater problem than expected in scenarios with more
than four senders. The long check intervals were important to achieve very low duty cycle,
but on the other hand, tended to increase collisions, as senders tended to compete for fewer
timeslots. Randomizing the initial node schedules and beaconing intervals was very important
to avoid and minimize the impact of collisions.

The LPL functionality is achieved by repetitive transmissions of the packets for the entire
length of the sleep interval Tyc.p. To minimize the gaps between the packets, which could

be misintepreted by receiver as clear channel the sender disables ACKs, initial and congestion
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Table 3.2: CC2420 power consumption

State Power Consumption

transmit, P = 0dBm (max) 17.4mA
transmit, P = -25dBm (min) 8.5mA

receive 19.7mA
idle mode 426 A
power down 20uA

Figure 3.6: TMote Sky sensor node.

CSMA backoffs and sends the packets back-to-back as quickly as possible by issuing STXON
command as soon as the packet is transmitted. The STXON command causes the radio to
retransmit the last packet without loading a new packet into TXFIFO buffer. Upon detecting a
preamble a receiving node starts sampling more frequently until the preamble is finished and
then waits for synchronizing message.

Precise time synchronization between sender and receiver is done using Start Frame De-
limeter (SFD) pin information, which indicates that the physical header of the 802.15.4 packet
has been completely transmitted. When sending a synchronization packet a sender adds a pend-
ing schedule to its table of schedules. As soon as SFD signal is fired, the pending schedule
is adjusted to start from that moment. Upon receiving a synchronization packet, a receiver
immediately adds this new schedule to its table of schedules. A receiver wakes up for each
synchronous slot, and can skip regular carrier checks if the interval between succesive wakeups
is less than the current check interval. The implementation does not use any features specific to

CC2420 radio, so it could be easily ported to other hardware and software platforms.

3.4.1 Neighbour Table Format

The implementation provides neighbour management functionality. It allows an application to

define proximity, handles beaconing, notifies an application on node discovery and disconnec-
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tions. This is convenient for mobile application development because it relieves the developer

from low-level tasks.

The neighbourhood table (Table contains the soft state information about the neigh-
bours. After a certain timeout defined by the application, the neighbour is marked as inactive but
not removed from the table. The timeout depends on the bit error rate of the channel and reflects
how many beacon can be missed before the neighbour is considered disconnected. Encounter
tracking experiments [Scott et al., 2006] discovered that a very large number of encounters
were only separated by 2 beacon intervals and suggested that the contact period stops after 2
successively missing beacons. The field thetaEstimate field contains a current estimate of the
relative clock drift of a node. lastHeard value keeps record of when a node last heard from this
neighbour. The field is used to calculate the schedule offset correction and preamble length.
The fields LOI and RSSI fields contain current estimates of link quality and signal strength re-
spectively. Each neighbour also contains a number of variables for recursive least square linear

regression.

The neighbourhood table is extendable and can potentially contain a number of other at-
tributes including frequency of encounters and other historical information to facilitate the op-

eration of mobile applications and routing protocols.

Table 3.3: Neighbour Table Format

Field Type Description

node ID uintl6_t node ID

lastHeard uintl6_t time last heard from neighbour
thetaEstimate uint32_t current drift estimate

LQI uint16_t link quality, 1qi

RSSI uintl6_t received signal strength, rssi

Table 3.4: Duty Cycle API

Function call Type

void setInterval(uint16_t id) set channel sampling interval id
void setBeaconlInterval(uint16_t id) set beacon interval id

uint16_t getlnterval() get channel sampling interval id
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Table 3.5: Proximity API

Function call Type

uint8_t present(uint16_t id) check if neighbourhood table contains

an entry for the node id

bool synced(uint16_t id) check if the neighbour is synced

void neighbour_update(uint16_t id) check if the neighbour is synced

void disconnect(uint16_t id) callback when a node disconnects

void maxGap() set maximum gap allowed in the encounter
uint16_t encounter(uint16_t ts1, uint16_t ts2) callback when a disconnects permanently

3.4.2 Programming API
3.4.2.1 Duty Cycling

The implementation provides a set of APIs that allows applications to control the parameters of
duty cycling process (Table[3.4). The application can change channel check interval and beacon
interval. setInterval(uintl16_t id) sets the channel sampling interval. The sampling interval can
range from several hundred milliseconds to several seconds, depending on the amount of traffic
and desired duty cycle. For example, for ultra-low duty cycle level of 0.3% , the protocol is
configured with a sampling interval of 3 seconds.

setBeaconlInterval(uintl6_t id) sets the beaconing interval. This parameter depends on the
level of network mobility. Low mobile applications require infrequent beaconing, whereas high
mobility applications require frequent beaconing to keep track of dynamic changes in topology.
The beacon interval can be adaptive depending on the mobility patterns and is controlled by the
macro layer, which we will introduce in the next chapter.

The process of duty cycling, a periodic wake-ups and sleeps, is completely transparent to
the application. The application layer, however, has a complete control over the parameters of

the duty cycling process.

3.4.2.2 Proximity API

The implementation provides a compact API for neighbour proximity tracking (Table [3.5)), a
useful feature for mobile applications, as it helps keep track of the neighbour presence. The
proximity API provides a callback function to notify an application that the node has discon-
nected, disconnect(uintl6_t id). An application can set a timeout after which a node is con-

sidered disconnected, maxGap(), the timeout depends on the bit error rate of the channel and
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Table 3.6: Logging API

Function call Type

void sum32(uint32_t x) Add x to the sum, used for logging uptime
void count(uint16_t id) Count number of packets from id

void flush() Flush serial buffers

reflects how many beacon can be missed before the neighbour is considered disconnected. Fi-
nally, each encounter is logged using encounter(uintl6_t tsl, uintl6_t ts2) callback function,

where ts/ and ¢s2 are the times when the encounter was detected and stopped respectively.

3423 Logging API

The implementation has a custom logging module to collect statistics such as the number of
received packets, total time spent in sleeping and active modes and debugging information. The
results are reported by each node over USB interface at the end of each experiment. The API
contains sum32(uint32_t x) , count(uint32_t x) and flush() function calls as shown in Table (3.6

We will now discuss how MACron relates to existing work.

3.5 Related Work

The most relevant related work to MACron is on energy efficient MAC protocols in wireless
sensor networks. A number of approaches have been proposed including SMAC [Ye et al.,
2004], DMAC [Lu et al.,[2004]], BMAC [Polastre et al., [2004]], SCP-MAC [Ye et al., 2006] and
X-MAC [Buettner et al.,[2006]. The approaches can be split into three categories: synchronous,
asynchronous and recently a hybrid approach. Most approaches rely on static topology and con-
sider node discovery mostly at deployment or configuration stages. In the next subsections we
briefly describe these approaches, a more detailed comparison with some of these approaches,

such as BMAC and X-MAC is presented in the evaluation section.

3.5.1 Synchronous MAC Protocols

Determining the perfect duty cycling is simpler if the sensors are fixed, and have a synchronized
clock. Synchronous approaches do not totally eliminate the idle listening time, but help to
reduce it. Most synchronous approaches are based on establishing communication schedules,
so that nodes communicate on known timeslots.

A number of approaches exist for fixed wireless sensor networks, for instance S-MAC [ Ye
et al., 2004]], which schedules all nodes in the network to wake up, listen and then sleep at the

same time. D-MAC [Lu et al., 2004]] and FPS [Hohlt et al., 2004] schedule the node wakeup
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times along a dissemination tree. The tree is constructed during configuration phase and then
nodes are assumed to be static thereafter.

IEEE 802.11 MAC provides built-in support for power management. The standard pro-
vides two power management states: active mode (AM) and power save mode (PS). In active
state, the nodes are always awake and ready to receive data. In power save mode the base sta-
tion buffers the packets for the nodes in power save state. The nodes sleep most of the time
and periodically wake up and check for incoming packets. Such an approach is suitable for
infrastructure based mode with an access point.

The protocols designed for fixed networks do not consider interactions between mobile
nodes and mobile groups of nodes. A global network synchronization, as it is done in SMAC
or SCP-MAC for example, might lead to a situation where two or more groups of synchronized
nodes will never see each other because of constant phase shift between individual groups of
sensors. This is not a problem in static scenarios, where the nodes need to discover each other
only once, during configuration phase or failure, however, in a mobile scenario, the lack of
efficient discovery mechanism would lead to a network partitioning.

Complexity is another drawback of synchronous approaches. The network needs to be pe-
riodically resynchronized using built-in synchronization support or time synchronization pro-
tocols, or high precision hardware, such as GPS or atomic clocks. Finally, the synchronous
approaches are inherently less fault-tolerant, as nodes, which loose synchronization become

isolated from the network.

3.5.2 Asynchronous MAC Protocols

Asynchronous approaches [El-Hoiydi and Decotigniel 2004], [Polastre et al.,[2004] have been
developed and tested in static wireless sensor networks. These approaches are robust: they
do not require fixed topology or precise time synchronization and therefore more suitable for
mobile scenarios. A number of optimizations proposed to asynchronous approaches targeted
its performance in dense environments and high-throughput applications. X-MAC [Buettner
et al., 2006] and WiseMAC [EI-Hoiydi and Decotignie, [2004]. WiseMAC optimizes low power
listening by making senders learn the wake-up schedules of their neighbours. The nodes thus
can use very short preambles to selectively wake up a specific neighbour.

The main drawbacks of asynchronous approaches have to do with the high discovery cost.
Discovering neighbouring nodes usually requires staying awake for a longer periods of time
either continuously transmitting beacons or listening for beacons from potential neighbours.

There have been a number of recent attempts to apply asynchronous duty cycling to mobile

wireless networks such as [McGlynn and Borbashl [2001]], [Zheng et al., 2003|], [Jiang et al.,
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2005]], [Jun et al.| [2006], [Borbash et al., |2007]]. These approaches are based on generating
a certain sequence of states between listening, transmitting and idle states. The sequences are
designed to maximize the probability of overlapping between the node active states. [McGlynn
and Borbash, [2001]] looks at energy efficient node discovery after sensor nodes are deployed
in the field. [Zheng et al.l 2003|], [Jiang et al., 2005] and more recently [Borbash et al.|
2007]] investigate an efficient way for mobile nodes to discover neighbours. These approaches
assume that the minimum awake time of node is enough to receive an entire packet (beacon).
The assumption is not correct for modern radios, where transmission detection through channel

sampling can be done in much shorter time than receiving entire packet.

3.5.3 Hybrid MAC Protocols

SCP-MAC [Ye et al., 2006] uses a technique called scheduled channel polling. The technique
allows to reduce the cost of wake-up preamble by synchronizing entire sensor network. The
protocol achieves very low power consumption under certain conditions. Synchronizing entire
network might be unnecessary or undesirable in certain situations. It requires either running a
special synchronization procedure or constant periodic traffic between all nodes to piggyback
schedule information. MACron synchronizes the nodes on demand, only when communication
is needed. Thus it is conceptually simpler and easier to implement in practice. MACron is
more suitable to heterogeneous and mobile environments, where not all the nodes are allowed
to beacon because of energy constraints or where global time synchronization is not available.
X-MAC [Buettner et al., [2006] uses a number of techniques to minimize energy con-
sumption due to long preambles. In X-MAC the nodes nodes use a sequence of packets sent
back-to-back to wake up neighbours. The X-MAC proposes an optimization, where the nodes
can stop this packet train early by sending an ack to the sender. The drawback of this scheme is
that the sender has to listen in between the short packets composing a preamble. This results in
longer clear channel assessment (CCA) checks for the receiver, which makes it less efficient. A
second limitation is that a receiver would still need to receive on average half a preamble before

the start of a data transmission.

3.5.4 Other Approaches

Other duty cycling approaches include STEM [Stemm and Katz, [1997]], SPAN [[Chen et al.,
2001]], PAMAS [Suresh Singh and Cauligi Raghavendra, [1999], GAF [Xu et al. [2001],
RMAC [Du et al., 2007] and [Nath and Gibbons| 2007] were mainly developed for static
networks and are briefly mentioned below. STEM [Stemm and Katz, |1997]] is a MAC protocol,

which uses a separate low power radio for signaling purposes. The nodes receives a request on a
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separate channel and wakes up the main radio to receive a packet. Thus, it does not require time
synchronization and can wake the nodes on-demand. SPAN [Chen et al.,[2001] is an approach,
which identifies multiple network subsets, each subset providing entire network connectivity.
PAMAS [Suresh Singh and Cauligi Raghavendral [1999] is another MAC protocol, which tries
to reduce power consumption by turning off radio when it overhears packets for other nodes.
This avoids energy consumption related to processing of incoming packets. GAF [Xu et al.,
2001] splits the network into square grid, where all nodes in a cell can communicate with each
other. Since the communication within a cell can be provided by any node, the rest of the nodes
can be put to sleep. Recent approaches include cross-layer integration of wake up scheduling
with routing protocols such as [Nath and Gibbons, [2007]], which integrates wake up schedul-
ing with geographical routing, RMAC [Du et al.| [2007]], which uses cross-layer integration to
reduce end-to-end latency, [Huang and Yang, 2007] propose a double sense multiple access
protocol, which reduces contention and the network power consumption while increasing the
system throughput. RI-MAC [Sun et al., [2008]] proposes an asynchronous duty cycling protocol

that uses receiver initiated data transmission to improve throughput and packet delivery ratio.

3.5.5 Summary of Existing Work

Fixed sensor network approaches are not directly applicable to mobile sensor networks because
the connections between the nodes are often intermittent and the exact arrival time of the mobile
node is uncertain. Therefore, the sensors have to be awake most of the time consuming a lot
of energy. Moreover, sparsely connected mobile wireless sensor networks have very different
requirements from static networks. First of all, the nodes in sparsely connected networks spend
considerable amounts of time isolated from the other nodes. To save power, mobile nodes need
to be able to discover each other, while sleeping most of the time.

Secondly, we expect a mobile sparsely connected network to have a very different traffic
pattern from a static network. In sparsely connected networks there is often no direct path
between source and destination and the nodes need to rely on gossiping [Haas et al., [2006],
epidemic spreading [Vahdat and Becker, [2000] and flooding [Sasson et al., 2003]] to deliver
the data. This replication or synchronization traffic is likely to involve bidirectional interactive
traffic, as nodes need to query each other about what each nodes has before they replicate or

exchange the data.

3.6 Summary

We have presented MACron, a wake-up scheduling protocol for mobile wireless sensor net-

works.
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The protocol is using novel schedule exchange algorithm and passive pairwise drift es-
timation to reduce power consumption. In the protocol, the nodes duty cycle asyncronously,
and learn the schedules of other nodes. To save transmission energy, the nodes compensate for
relative clock drift between the nodes using a lightweight clock-skew estimation algorithm. For
the dense scenarios, the protocol uses a novel schedule exchange extension, which reduces the
number of expensive broadcasts. A schedule extension works by distributing the schedules of
known nodes in every beacon packet, advertising not only own but also the schedules of other
nodes. The protocol introduces a novel clock quality metric, which minimizes the clock aberra-
tion while transferring timestamp information through nodes with drifting clocks. Finally, the
protocol has been implemented for Tmote Sky sensor nodes on TinyOS operating system. We

report the evaluation of the protocol in Chapter 5]

58



Chapter 4

Macro-level Scheduling

4.1 Overview

The micro-level approach is robust because it does not rely on any assumptions about mobility
pattern of nodes: if collocation time is above a certain threshold, a micro-level scheduling guar-
antees detecting a node within a communication range. As a result, a protocol is not adaptive to
potential patterns in the mobility of nodes. For example, if two nodes never meet during day-
time, the micro-level protocol will still wake-up the nodes during a day, and efficiency therefore
will not be optimal.

In this chapter we investigate a machine learning technique to dynamically learn mobility
patterns of mobile nodes and wake-up the nodes only when the contact is expected. The work is
motivated by several examples of temporal patterns observed in human and also animal mobility
traces.

We outline a method for exploiting temporal patterns for efficient node discovery in mobile
networks. We first present an approach for partially mobile network, where a fixed wireless
infostation tracks the presence of resource constrained mobile nodes. The method uses a simple
learning technique to learn and follow diurnal regularities in the connection patterns of links.
We then extend an approach for fully mobile networks, where any node (not only a sink) can

detect and exploit activity patterns by adaptively tuning its duty cycle.

4.2 Patterns in Mobility

There is a growing evidence in the networking and biological communities that the activity
of living creatures follows certain temporal patterns or cycles. These temporal cycles depend
on various factors including availability of food, migration and social structure and have been
extensively studied in chronobiology [Ebert et al., |1983]]. These cycles are linked to solar and
lunar related activities and are also called as biological rhythms. Depending on frequency the

cycles are categorized into circadian, infradian and ultradian rhythms [Dunlap et al.l 2004].
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Figure 4.1: The probability is highest during midday. a) The activity starts at 7am reaching
peak at 11am, drops sharply after 13pm and reaches the minimum by 16pm. b) The contact

durations are more consistent during a particular time of day.

Infradian rhythms are cycles with a duration longer than a day, such as reproduction cycle in
some animals. Ultradian rhythms have a period shorter than a day, such as cycling of phases in

human sleep or cycles in hormone production.

One of the most important thythms in chronobiology is a circadian rhythm, a 24-hour
cycle, followed by most living organisms such as bacteria, plants, animals and humans. To
demonstrate how the circadian rhythm affects the network connectivity we conducted a prelim-
inary analysis of both human and animal mobility traces. Figure shows a probability of a
physical encounter between people in a human mobile network depending on a time of day.
There is a strong temporal pattern with a peak at about 11am and a smaller peak after 1pm. The
analysis was performed on Intel/Haggle human mobility dataset, where 36 people were tagged
with short-range Bluetooth devices logging the starting time and duration of pairwise contacts
for over 6 days [Scott et al.,2006]]. The analysis has also shown that the nodes spend an average
of 60% of time isolated from other nodes with a minimum isolation time of 37%, which means
that there is no need for the nodes to stay awake during these intervals. The median duration
of encounter falls into 600s - 1200s interval. The median contact duration does not depend
strongly on time of day, except a short interval in the second half of the day. Human activity
patterns have also been analyzed and used in the context of SAPHE assisted living project by

BT [SAPHE-Project, 2008|]. The system envisaged in the project captured the human activity
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Figure 4.2: Histogram of badger activity

patterns to identify emerging health problems and abnormal situations.

Figure {.2] shows periodic patterns in the mobility of wildlife badgers. The badgers have
been tagged with active RFID tags and their physical presence was registered by multiple RFID
readers deployed in the Wytham Woods, Oxford. Figure shows the probability of a badger
being in a physical range within one of the RFID readers depending on a time of dayﬂ It
shows a pattern, where badgers are most active during the night and rarely come out during the
day. The pattern has two large peaks with several small peaks repeating every day. According
to zoologists the activity pattern depends on various factors including the light levels, micro-
climate and season. This analysis showed examples of strong periodic patterns in human and
animal mobility that could be exploited for link scheduling.

In this chapter we investigate whether it is possible to exploit long term periodic patterns
in the node mobility. While temporal patterns might be quite complex, we consider the sim-
plest case, when the connection patterns between the nodes have some hourly variations but are
stable in the long term. The exploitation of these patterns can be used for a dynamic resource
scheduling in a number of scenarios. For example, a wireless node attached to a badger might
need to periodically contact a fixed base station located at the burrow entrance to upload col-
lected data. As seen from the example scenario on Figure [4.2]the best time to contact a home
base station is at night, when the probability of contacting a base station is the highest. The
node can therefore optimise its duty cycle to look for a base station during certain hours of the
night, rather than continuously throughout a day. In another scenario, wireless nodes on the
badgers need to communicate with each other to relay information to a base station in a multi-

hop manner [Vahdat and Becker, 2000]. As the mobility of nodes exhibits a certain pattern the

'The data set will be described in more detail in Chapter (Deployment)
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nodes could tune their wake up schedule depending on that pattern. These scenarios show that
the knowledge of temporal patterns have a potential of reducing the power consumption. The
rest of the chapter will contain a description of an approach to exploit these patterns aimed at

reducing the duty cycle of the radio.

4.3 Problem Formulation

The goal of the approach is to devise a simple adaptive algorithm to control the scanning rate
that reduces the node’s power consumption while maintaining the number of successful en-
counters. The approach is based on the intuition that a high scanning rate will guarantee quick
discovery of mobile nodes but will waste energy, especially in situations, where no encounters
are likely to occur. On the other hand, a low scanning rate can miss many important contacts.
Intuitively, to detect more encounters, a node needs to sample more frequently when more
encounters are expected. Similarly, the node should avoid scanning when no encounters are
expected (e.g., during a day, for some animals). Thus it seems natural to formulate the problem

as a minimizing the power consumption while maintaining the number of successful encounters:

minz d; st. R= Z FE; xd; “4.1)

Where FE; is the number of detected encounters in timeslot ¢, d; a duty cycle at time i. The
available energy has to be allocated in such a way, so as to maximize the number of successful
encounters. The frequencies of encounters p; in each timeslot depends on time and are not
known in advance.

This formulation of the problem, however, leaves open the question on how the energy
budget has to be actually allocated. Let us consider the budget allocation problem in the exam-
ple scenario.

Budget Allocation Example

Consider example network activity graphs taken and MIT Reality Mining traces (Fig-
ure [4.3). These traces were collected using 96 people carrying Bluetooth mobile phones over a
duration of 292 days. The phones were programmed to register the opportunistic sightings of
other phones and therefore reflect the daily activity patterns of humans over extended period of
time. The graphs show the probability of an encounter between any two nodes in the network
depending on time of day for each trace respectively. As we see there is a clear pattern, which

shows that the encounter probability depends on time of da

2More details about each of the traces are available in Section (Evaluation).
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Figure 4.3: Distribution of activity by time (MIT dataset).

To maximize the number of detected encounters, for instance, a mobile node could be
trained to wake up between 7am and Spm (Figure 4.3)), when the probability of contact is the
highest and, occasionally, try other timeslots to detect any potential changes. Alternatively,
the node can pick a timeslot with probability proportional to the height of the peak. Thus, the
highest peak would be more likely to be chosen, but if there are several peaks, they will be
all equally likely to be chosen. Finally, it could be trained to spread the load to all time slots,
but adjusting a duty cycle proportionally to the height of the peak, thus spreading risk evenly

throughout a day.

In uncertain environments, exact prediction can be a difficult task, which could be ap-
proached by using various methods including time series analysis and other prediction tech-
niques. The major problem with prediction-based techniques is that getting high-resolution
data is expensive. In other words, optimal control of a duty cycle requires knowledge about ac-
tual node arrival patterns. However, getting this high-resolution data about node arrival patterns
requires a node to work at a very high duty cycle. This, in turn, negates the purpose of duty

cycle control.

An alternative to prediction-based techniques is reinforcement learning. With respect to
prediction techniques, reinforcement learning does not try to predict the parameters of the
environment, but uses the input from the environment to directly control the actions of an

agent [Kaelbling et al., [1996].
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Figure 4.4: Reinforcement learning. The agent perceives an environment through signals 5;,

takes an action A; and receives a reward R;.

The next section introduces reinforcement learning framework, the model behind the idea,

and the possible solution strategies.

4.4 Reinforcement Learning Framework

Reinforcement learning [Kaelbling et al.l [1996] provides a formal framework for describing
and solving our problem. Reinforcement learning algorithms try to learn by themselves in a
trial-and-error fashion by iterating through all possible options and remembering the best ones.
A reinforcement learning framework is particularly suitable to our problem because it naturally
considers a trade-off between exploration and exploitation phases. It has been successfully
applied to problems in operations research, control and robotics. In this section we will present
a short overview necessary to understand our approach. A detailed review of the reinforcement
problem is given in [Kaelbling et al.,|1996]] and [Sutton and Barto, |1998]].

In Reinforcement learning an agent learns by trial and error by remembering the best
actions. The environment is presented as a set of states, s; € S xT and the agent can take a finite
number of actions, a € A (i.e., sleep or stay awake). An agent observes the current state and
selects the best response a;. The environment responds with a certain reward R : A x S — R,
which depends on the current environment state and the agent’s action. The goal of an agent is
to maximize the reward by learning the optimal policy p € P. The policy is a mapping between

states and actions to take and can be calculated using various learning algorithms.

4.4.1 K-armed Bandit Problem

The bandit problem is a classical problem in decision theory originally introduced by [Robbins),
1952]. The bandit problem has received much attention because it models the trade-off between
exploration (trying to find the best arm) and exploitation (selecting the arm, which is believed
to be the best) in a learning agent. Each arm of the machine when pulled, produces a certain

amount of reward, and pulling an arm costs a coin. The goal of the gambler is to identify the
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best strategy of trying different arms to maximize the total reward.

More formally, a k-armed bandit problem can be described as a set of distributions
B = (Ry, R2, Rs...Ry), where each distribution R; represents each arm of the bandit.
(w1, ph2, p3...pux) are the mean values of reward distributions. The goal is to maximize the
total reward. The bandit problem is formally equivalent to one-state Markov Decision Process.
The crux of the multi-armed bandit problem is that the probability distributions of rewards for
each arm have unknown distribution. If a gambler finds an arm, which gives a certain (positive)
reward, shall it stick to current arm or try other options at extra cost?

The examples of k-armed bandit problem include clinical trials, where several different
drugs need to be compared while minimizing the patient loss. A fixed allocation would allocate
each drug to a fixed groups of people for the entire duration of a trial. In an adaptive allocation,
a drug is allocated depending on the success rate, the patients are switched to better drugs
continuously during the trial.

There is a range of solutions to this problem, starting from formally justified techniques
to more intuitive ad-hoc techniques. We restrict our techniques on the simple methods, which
have shown to perform well in other problems domains.

The formal based techniques include dynamic programming approach, Gittins allocation
indices [Gittins, [1979]] and learning automata [Sutton and Bartol |1998]]. Gittins allocation in-
dices assign an index value to each arm of the bandit. Pulling an arm with a maximum index
value provably guarantees a maximum reward. The index values are independent for each arm
of the bandit. The learning automata is a method from adaptive control theory and presents a
k-armed bandit problem as a finite state automaton. The problem representation as finite state
machines is not always convenient, although leads to near optimal results. The formal tech-
niques are based on the assumption that the environment is stationary and the probabilities of
reward do not change over time. In reality, the environment is not stationary and gradually
changes over time.

Ad hoc techniques such as random picking, e-greedy, softmax, optimism in the face of un-
certainty and interval based approaches are much more intuitive but are not formally justified.
In e-greedy the agent picks an arm with the highest expected reward and tries other arms ran-
domly, with probability e. In softmax, the probability of selecting an arm is proportional to the
expected reward. In randomized strategy, which is the most basic strategy, the agent picks an
arm randomly. In the optimism under uncertainty technique, the agent optimistically explores
possible options until they prove to be negative by experience.

In the following section we describe our problem in terms of k-armed bandit problem and
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investigate the effect of various strategies.

4.4.2 Model

We now introduce the formal model behind the approach. We divide time into d days and each
day into IV timeslots. At each timeslot ¢, an agent observes a reward er(d, t), which is a number

of encounters in timeslot ¢ and adjusts its duty cycle DC'(d, t) accordingly.

The number of encounters at each timeslot is estimated using an exponentially weighted

moving average (EWMA) filter by taking into account the measurements from previous days:

er(d,t) =r(d,t) xa+er(d—1,t) (1 —a) (4.2)

Where r(d, t) is the number of encounters observed in the current day. er(d — 1,t) is the pre-
vious value of the number of estimated encounters. The weight assigned to past measurements
(1 — «) depends on how responsive the node has to be to changes in node arrival patterns. High
values of o put more weight to recent measurements and make an algorithm more responsive to
seasonal changes. Low values of oz make an algorithm more robust to noise, but less responsive

to seasonal changes.

The duty cycle at timeslot ¢ is proportional to the expected number of encounters in that
timeslot:
er(d,t)

DC(d,t) = DCyppag —o————
(@2) S er(d,q)

4.3)

Where DC,q, is a target duty cycle. If there are several peak hours during a day, the
budget will be spread evenly among all peaks. During quiet times the node continues to sample
the environment but with lower frequency. If a value of a duty cycle for a timeslot is below a
certain threshold, it keeps exploring that timeslot with a small fraction of the target duty cycle
DCpaz- On the first day, when information about expected encounters is unavailable, the duty
cycle is spread uniformly across all timeslots. Our evaluation will show how effective this

technique is with respect to static or random approaches.

Learning the environment accurately would require the node to stay awake all the time,
which contradicts the goal of saving energy, in other words, learning is expensive. The approach
we develop, balances the exploration (learning) and exploitation costs. We now describe the
strategies that could be used to adapt the node’s duty cycle and a random strategy, which we

will use as baseline for the evaluation (Chapter [6).
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4.4.3 Strategies
4.4.3.1 Random

In a random strategy (which we use for comparison) the node spreads its energy budget evenly
throughout a day, i.e., it sends beacons with a certain fixed interval. The strategy is equivalent
to normal asynchronous wake-up scheduling with fixed duty cycle, so would not require addi-
tional implementation. The obvious problem with the random strategy is that a node will waste

resources when there are no nodes around. This will become evident in our evaluation.

4.4.3.2 Greedy

In a pure greedy strategy, a node always selects the best known timeslot. During this timeslot a
node spends all its daily budget. The problem with a greedy strategy is that it can converge too
early on suboptimal solution [Kaelbling et al.,|1996] without finding for an optimal solution.
e-Greedy is a popular and simple strategy for solving the k-armed bandit problems was
first introduced by [Robbins| [1952]]. In this strategy, a node selects the greedy action, but also
explores other choices with a probability €. This guarantees that the nodes always invest a
certain amount of resources in learning about the environment. A variation of this strategy,
called GreedyMix [[Cesa-Bianchi and Fischer, [1998]], starts with relatively high £ and decreases
focusing on exploitation phase as the agent gathers more information about the environment.
Other variations of e-greedy strategy exist but we focus on the standard e-greedy to cope with

slowly changing environment.

4.4.3.3 Boltzmann exploration

In Boltzmann exploration the selection of a timeslot a depends on its expected reward ER(a).
The advantage is that better timeslots have higher chances of being explored. The reward has

the following distribution:

eer(d,t) ) /T

Pla) = S e @D/T

(4.4)

The probability of choosing an action a is proportional to exponent raised to the power
of expected reward ER(a) normalized by sum of exponents over all actions. The Boltzmann
exploration is a probability matching method, because it chooses an arm depending on the
optimality of the arm.

The parameter 7' is referred to as temperature of the system (in a metaphorical way). The
temperature parameter sets a trade-off between exploitation and exploration. The low tem-
perature values will encourage greedy behaviour, whereas high temperature will force more

exploration. Also known as softmax, the probability of choosing will depend on the past his-
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tory. A variation of Boltzmann exploration with decreasing temperature exists, which starts

with higher exploration and focuses on exploitation phase [|Cesa-Bianchi and Fischer, [ 1998]].

4.4.3.4 Balanced

The balanced strategy is based on the idea that the node should not bet on any single arm, but
spread its risk to all arms depending on the arm’s optimality. In a balanced strategy we propose
to dynamically adjust the node’s duty cycle proportionally to an expected reward. Therefore
the node does not commit to any timeslot, but spreads its energy proportionally to the expected

reward. The node sets its duty cycle according the following rule:

er(d,t)
Sy er(d, i)

In the next two subsections we will apply our model to two scenarios progressively more

mobile. The first contains a fixed base station, which is monitoring several mobile objects and

the second contains only mobile objects.

4.5 Node Discovery Protocol for Partially Mobile Networks

In this section we present an algorithm for adaptive node discovery, which uses the presented
approach. The daily budget assignment could be performed by the application, depending on
the known energy availability: for example in the scenario we envisage, it is very clear how big
the batteries can be and how long the zoologists want them to last for, therefore the daily budget
can be inferred.

Application Scenario

The scenario in the introduction chapter described a network consisting of mobile tags
attached to wildlife animals. In that scenario, the small animals, such as badgers are tagged
with small sensors, which collect environmental information. The sensor nodes are generating
readings periodically and store it in a local flash storage. The goal was to collect all information
from the tags in the most energy efficient way.

In this subsection, we simplify this scenario by relying on fixed sinks to detect and collect
information from the mobile tags. A number of static base stations (sinks) nodes are positioned
in the forest for data collection when badgers come in communication range (Figure .5)). Biol-
ogists gather the data from the sinks every now and then while passing through the forest. This
scenario captures the typical requirements present in many wildlife tracking applications. Sim-
ilar requirements, for example exist in Autonomous Habitat Monitoring project [Naumowicz
et al., 2008]), where a sink needs to detect tagged birds in communication range to download

data.
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Figure 4.5: Example scenario. The sensors are used to track badgers in the forest.

By making this simplification, we shift the power consumption from the resource con-
strained tags to the fixed sinks. The important issue in this scenario is that badgers are quite
small animals so the tags cannot be very large. As animal trapping and tagging is a labour
intensive activity the sensors should be made to last as much as possible. The sinks have larger
but also limited batteries.

We now describe a method for duty cycling sinks, while enabling them to detect and com-

municate with the tags in the most efficient way.

4.6 Protocol

1. The sink starts by following a random strategy, i.e., spreads its duty cycle equally in each
timeslot. As it discovers new nodes it dynamically readjusts its budget according to the

following steps.

2. Once discovered, the nodes remain synchronized for the duration of an encounter. Short
term synchronization is possible with built-in timers without the need of globally syn-
chronized clocks. As long as there is at least one node in range, the node sends periodic

keep-alive messages every Tjcepalive SECONAS.

3. If a node does not hear from a neighbour for 7.;;r. seconds, it assumes an encounter is

terminated and increments the timeslot counter.

Cy=Cy+ 1.
4. At the end of each day a node updates its timeslot counters
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Mt = Ct *04+Mt * (1 - Oé),t = 0--Nslots~

Where M; is an estimated encounter frequency at timeslot ¢ and CY is the actual number
of encounters in timeslot ¢ registered during current day. The node then resets the daily

counters Cj.

5. At the beginning of the current timeslot (7), a node sets a beacon rate to be:

- M ___ B
Fbeacon >, M Epeacon”

Where B is a daily energy budget, Fpyeqcon 1S an amount of energy required to scan the
neighbourhood. The node converts the beacon frequency into interval time between bea-

cons

Tbeacon == 1/Fbeacon-

If the duration of this period is longer than the timeslot duration Ty;,es101, the node bea-
cons with a probability p = % The node then schedules the next wake up by
the beginning of the next timeslot. The node has preconfigured minimum and maximum
beacon rates Fi,,;, and F},4.. The minimum beacon rate is needed to guarantee a certain

level of exploration, even when no discovery is expected. The maximum beacon rate

limits the amount of energy a node spends in one timeslot.

The protocol will be evaluated in the Evaluation (Chapter 5).

4.7 Fully Mobile Extension

In this section, we describe the application of an approach to multi-hop wireless sensor net-
works, where all the mobile nodes need to discover each other. This could be useful in a
number of situations, where placing of static sinks is not desirable or possible. Some animals,
such as seals, do not have fixed habitat and migrate long distances depending on season. All

nodes are assumed to have the same power budget.

4.7.1 Basic Version

In the basic version each node follows an adaptive (balanced) duty cycling strategy developed
in the previous section. Each node monitors the surrounding activity and adjusts its duty cycle

to the busiest timeslots.

4.7.2 Experimental Version

In the basic version the node adapts its duty cycling depending on the surrounding activity. In
the experimental version the node adapts its duty cycling towards meeting specific nodes in the

network. For example, the nodes might tune their duty cycling towards meeting a sink only. In
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this case, they have observe the sink’s activity as opposed to overall surrounding activity. In
another example, the nodes from different social groups might tune their duty cycling towards
their respective group leaders only. The latter option actively changes the network structure
by keeping the frequent or regular communication links and excluding less frequent or regular
links between the group members.

The experimental version keeps statistics for each individual node in the network. A node
then aggregates the statistics of all nodes it is interested in meeting and calculates a duty cycle

using a balanced strategy. Thus, the steps 3, 4 and 5 are different from the basic version.

1. The node starts by following a random strategy, i.e., spreads its duty cycle equally in each
timeslot. As it discovers new nodes it dynamically reajusts its budget according to the

following steps.

2. Once discovered, the nodes remain synchronized for a duration of an encounter. Short
term synchronization is possible with built-in timers without the need of globally syn-
chronized clocks. As long as there is at least one node in range, the node sends periodic

keep-alive messages every Tycepalive SECONAS.

3. If a node does not hear from a neighbour for T¢;pi-. seconds, it assumes an encounter
is terminated and increments the timeslot counter. The node keeps counters for each

individual node in the network.

Ciﬂg = C@t + 1.

4. At the end of each day a node updates its timeslot counters
Mi,t = C@t * Qo+ Mi,t * (1 — Oz),t = 0..Ngots-

Where M; ; is an estimated encounter frequency at timeslot # and C; ; is the actual number
of encounters in timeslot ¢ registered during current day. The node then resets the daily

counters C 4.

5. At the beginning of the current timeslot (), a node sets a beacon rate to be:

2 _ Miest B
beacon = SN, Bheqcon

When calculating the beacon frequency, the node only aggregates the statics of the nodes

it is interested in meeting (i € S).

Tbeacon = 1/Fbeacon-
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4.8 Interaction with Micro-level Protocol

In this section we describe the interaction of macro and micro level protocols. The adaptive duty
cycling is applied as adaptive parameter changing for MACron protocol, namely changing the
beacon frequency of underlying medium access protocol. We now describe the configuration of

lower level micro-level protocol for partially mobile and mobile scenarios.

In the partially mobile scenario, the main goal of MAC configuration is to shift the commu-
nication load from resource constrained tags to more resource rich static sinks. Specifically, we
show the MACron configuration for this setting. The MACron protocol introduced in Chapter 3]
duty cycles the nodes asynchronously, independently of each other. In the default configuration,
all nodes are allowed to beacon and therefore consume energy for node discovery. In our sce-
nario, given that mobile nodes have to operate for as long as possible, we configure the mobile
nodes to operate at the lowest possible duty cycle, where the only task they perform is periodic
carrier sensing. The lower bound of tag’s duty cycle is defined by the carrier sensing check
interval:

Diobite = %

At Teoneck_interval = 38, Dmin 18 0.3%, providing theoretically 4.7 month of operation on
a coin batter With this configuration, the only way to increase tag’s lifetime is to either
increase check interval, or use larger battery, which is undesirable as it would increase the size

and weight of the tag.

The sinks are configured to send beacons to advertise their locations and discover mobile
tags. The beacon transmission (scanning) has to be long enough to wake-up a mobile nodes with
communication range. Mobile nodes have to reply to a beacon by sending an acknowledgment.
The lower bound of sinks’ duty cycle is defined by the beacon frequency. The sink’s duty cycle

is therefore:

teheck interval
T _beacon_interval

Dsink =
At Theacon_interval = 300s, the sink’s duty cycle is 1.2% and the approximate lifetime is 3.7

months on AA batteryﬂ

It is apparent that the sink lifetime is also limited because the communication load is
shifted to the sinks, even though the sinks have larger batteries. Taking into account large

number of sinks in the forest, it becomes important to optimize the sink’s energy consumption.

3CR2450 coin battery, 3V, 610mAh.
4 Alkaline battery, 2x1.5V, 2100mAh.
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4.9 Implementation

We implemented the presented protocols in TinyOS-2 [Levis, |[2006]. The protocol for partially-
mobile networks has been implemented to control the power of RFID readers connected to
sensor nodes. The protocol adaptively controls the power to energy intensive RFID readers and
controls the amount of awake and sleep time depending on activity. The protocol for fully-
mobile networks has been implemented to adaptively control the scanning frequency of the
short range radio on the sensor node. More details on the RFID related implementation as well

as the system overview will be presented in Chapter [7}

The implementation uses a discovery module, which keeps daily statistics of encounters
and consults the above application in order to decide on the optimal duty cycle for a current
timeslot. The implementation takes 16232 bytes of ROM and 2016 bytes of RAM (not counting

message arrays and micro-level implementation).

The node stores statistics in a uint32_t model[ TIMESLOTS] array and current daily statis-
tics in a separate uint32_t ¢ array. TIMESLOTS parameter is defined at compile time. The
application sets a daily budget using a setBudget(uint32_t budget) call during initialization pro-
cedure. Every time a node discovers or hears from another node it calls an encounter() function,

which logs the time of contact.

An application can request a recommended duty cycle by calling getDutyCycle() function.
A duty cycle indicates the proportion of daily budget an application can spend in the current
timeslot. An application then converts the recommended duty cycle value into a discovery
beacon period. If the resulting beacon period is longer than the timeslot duration, the node
beacons with a probability proportional to beacon period and schedules next wake up at the

beginning of next timeslot.

Table 4.1: Duty cycle APL

Function Description

void reset reset model

void setBudget (uintl6_t) sets daily budget

uintlé6_t getBudget () retrieves a daily budget

void encounter () registers a successful encounter
uintl6_t getDutyCycle () get recommended duty cycle
based on the model
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Figure 4.6: Implementation architecture.

4.10 Related Work

This section contains relevant work on application of machine learning in sensor networks.

In this subsection, we review the state of the art in using machine learning and stochastic
methods for wireless sensor networks. There is a growing interest in applying machine learning
techniques for sensor network applications. The machine learning techniques can be applied
for high-level information extraction, which can be done locally, without sending the data to the
base station. Since many real world phenomena, such as temperature or humidity are spatially
and temporally correlated, there is a potential for reducing the raw data traffic by using machine
learning techniques, which observe patterns and only report changes in the environment. [|Chu
et al., 2006]] propose a data collection technique, which exploits spatial correlations between
the nodes in the network. The nodes use relatively simple models to detect and report changes
in the environment. [Herbert et al., 2007] propose an information collection technique using
an ARIMA time series model [Box and Jenkins, |1994] to exploits temporal correlations in the
environment. In the approach, both sink and deployed sensors model incoming sensor data
using an ARIMA model, and communicate only if the new data does not match the prediction,
which reduces data traffic in the network. The performance of these approaches depend on the
selection of the correct model, which is able to describe the data and correctly parameterizing
this model. Both model selection and parameterizing tasks are computationally complex and

require estimating the model against a variety of estimators.

Machine learning techniques have been used to detect outliers in the raw streams of sen-
sor data. The problem arises when data contains missing or extreme values, in which case the
sensor needs to recognize whether the extreme value occured due to a fault in the equipment
or structural change in the environment, which needs to be reported. The outlier detection is

typically used to either suppress such extreme values or detect them. In the first case, the outlier
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detection methods help clean the data due to hardware faults, the second helps detect unusual
or rare events in the massive amount of data and is used in intrusion detection systems, anomaly
detection and diagnostic systems. As outliers are very unusual events, statistical generalizing is
hard or impossible, therefore most methods rely on heuristics. These heuristics fall into unsu-
pervised and supervised category and are usually done offline, on a centralized powerful work
station. Machine learning tehniques have been used to move this task onto sensors, to reduce
data traffic and make sensors report unusual events only. [Branch et al., [2006]] develop an in-
network method for outlier detection in wireless sensor network. The sensors are automatically
generating a model based on the data and sends the model parameters instead of raw data to a
gateway. The incoming data queries are executed by the gateway and run against the statistical
model.

Machine learning has also been applied for a variety of wireless sensor network tasks
such as link quality prediction [Wang et al., 2005]], routing optimization [Wang et al., 2006],
broadcast optimization [[Colagrosso, 2007], MAC protocols [Liu and Elhanany, 2006][Stone
and Colagrossol, 2007]], localization and location tracking [Pan et al.l |2007]. Wireless sensors
are typically very resource constrained, in terms of operating memory and processing power,
which means the applications of machine learning has to be restricted to very simple algorithms.

[Jain et al., | 2004] use oracles in their delay-tolerant networking (DTN) framework to ag-
gregate statistics of contacts. [Jun et al.,2006] use oracles for hierarchical power management
in DTN nodes. In this protocol, we use an oracle, which identifies and uses temporal patterns
in the node encounters. We assume that the temporal patterns are stationary or slowly varying.

Mainland et al.|[2005]] propose a machine learning based approach for adaptive resource al-
location for sensor networks. The approach dynamically schedules sensor activity. The sensors
are modeled as self-interested agents that try to maximize their profit and a simulation based
evaluation is presented. We similarly adjust the detection nodes schedules dynamically, how-
ever, the nodes are learning and exploiting long-term periodic patterns to spread daily budget
according to expected activity. We also integrate this in an heterogeneous network deployment
and present a real evaluation of the system.

[Hsu et al., 2006] use a simple learning approach to adapt node’s duty cycling for energy
harvesting systems. They note that the energy harvesting system, such as solar battery have a
temporal profile, which reaches a peak during the day and drops to zero at night. They adapt
node’s duty cycling for this temporal profile, so that the node does not consume more energy
than was generated during the day.

In [Wang et al.,|2006] the offline learning algorithm is used to learn link quality informa-

75



tion and optimize routing protocols. The authors then propose a new protocol, which uses link
quality metrics calculated using a learning algorithm. The authors state that the new link qual-
ity metrics works in situations where ETX approach fails. BoostMAC [Stone and Colagrossol
2007] uses learning techniques to learn the wake up times of neighbouring nodes to reduce the
expensive extended preamble duration. The idea is similar to [El-Hoiydi and Decotignie, [2004],

which also used simple learning technique to predict the wake-up times of neighbour nodes.

4.11 Summary

We have presented a macro-level approach for adaptive duty cycling in mobile wireless sensor
networks. We first have demonstrated the presence of temporal cycles in the human and animal
mobility by analyzing the real mobility traces from both publicly available and our own data
sets. The examples show that the probability of a node meeting another node strongly depends
on a time of day, a fact, which we exploit for dynamic duty cycling. We then proposed an
approach, which learns the temporal patterns in the node mobility and uses this information to
dynamically schedule the power budget of nodes. Under this approach, the node spends most
energy only when the encounters are expected (exploitation) and sleeps the rest of the time. To
make an approach adaptive for potential changes in mobility pattern, an approach also spends
a certain amount of resources into exploration of inactive time slots. The approach uses simple
techniques from reinforcement learning to balance between exploration and exploitation of the
environment. Finally, we have shown through implementation on real Tmote sky nodes that
the approach is suitable for resource constrained sensor nodes. We report the evaluation of the

protocol in Chapter|[6|and Chapter [7](Deployment).
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Chapter 5

Evaluation of Micro-level Scheduling

We have now described our two layer duty cycling approach. We now evaluate the performance
of the different layers with a mixture of real testbed measurements and simulations.

In this section we evaluate MACron protocol described in Chapter experimentally
through measurements on a real testbed. Our aim is to demonstrate the protocol performance in
real settings for typical mobile wireless sensor network applications such as data transfer and
data dissemination. We present the results of measurements in a small indoor testbed consisting

of 6 Tmote Sky sensor nodes for unicast and broadcast data transmission.

5.1 Experimental Setup

We have tested our implementation in an indoor testbed consisting of 6 Tmote Sky [MotelV},
2006] sensor nodes. Tmote Sky sensor nodes are based on low power 8Mhz TI MSP430 micro-
controller and contain 10kB RAM, 48kB of program flash and 1MB of data memory. TI MSP
430 is an ultra-low power 16-bit RISC microcontroller with a processing performance of 16
RISC MIPS. The microcontroller has 6 low power modes [5.1| with power consumption ranging
from 340uA in fully active mode (AM) to 0.1uA in sleep mode (LPM4). Depending on the
current LPM mode the microcontroller can be woken up by a timer (LPM-X) or an external
interrupt (LPM4). The operating system puts the microcontroller to sleep automatically when
the task queue becomes empty. There is no explicit command in the implementation to put the
microcontroller into low power mode. The radio as well as other components have to be turned
off explicitly.

The sensor nodes are equipped with CC2420 802.15.4 [TexasInstruments}, [2008]] compat-
ible packet-based radio transceiver operating in 2.4Ghz ISM band. The radio uses a direct
sequence spread spectrum (DSSS) radio and provides a transmission rate of 250kbs. The radio
has four main states: transmitting, receiving, idle and power down. The energy consumption of

all four states are presented in Table[5.2]



Table 5.1: MSP430 Operating Modes

Mode CPU MCLCK SMCLK ACLK DCO Currentat 1IMhz, 3.3V

AM ON ON ON ON ON 340uA
LPMO OFF OFF ON ON ON 70uA
LPM1 OFF OFF ON ON OFF -
LPM2 OFF OFF OFF ON OFF 17uA
LPM3 OFF OFF OFF ON OFF 2uA
LPM4 OFF OFF OFF OFF OFF  0.1IuA

Table 5.2: CC2420 power consumption

State Power Consumption

transmit, P = 0dBm (max) 17.4mA
transmit, P = -25dBm (min) 8.5mA

receive 19.7mA
idle mode 426 A
power down 20pnA

5.1.1 Description of a Protocol Used for Comparison

Even though there is a plethora of MAC protocols for wireless sensor network, there is no sin-
gle protocol accepted as standard. This is in contrast to, for example, Wi-Fi networks, where
802.11 is a universal standard for many types of applications. The energy-efficient MAC pro-
tocols have to minimize the awake time of the nodes. As we argued, uncertainty is a major
factor for higher power consumption. The uncertainty of packet arrival, for example, makes
the node to wake up periodically and check for a transmission in a channel. The cross layer
integration, essentially means that application or domain knowledge (such as topology, latency
or traffic patterns) can be used to reduce uncertainty at the MAC layer by incorporating this
knowledge into the MAC layer in the form of rules. Eventually, this means that in scenarios,
where performance is important, the MAC protocol has to be tightly integrated and dependent
upon specific application requirements.

As already mentioned in Chapter 3, among the number of protocols suitable for mobile
scenarios we can identify BMAC [Polastre et al., 2004] and X-MAC [Buettner et al., 2006].
BMAC is essentially a low power listening protocol with a flexible API on top. The API allows
to change the protocol parameters such as enabling and disabling of acknowledgements, CCA
modes, setting CSMA backoffs and carrier check intervals and preamble lengths. X-MAC is

a more recent protocol, which uses a number of optimization techniques. We have selected
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X-MAC for comparison as we consider it one of the most efficient.

X-MAC uses a sequence of short packets sent back-to-back to wake up a receiver. Upon
discovering a transmission a receiver sends an ack to the sender causing it to stop transmission,
thus saving both sender’s and receiver’s energy. The X-MAC also uses an address recognition
function, so the nodes do not spend energy overhearing transmissions destined to other nodes.
These features allow X-MAC to keep duty cycle low even in densely packed environments. The
weakness of X-MAC is that sender’s duty cycle is relatively high as it still needs to transmit on
average half a preamble to wake up a receiver. Another weakness is that it is not suited to
broadcast applications as the transmitter is always stopped by the node, which first detects a
transmission. The original X-MAC protocol was implemented for MantisOS operating system
[Bhatti et al., January 2005]]. We implemented X-MAC for TinyOS for Tmote Sky sensor nodes
and used it for comparison with our protocol. The protocol was implemented using hardware

acknowledgements supported by CC2420 radio.

We do not compare with the default MAC protocol implemented in TinyOS. The default
MAC is a contention based protocol and does not include any power saving mechanisms. The
power consumption of default MAC is always at the constant level regardless of existence or

amount of the communication traffic.

5.1.2 The Protocol Parameters

The nodes were configured to turn on the radio for an average of 7.2ms, which includes the
time to stabilize an oscillator, enable the radio and evaluate RSSI. The RSSI is evaluated by
averaging it over 8 symbol periods (128uS) by CC2420 radio. The default interval between
carrier checks was set to 784ms and was the same for both protocols. The minimum duration
a preamble was set to compensate for a maximum residual error in skew estimation algorithm.

This error was calculated based on measurements described in Section

While duty cycling, the radio was put into power down mode (See Table [5.I) between
carrier check intervals. The startup time from power down mode is longer than in idle mode,
due to the need to enable voltage regulator and stabilize an oscillator but it has the lowest power
consumption. To avoid potential interference with other sources of 2.4Ghz band traffic such as
802.11 and Bluetooth the measurements were done on channel 26, which does not overlap with
802.11b/g/n spectrum[Petrova et al.,[2007|]. The transciever power level was set to a maximum

of 0OdBm.
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5.1.3 Metrics

The primary metric for comparison was the power consumption used for radio communication.
We ignore the power consumption related to CPU, Flash memory and other components, as
we focus on the power consumption of the radio only. As shown by previous research, radio
accounts for the largest share of total energy consumption in wireless monitoring applications
[Sohrabi et al., 2000, |Pottie and Kaiser, 2000, Doherty et al., 2001} [Raghunathan et al., 2002].
We measure the effective node duty cycle as percentage of time the radio spends in active
state. The total time in active state consisted of channel sampling, receiving and transmitting
the messages. It also includes the time needed to turn on and stablize an oscillator. The node
keeps track of total active time by maintaining a special 32 bit variable. The variable is updated

every time the node disables the radio and reported via serial port at the end of an experiment.

5.2 Unicast Transmission Experiment

All the nodes were arranged in a star topology with a receiver in the centre (Figure [5.1)). For
this experiment we generated a light traffic, typical for long-lived applications. Each node
was configured to send 80 byte packets to a receiver every 5 seconds. To avoid collisions the
nodes were booted at random times within 10 seconds. The experiment duration was set to 180
seconds, which means that each sender node generated approximately 36 messages.

To evaluate the protocol behaviour for different network densities we repeated the experi-
ment for number of senders from 1 to 5. The nodes keep track of their total active time and log
the results through USB port to a notebook at the end of each experiment. To avoid resource
conflicts over UART serial and radio module, which share the same bus, the nodes reported
results after the experiment finished, upon completely turning off the radio.

The result of experiment is shown on Figure As expected, the senders’ duty cycle
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Figure 5.2: a) Duty cycles of senders and receivers versus network density b) Average duty

cycle versus network density.

for MACron is significantly lower than that of X-MAC. Even though X-MAC receiver has the
ability to truncate the preamble by sending an ack, the senders still need to transmit on average
half a preamble to wake up a receiver. A MACron sender uses very short preambles to send
packets to the receiver, thus saving both senders and receiver’s energy. The sender’s duty cycle
grows slightly with increased network density because of occasional collisions. The receiver’s
power consumption for MACron protocol grows slowly with the network density. The power
consumption increases due to higher number of received packets.

Figure[5.2b|compares the average power consumption of MACron and X-MAC. The power
consumption of MACron is significantly lower over the entire range of network densities. The
nodes in MACron require up to 4 times less energy than X-MAC to transmit the same amount
of data. The experiment demonstrates that the use of on-demand synchronization allows to cut

transmission cCoSts.

5.3 Broadcast Transmission Experiment

In the previous experiment, we measured the power consumption for unicast traffic. Many pro-
tocols in delay tolerant networks use broadcast communication to simultaneously send packets
to all neighbours. Broadcast communication is useful in opportunistic networks, when the

nodes need to disseminate the packet to all nodes regardless of an actual address. Periodic
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Figure 5.3: Network topology for broadcast application.

broadcasting is used frequently, for example, by many routing protocols [[Vahdat and Becker,
2000]][Lindgren et al., 2003][Perkins and Royer, [1997] to distribute the link state information,
routing tables or presence updates.

In this experiment, we evaluated the effectiveness of preamble tracking feature for a simple
broadcast application. The MAC protocol has to be optimized for a broadcast traffic and keep
energy consumption low in high network densities. As in the previous experiment, the nodes
were arranged in a star topology but with a sender in the centre (Figure [5.3). The sender

transmitted a broadcast message to all nodes every 10 seconds.

5.3.1 Sender’s Power Consumption

Figure shows the duty cycle of sender and receiver nodes for X-MAC and MACron pro-
tocols. MACron sender synchronizes the nodes at the beginning of experiment and then uses
very short preambles to transmit packets. The receivers were configured to respond to sender
with acks.

X-MAC'’s sender is stopped early by the receiver preventing the rest of the nodes from
receiving the broadcast message. To succesfully transmit a broadcast message, a sender has to
transmit the same message individually to each recepient. Thus, the power consumption grows
linearly with network density. An alternative solution is to modify the X-MAC protocol to keep
transmitting preamble for the entire duration of check interval to wake up all nodes at once.
This would make the sender’s power stay constant, but would increase the receivers’ power

consumption leading to a similar result.

5.3.2 Receiver’s Power Consumption

The receivers showed the same duty cycle for both protocols. Receivers in X-MAC send an ack

as soon as they detect a transmission, without receiving an entire preamble. The receivers in
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Figure 5.4: a) Duty cycle of senders and receivers in a broadcast application b) Average duty

cycle in a broadcast application.

MACTron receive very short synchronized preambles, which keeps their duty cycle very low.

5.3.3 Average Power Consumption

Figure[5.4b|compares the average duty cycle of both protocols for broadcast application, which
demonstrates that MACron has power consumption at least 4 times lower than X-MAC for the
similar traffic.

The timestamp and schedule information impose a slight overhead on each packet (6
bytes). To increase precision, the packet timestamp is updated at the very last moment, when
the radio just begins transmission of a packet from the CC2420 transmission buffer. The field
has to be located at the end of the packet and there is a minimum packet length, so that transmis-
sion buffer does not underflow before the timestamp is written. The timestamping each packet
reduced the time uncertainty by 6 ms, which is the time it takes to transmit a packet from RAM

to CC2420 chip and depends on packet size.

5.4 Clock Skew Estimation

To evaluate the efficiency of the skew estimation algorithm (Section [3.2) we performed the
measurements to characterize the clock drift of the sensor nodes. The sensor node clocks are
sourced by default from internal MSP430 digital oscillator working at 8Mhz frequency. The

crystal frequency depends on the temperature, which is the result of clock offsets and skews for

83



a) Clock Offsets

b) Clock Offsets

650
|

700
|

600
L
600
L

550
L
500
L

400
L

Offset
ffset

500
L
300
L

450
L
200
L

100
L

400
L
0
L

Mote ID Mote ID

Figure 5.5: Clock offset measurement: a) indoors b) outdoors.
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Figure 5.6: Drift measurement for sensor nodes indoors.

each node. In the experiment, all the sensor nodes were connected to a USB hub and were send-
ing packets to a randomly selected sensor node for an hour every 5 seconds. The experiment
was first conducted indoors at a room temperature of 24°C. The experiment was repeated our-
doors at temperature 1°C. The temperature remained stable throughout each experiment. The
receiving node logged local and remote timestamps via serial interface to a workstation, which
logged the data to a text file. The dataset was then imported into R package, which calculated

the linear regression coefficients, average clock drift and residual errors.

Figure [5.5a shows the clock offsets between the sensor nodes over an hour. It shows that

the clock skew became as large as 650ms, which turned out to be much higher than documented
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Figure 5.7: Drift measurement for sensor nodes outdoors.

crystal precision (160ppm vs 50ppm). However, the clock offset can be precisely predicted
through linear regression. The residuals (Figure [5.6) appear to be normally distributed. The
maximum residual error never exceeded 1ms.

Figure [5.5b|shows the clock offsets for the experiment conducted outdoors with a different
ambient temperature. The clock skew was slightly larger (208ppm). Some values appear lower
than indoors, because the low temperature compensated faster crystals. The clock offset became
less predictable (Fig[5.7) with residual errors as high as 6ms for one of the nodes. The rest of
the nodes did change their frequency, but the residual errors stayed at the same level. As seen
from the experiment, the maximum residual error was 6ms. This values was used as duration

of wake-up tone in the protocol.

5.5 Schedule Exchange Extension

In this section we evaluate the performance of schedule exchange extension. We compare the
performance of a protocol with and without schedule exchange extension for unicast transmis-
sion scenario. All the nodes were arranged in a star topology with a receiver in the centre (Figure
[5.1). The nodes were booted at random times within 10 seconds. The nodes sent packets every

minute and the experiment duration was set to 20 mins. We expect the protocol with schedule
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Figure 5.8: Evaluation of Schedule Exchange Extension.

exchange extension to have lower transmission costs due to skew compensation feature and
fewer number of broadcasts.

The result of experiment is shown on Figure Figure shows the benefit of sched-
ule exchange extension. In the experiment, a node needed to send packets to a randomly chosen
node. In a protocol version without extension, each node needs to advertise its presence before
the packet exchange can begin. Advertising presence is much more expensive than sending a
message itself. With MACron (with extension), only one random node is required to advertise
its presence. Upon receiving a beacon, all nodes respond within a certain time window (60s),
after which the beaconing node pushes the list of neighbours to all nodes. This enables all nodes

to communicate directly without advertising their presence.

5.6 Summary

We have done extensive evaluation of MACron protocol through implementation on real sensor
nodes, and measurements on a testbed. We have implemented MACron in TinyOS for Tmote
Sky sensor nodes. We have shown through experiments the performance improvements over re-
cent LPL-based techniques such as X-MAC. For unicast transmissions, the power consumption
of MACron is up to 4 times lower than in X-MAC protocol. The power consumption does not
depend on network density for broadcast applications, as opposed to X-MAC. We have evalu-

ated a schedule exchange extension option and presented a scenario where it is more efficient.
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We have presented the results of local clock drift measurements both indoors and outdoors and
shown that the drift can be precisely approximated using recursive linear regression as indicated
by the normally distributed residuals (Figure[5.6] [5.7).

The next chapter will describe the evaluation of macro-level and more application oriented
duty cycling techniques, which allow the optimization of the power usage through the powering
off the devices for large periods of time when observation is not needed (e.g., for some animals

or individuals it might be during the night): this would allow additional power conservation.
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Chapter 6

Evaluation of Macro-level Scheduling

In the previous chapter we evaluated the performance of a micro-level approach, which intro-
duced a novel time-skew correction and schedule exchange features. In this chapter we present
the evaluation of macro-level scheduling approach presented in Chapter[d] The goal of evalua-
tion is to maintain network connectivity at less energy consumption. In order to evaluate this,
we conducted a number of experiments in Tossim simulator with several real and synthetic data
sets. We have also evaluated the implementation of the protocol reported in Chapter 4 through
small scale experiments.

The Chapter is structured as follows. In the first two sections we evaluate the
approach for partially-mobile wireless networks presented in Section d.5] In the next sections
(6.3] [6.4) we evaluate the approach for fully mobile wireless networks presented in Section
In each section we discuss the simulation settings and parameters used in evaluation. We
describe evaluation metrics and the datasets that we used for evaluation and reasons for choosing

them. Finally, Section[6.5] presents a critical summary of the evaluation.

6.1 Evaluation for Node Discovery Protocol for Partially Mobile

Wireless Networks

In this section we present the evaluation of the protocol for partially mobile wireless networks.
To evaluate our approach we used mobility traces to simulate movement of entities around our
sinks and evaluated how well the sinks were detecting the movement patterns, by optimizing on
their awake times.

The sinks were required to detect mobile tags whenever they got within the communication
range of the sinks. We measured the performance of a balanced algorithm and compared it with
the performance of two alternative strategies, such as e-greedy, Boltzmann exploration strategy.
The Random strategy, when the sink is spreading its budget evenly throughout the day is used

as a baseline.



6.1.1 Settings and Parameters

The evaluation was done by using the R [R Development Core Team, 2007] statistical package.
The package facilitates dealing with massive amounts of data, provides a number of statistical
functions and is available for free.

The duration of a timeslot was set to one hour. Shorter time slots allow more fine-grained
decisions but would have very high variance within each timeslot. Longer time slots have low
variance within a timeslot, but will lead to a more coarse-grained decisions. In the extreme case
a system would have two time slots (day/night modes). The hourly distributions are stored in a
vector r[1.. Ngots]. Each value is updated using EWMA filter as: 7, = "easured * & + Tn—1 *
(1 — ), with a chosen empirically as 0.75. The values are updated only for the active timeslot.

The sinks were given a daily budget of 600s, and needed to distribute their energy accord-
ing to the daily connectivity patterns. A more detailed sensitivity of the algorithm to various

budget settings will be presented in Section and Section

6.1.2 Metrics

We used the number of successfully detected encounters per scanning request as a primary
metric for evaluation. For partially mobile wireless networks, where tags only communicate
with the sink, this metric can be directly translated into message delivery rate for message

dissemination applications.

6.1.3 Dataset

Dartmouth Traces

We used the 802.11 mobility traces from Dartmouth campus [Kotz and Essien, 2005]]. As
many other campuses in the US, it was equipped with multiple 802.11 wireless access points
to provide wireless connectivity to notebook, PDA and mobile phone users. The authentication
of users was centralized and every 802.11 association/disassociation event was logged in the
traces. As these events reflect the physical proximity of a user to a base station, the traces
represent mobility of users within a campus.

For evaluation purposes we selected the busiest access points in the campus and analyzed
the traces for a one year period. The trace from a residential building contained 344187 as-
sociation entries and 307 unique clients (mobile nodes). The trace from an academic building
contained 12012 association entries and 527 unique clients.

We made a number of assumptions while using the traces. We assumed that an access
point served as a sink, which needed to detect mobile devices, that the mobile nodes are energy

constrained and perform periodic carrier sampling. We also assume that the access point is
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power constrained and needs to save power while being able to detect mobile nodes. In the
actual dataset, an energy was not an issue and the access point detected mobile nodes without
having to be duty cycled.

Student Traces

We have evaluated our approach on student RFID traces collected during the early tests
of RFID tracking system in the Computer Science Department, UCL. During the deployment,
4 people were asked to carry active RFID tags in their pockets or wallets for a duration of 5
days. As a result of an experiment we recorded high resolution raw data about the presence of
students in the department, which we used for evaluation.

Badger Traces

We have also evaluated our approach on badger traces collected during the system deploy-
ment in Wytham Woods (Oxford, UK). In the deployment 29 RFID readers were deployed in
the woods and tracked the location of 37 tagged badgers for several weeks. The RFID read-
ers have been powered on continuously EI and detected the presence of tagged badgers in the

communication range. More details about deployment will be presented in Chapter [7]

6.2 Simulation Results

6.2.1 Impact on Discovery Rate

In the first experiment we compared all four strategies for an access point (AP) located in resi-
dential building (Figure [6.1I). The strategies were described in Chapter 4 and include random,
e-greedy, Boltzmann and Balanced strategies. All adaptive strategies (Figure [6.2]) were able
to adapt to changing mobility patterns and showed significantly higher performance over sim-
ple random one. The e-greedy strategy performance turned out to be sensitive to exploration
rates. Low exploration rates showed better performance; the node learned to select the good
time slots and invested some resources into exploring other options. As the node spent more
resources into exploration, the performance was decreasing approaching that of a random strat-
egy, as expected. The balanced strategy showed the best performance due to dynamic trade-offs
between exploration and exploitation phases.

To evaluate how well all strategies adapt to changing arrival patterns we experimented
with the busiest AP located in an academic building. It has different and more dynamic arrival
patterns throughout the year depending a lot on the season (Figure [6.3). As we see on the
histogram, the distribution of encounters changes rapidly in the 3"¢ quarter and then returns to

normal in the 4** quarter. The sudden change could possibly be related to examination period,

"Except when the battery was changed
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Figure 6.1: Seasonal arrival patterns in the residential building. The activity level peaks at
midnight and slows down towards the morning hours. The arrival patterns are relatively similar

throughout a year.
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Figure 6.2: Comparison of various wake-up strategies.
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Figure 6.3: Seasonal arrival patterns in an academic building. The arrival pattern changes

depending on the season.

when students spend more nights in the labs.

As we see from Figure [6.4] the adaptive strategies performed differently in this set of
traces. As opposed to previous experiment, the e-greedy strategy performed worse than ran-
dom. We see that at high exploration rates the system adapted well to changes and showed
better results, while at low values, the system was very slow to adapt to seasonal changes and
sometime performed worse than random. The rapid increase in performance of all four in the
second half of the experiment can be explained by much higher load during that time, leading
all four strategies to detect more encounters. The balanced strategy managed to maintain a good

performance. It adapted quite well to changing traffic patterns.

To summarize, the balanced strategy showed the best overall result for both scenarios. It
allocated energy dynamically depending on the expected number of arrivals and adapted well
to changing arrival patterns. The e-greedy performance was very sensitive to exploration rates.
The optimal value of exploration rate depends on how dynamic system is, which can be difficult

to know in advance. Random and Boltzman performed robustly in all scenarios.
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Figure 6.4: Comparison of various wake-up strategies.

6.2.2 Evaluation on students

In this section we present the evaluation of a macro-level object tracking approach on a small
group of people carrying active RFID tags. The experiment was conducted in February 2008 in
the Computer Science Department, University College London. In the experiment, 4 students
were asked to carry active RFID tags in their pockets or wallets for a duration of 5 days. The
active tags had default configuration, where they sent beacons periodically every 2.5s with a
small random offset. The RFID reader was powered from batteries and worked continuosly at
100% duty cycle. The reader was connected to the sensor node over RS232 interface, which
logged all the data into local storage. The data was later retrieved over a wireless link. The
original goal of an experiment was testing the newly assembled system for bugs before testing

on sheep. However, it also resulted in some useful data, which we used for this evaluation.

As a result of an experiment we recorded high resolution raw data about the presence
of students in the department. Figure [6.6] shows the daily activity distribution of people who
participated in the experiment. As expected there have been no encounters at night or early in
the morning. Most tags had a distinct daily pattern, where they would usually appear in the

office at 10am or 12am and stay until 8pm or 10pm. Figure [6.6) shows the overall pattern,
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Figure 6.5: A picture of RFID node used during mini-deployment. The deployment was done

using personnel tags (right) distributed to several research students in the CS department.
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Figure 6.6: Activity histogram of individual tags.

94



summarizing the data from all tags. It shows that the tags were most active from 3pm to 9pm,
with a peak at 4pm. Tag “126” was less active and had a slightly different pattern appearing

mostly in the mornings and afternoons.

The original traces contained 2204 encounters with a median contact duration of 7s. This
was because most tags were located on the other side of the building with a poor reception.
The contacts with such a short duration are very unlikely to be detected by sparse sampling
and would have required ’always on’ reader. For the purposes of evaluation, we set a contact

timeout to 300s, and the traces resulted in 112 encounters with a median duration of 692s.

These traces were plugged in Tossim simulator to compare the balanced and random proto-
cols. The base station was logging the presence of mobile tags and the scanning period was set
to 600s, which is similar to a value used with other traces. The experiment was done to confirm
the applicability of an algorithm to human RFID traces. A more complete sensitivity analysis of
an algorithm to various budget settings was done on MIT, Intel and badger traces. The experi-
ment was repeated 10 times. The results of comparison are available in Table[6.1 With random
scanning, the node was able to detect all 112 encounters, which took 6233 scanning requests in
total, which converts to 56 beacon requests per detected encounter. The balanced detected 89
encounters consuming 4157 of scanning requests, which is equivalent to 46 beacon requests per
detected encounter. In other words, the balanced scanning detected fewer encounters, but also

consumed fewer scanning requests with an overall optimisation of 16%.

6.2.3 Evaluation on badgers

Figure shows the performance comparison of fixed and balanced duty cycling for various
budgets. We experimented with budgets ranging from 9% to 50% by modifying the sleep time
of the reader. Figure[6.7h shows the total number of encounters detected by both algorithms for
various budgets. It shows that the fixed algorithm detected more encounters on average, than the
balanced strategy. Figure[6.7p shows that the actual duty cycling of an balanced algorithm was
significantly lower than that of a fixed node. In other words, the balanced algorithm suppresses
scanning during the day resulting in the actual duty cycle lower than the programmed budget.

Finally, Figure [6.7c shows the number of encounters normalized by the duty cycle, which is

Table 6.1: Results of macro-level evaluation on student RFID traces

Protocol  Encounters Collocation, hours Beacon requests Beacons/Encounters  Beacons/Collocation
Random 112 45 6233 56 138
Balanced 89 41 4157 47 101
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equivalent to number of encounters per unit of energy. It clearly demonstrates that balanced
algorithm detects more encounters than the simple fixed strategy in the entire range of budget
values used in the experiment. Figure [6.8]shows the results from a second deployment, which
are consistent with previous result.

Figure [6.9] shows the amount of useful time spent by different protocols for a range of
budget settings. Even though the balanced strategy worked at a lower duty cycle, it managed to

spend almost equal amount of time detecting badgers.

6.3 Evaluation for Fully Mobile Extension

In this section we evaluate the performance of macro-level approach for fully mobile wireless
networks presented in Section The goal of performance evaluation is to measure the impact
of macro-level adaptation on network connectivity and network performance.

This section is structured as follows. We first describe simulation settings and parameters
including metrics and the description of datasets (Subsection [6.3]). We then describe the results
of performance evaluation (Subsection[6.4). We conclude by summarizing the results and doing

a critical evaluation.

6.3.1 Settings and Parameters

Tossim is a discrete event network simulator used to simulate TinyOS applications. The simu-
lator provides own implementations of hardware components at different levels of granularity.
The timers are simulated at hardware level, while the radio is currently simulated at a packet
level. It is implemented as library and requires just a recompilation of an application for the
simulator platform. The simulation is scripted from a Python or C++ program, which sets up
simulation parameters, starts the simulation and generates network connectivity events.

Running simulations over several days or months of traces such as Dartmouth traces de-
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scribed previously, required changing the default parameters and settings. The external program
running the simulation was written in C++ as opposed to Python, the graphical interface was
disabled and all the data messages were generated by the sensors instead of injecting from the
simulator. As a discrete event simulator, the simulation speed depends mostly on application
complexity in terms of event rate the application generates. All events are generated either by
a timer or I/O interrupt, such as sending or receiving a packet. Both applications we evaluated
are relatively lightweight in this respect. Since a sparse node is isolated most of the time, the
node would usually generate few events when sending or responding to beacons.

Tossim does not have direct support for mobility, but allows dynamically adding, removing
and changing communication links between the nodes from a C++ program dynamically during
the simulation. The actual mobility can be provided by an external program, such as a Tython
script, which translates node coordinates into communication links as the nodes change their
position. However, this translation process takes a very long time, as communication link has to
be re-evaluated for each node pair in the network at every timestep. To speed up the simulations,
the traces were preformatted into a stream of connect / disconnect events, so that no distance
recalculation was required while the simulation was running. In the simulation, the nodes used
standard throughput of 250kbps and default CSMA MAC protocol.

Since the simulation was done with real datasets, the simulation settings such as commu-
nication range and node speed were inherently defined by the datasets and methods used to
collect the traces, which will be discussed later in Subsection [6.3.3]

In the evaluation, we focus on the impact of adaptive scanning on the discovery of new

nodes and the performance of network applications. The node discovery process actively

Table 6.2: Simulation parameters

Parameter Value
Packet size 28 bytes
Data rate 250 kbps
MAC CSMA

Maximum number of nodes 8

Communication range defined by traces

Nodes defined by traces

Traffic load once an hour sent to a random sink
Timeslot size 1-12 hours
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changes the network topology. The higher the sampling frequency the more encounters the
nodes will be able to detect, therefore giving nodes more opportunities to communicate. It is
therefore natural that we select message dissemination and encounter tracking application to
evaluate the performance of the macro-level approach. Both of these applications have been

implemented for TinyOS and were run in TOSSIM network simulator.

6.3.1.1 Message Delivery Application

In the message delivery application the nodes were configured to generate one message per
hour and send it towards one of several sinks using a direct delivery algorithm, in which a
sender delivers a message directly upon an encounter with a destination node (e.g., a sink in
our scenario). Upon successful delivery the message is acknowledged by the sink and removed
from the sender’s buffer.

The nodes serving as sinks were chosen randomly at each simulation run. The message
was considered delivered when it reached at least one of the sinks. If the message was delivered
to several sinks, it still counted as one delivery. For the purpose of evaluation of adaptive duty
cycling we set a buffer size large enough to avoid message dropping and thus excluding its
impact on the performance of the message delivery application. In practice, the buffer size can
be unlimited due to availability of inexpensive flash and SD card memory chips. The buffer size
was set to be 1000 messages. The queuing discipline was set to FIFO, the messages were not
deleted from the buffer unless they were delivered and then acknowledged by one of the sinks.
The nodes start generating data messages immediately after the start of the simulation and keep

the messages in the buffer until delivered.

6.3.1.2 Encounter Tracking Application

The encounter tracking application registers and records all encounters between individual
nodes. Figure [6.10] outlines the discovery process. The line on top displays the physical pres-
ence of nodes A, B, C and D in time. The line in the middle displays the sampling process
by node E. Thick bars represent discovery beacons, while thinner bars depict keep-alive mes-
sages. The line on the bottom represents the node presence, as preceived by node E. Without
a notion of a continuous encounter, it is not possible to compare the performance of various
discovery methods. In other words, more frequent beaconing might ’discover’ the same physi-
cal encounter several times, which would not be correct because it would be the same physical

encounter.
Therefore, it is important to differentiate between encounter and discovery. An encounter

is a continuous period of time, when the node is in communication range. Discovery is an event
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Figure 6.10: Encounter tracking diagram: 1 - node A is discovered. 2 - node E keeps track of

A by using frequent and less expensive keepalive messages. 3 - node A goes out of range. 4 -

no nodes are around; encounter with node B is missed. 5 - nodes C and D are discovered.

by which the encounters are detected. We experimented with beacon periods from 60@ to
79200 seconds. It should be noted that for long beacon periods (e.g., 1 hour), if a node receives 3
consecutive beacons, there is no way of telling whether that is one continuous encounter lasting
3 hours or just three shorter encounters, thus making evaluation difficult. For this reason, we
also introduce short keep-alive messages in the application protocol: once the nodes discover
each other they remain synchronized and exchange keep-alive messages every 60s. This makes
it possible to track encounters with more precision. If a node does not hear from other node
for a certain amount of time, called expiry time, it considers an encounter to be finished. The
encounter expiry time was set to 300s.

For each encounter the application logs an encounter time, duration and the neighbour-
ing node. The information about encounters is logged using TOSSIM debug interface as text

messages and then processed using a separate script.

6.3.2 Metrics

We are using the beacon scanning rate as an estimate of an energy consumption. First, scanning
is an energy expensive process because the nodes need to continuously stay awake in either
listening or transmitting state. Second, scanning is represented by a separate state with known
power consumption. For example, the cost of operating in INQUIRY mode is twice as expensive
as in normal mode. Similarly, the extended preamble takes more power than operating in sleep
mode for 802.15.4 networks. Therefore, the power consumption is directly dependent on the
beacon scanning rate.

For evaluation purposes, we consider low data rate applications. Typical environment
monitoring applications fall into this category. For example, monitoring a temperature and
humidity at 5 minute intervals generates 1152 bytes per day assuming each reading requires 2
bytes. In terms of transmission time, this amount of information requires 36ms. The usage of

compression techniques could reduce this number even further. For comparison, let us consider

2This is a sampling rate of original Intel traces.
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the amount of traffic generated by a discovery process. This depends on scanning rate, the
duration of an extended preamble and data rate of the radio. If a node scans once per hour with
a 1s long preamble, that is equivalent to 4Mb of traffic per day, which is substantially higher
than the amount of traffic generated by applications that we are considering. In terms of time,
this is equivalent to 24s of continuous transmission.

We are interested in how the adaptive scanning affects the performance of distributed ap-
plication. Therefore the metrics should reflect how well the application is performing as a

function of scanning rate. Hence, we use the following metrics:

* Message deliveries per scan rate. We expect a balanced scanning algorithm should

provide the same message delivery rates with fewer scanning requests.

* Encounters per scan rate. We expect a balanced scanning algorithm should detect the

same number of encounters by using fewer scanning requests.

Thus, we ignore the effects related to radio propagation, interference and packet loss.
Packet loss can occur due to collisions, interference and noise. Packet loss can lead to mis-
interpretation of a scanning request as noise by the receiving node, which is not critical for
detection. The loss of an ack is more critical and can prevent a discovery. This is seen as a
general problem with using extended preamble for discovery process and has been discussed
in [[Chen et al., 2001f]. The noise can increase the probability of false positives in the carrier
sampling process, which might potentially increase the energy consumption. Upon detecting
an energy in the channel, a node needs to spend energy to wait till the end of transmission and
reply with an ack. Minimizing the false positive rate has been discussed in [Polastre et al.,
2004] and include simple techniques, such as considering only minimum sample values. The
intuition behind that rule is that in the presence of transmission, all the samples will have a high

RSSI value.

6.3.3 Datasets

We first tested the protocol on synthetic traces, where we generated random encounters between
the nodes in the network. The purpose of using synthetic traces is to test the protocol under
known conditions, with known and controllable distribution of encounters, their durations and
number of nodes. As opposed to real traces, synthetic traces can be generated in large quantities,
with a variable parameters, such as encounter rates, patterns, etc.

We then tested the protocol on real mobility traces. The human proximity traces are

available and we used the data set from Intel [Scott et al., [2006] and MIT Reality Mining
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projects [Eagle and Pentland, [2006]. The reasons behind selecting those data sets is their avail-
ability and relatively large number of nodes in the experiment. Both projects used Bluetooth
devices to log the encounters between individual people. The traces were used to model the
presence of communication channel between individual sensors. Due to power limitations,
the original human mobility traces were results of sampling every 600s and 300s respectively,
which might have missed some encounters and introduced a certain granularity of encounter
duration. In this thesis, however, we assume that the traces represent ground truth data about
physical movement of entities and that our optimal result would be to detect all contacts. Fi-
nally, we tested an approach on mobility traces of wildlife animals, brushtail possums, native of

Australia and Tasmania [Dennis et al., 2008]]. Below we give more details about each dataset.
6.3.3.1 Random Graph Dataset

The advantage of synthetic traces is that they can be generated with certain known properties,
such as network density, temporal patterns and dynamicity to test and evaluate the protocol
over a wide range of parameters, which is not possible to do with real traces due to their limited
availability. The random graph was generated as follows. At each timestep, the connection
between any random nodes was established for a duration between 300 and 900s, which was
uniformly distributed. We generated the traces for 36 nodes over a duration of 90 days.

To model dynamic environment the network operated according to one of two schedules.
In schedule A, all the encounters were established between 8am and 3pm; in schedule B, all the
encounters were established between 22pm and 5am. We then generated 5 sets of traces, where
schedules were alternated every 15, 30, 45, 60 and 75 days, which represented various levels of
temporal dynamicity in the network. To model various network densities we generated another
X sets of traces, where average number of encounters per node varied from 2 to 16 encounters

per day.
6.3.3.2 Intel Dataset

In Intel dataset, the traces were collected using a group of 36 students around in Cambridge,
UK carrying small Bluetooth devices (Intel iMotes) over a period of 11 days. The purpose of
an experiment was human mobility characterization for content distribution evaluation in Delay
Tolerant Networks. The sensor nodes were programmed to record the opportunistic sightings
of any other Bluetooth devices in the communication range (typically within 10m) and log this
information into local flash memory. The scanning time ranged from 5 to 10 seconds with most
encounters taking about 5s to discover. The period of scanning requests was randomized to

avoid potential synchronization of scanning requestsﬂ Due to limited battery capacity (CR-2,

3In Bluetooth protocol, a node in active scanning state is not able to respond to other scanning requests.
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Figure 6.11: An image of a brushtail possum.

950mAh), the duration of experiment was limited to 11 days.

6.3.3.3 MIT Reality Mining Dataset

The use of mobile phones, which can be recharged daily, enabled collection mobility traces for
much longer duration of time. In MIT Reality Mining dataset, the traces were collected using
96 people carrying Bluetooth mobile phones over a duration of 292 days. The dataset represents
over 350,000 hours of continuous data on human behaviour. The phones were programmed to
register the opportunistic sightings of other phones, cell tower ID, phone status (charging or
idle) and application usage. These traces, therefore, reflect the daily activity patterns of humans
over extended period of time. The evaluation was done on 60 most active nodes over 3 months
of traces. We excluded users, which had very few or did not have any encounters, which was

caused by either software bugs or users leaving their phones on their desks.

6.3.3.4 Possum GPS Mobility Traces

While human traces are available relatively in abundance, animal traces are still scarce resouce
and the possum GPS traces were among very few traces available for this study.
Brushtail possums (Figure [6.11) are small nocturnal animals native to Australia and Tas-

mania. In the original study, the animals were tagged [Dennis et al.| 2008]] with small (105g)

GPS loggers (Sirtrack Ltd., New Zealand), configured to record GPS fixes every 15 mins. The
data was stored locally on the tag, and retrieved after re-capturing an animal. Each animal had

to be recaptured every 2 weeks throughout a year to recharge or replace the batteries. The pos-
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Figure 6.12: Histogram of node activity by time of day, node ID and season. The activity levels

show correlation with time of day.

sum is a nocturnal animal and becomes active after a sunset with peak activity between 11pm
and 2:30am. During the day, the animal hides in dens, located in tree hollows or cavities. Fig-
ure shows the probability of a possum encountering another possum depending on time
of day. This probability depends on time of day, different individuals and season, which makes
it a good candidate for our evaluation. To extend the lifetime of a deployment the tags were
scheduled to operate for 11 hours a day, when the possums are active.

The proximity of dense forest and weather conditions affected the GPS performance lead-
ing to an overall 87.6% GPS fix rate leading to missing values in the traces. When converting
the traces into proximity information we first extrapolated the traces by filling the missing fixes
with the last known position. For the purposes of evaluation, we assume the nodes remain sta-
tionary during the day in the last recorded position. At each timestep, the spherical distance

between every node pair was calculated using Haversine formula: [[Sinnott, |1984]

d= ZR\/sin2 (A;) + oS ¢ COS ¢y sin? (A;\) 6.1

Where d is the spherical distance between two points, R is the average Earth radius, ¢,

A1 and @9, Ao are the geographical latitude and longitude of two points.

If the distance was shorter than a certain range, an encounter was registered between the
corresponding two nodes. The threshold range was chosen to be 50m, which reflects the ca-
pabilities of modern radio and the range was small enough to carry a biological meaning. The

evaluation was done over 180 days of the traces with 14 animals for encounter tracking appli-
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Table 6.3: Description of traces used in evaluation.

Source Nodes Duration, days Sampling interval, s
MIT Reality Mining 96 292 300
Intel Haggle 36 11 600
Possum traces 14 180 900
Random data set 36 90 600

cation and 40 days for message delivery application.
All datasets have been converted into connect / disconnect format as shown below and

plugged into the Tossim simulator.
<TIMESTAMP> <ID1> <ID2> <CONNECT/DISCONNECT>

The summary information about all the traces including the number of nodes, duration and

sampling interval is presented in Table

6.4 Simulation Results

6.4.1 Message Delivery Rates

Figure compares the message delivery rates for balanced and random strategies for MIT
traces. The X axis represented the average scanning period, which varied from 7220 to 72000s,
axis Y depicts the number of successful deliveries using direct delivery application in percent-
age to total number of messages.

Both strategies show very similar performance, the delivery rates drop linearly with in-
creasing scanning interval with balanced slightly outperforming random. At a scanning period
of 72000s the nodes are still able to deliver at least 10% of messages. This number is likely to
be much higher for multi-hop and replication based protocols.

Figure [6.13b| shows the average number of beacon per delivery for the same experiment.
It shows that while balanced provides higher delivery rates, it consumed considerably fewer
beacons. The ratio drops rapidly and then keeps at a steady level. The low frequency scanning
focuses on few very stable timeslots, which results in a plateau. The higher the frequency
of scanning, the more frequently the nodes will explore potentially interesting timeslots, thus
increasing the beacon to delivery ratio. This explanation is supported by results on random
graph traces, where in the absence of a stable component in mobility traces, the beacon per

message delivery ratio remains constant throughout all scanning frequencies. It is interesting to
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note that at a beacon rate of one beacon per day, balanced strategy still maintains a delivery rate
of about 40%, more than twice that of random strategy.

The results on Intel traces (6.14b] [6.14a)) show similar behaviour and consistent with pre-
vious findings. As opposed to MIT traces, the balanced strategy provided considerably higher
deliveries than random strategy, which can be explained by presence of stronger patterns in Intel
traces.

The results of simulation on Possum traces are presented on Figures and[6.15b] The
balanced strategy provides more deliveries than random. The efficiency, in terms of beacon per
delivery was also higher for short beacon periods, but became almost the same as random for

longer scanning periods.

6.4.2 Discovery Rates

In the following experiment we evaluate the impact of adaptive scanning rates on the perfor-
mance of encounter logging application.

Figures [6.16a] shows the number of detected encounters for scanning intervals from 7200
to 72000 seconds for MIT Reality Mining traces. The graph shows that the balanced strategy
detects more encounters than simple random strategy. It shows that while balanced detected
more encounters, they consumed much fewer beacons (Figure [6.16b).

In the course of experiments, we observed that the number of detected encounters of the
balanced algorithm depends on the maximum and the minimum number of beacons in one
timeslot. In the experiment we set it to maximum of 130% and 10% of average (budgeted)
scanning rate. All the graphs show the percentage of encounters detected by the 2 algorithms
over the total number of encounters in the traces. We then tested the algorithm sensitivity for
different timeslot durations and found that longer timeslots perform better for lower scanning
rates. In this experiment the nodes used 3 hour timeslots.

Figure [6.183) and [6.18b] show the results for the GPS possum traces. The results for the

possum traces are consistent with human traces. The approach managed to learn the possum’s
activity pattern and reduce the scanning rate at a day time, when possums are not active. How-
ever, the performance advantage of balanced duty cycling is lower than for human mobility
traces. The balanced strategy delivered lower number of messages, but was more efficient. The
balanced proved most efficient at higher scanning rates and its performance degrades with lower
scanning rates.

On the other hand, the approach needed to be adapted for each particular trace. In partic-
ular, the optimal values of maximum and minimum scanning rates were different for each data

set. The minimum scanning rate is needed for less predictable conditions, where it forces the
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Figure 6.13: Message delivery rates, MIT Reality Mining traces.
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Figure 6.15: Message delivery rates, Possum GPS traces.

node to keep scanning inactive time slots at a certain minimum rate. The maximum scanning
rate is needed to limit the impact of certain timeslots, for example, in a situation, where there
is only one active timeslot, with one continuous encounter, it is enough to scan only once, be-
cause the subsequent scannings during the same timeslot will detect the same encounter. The
maximum scanning rates prevents the balanced strategy from spending all its budget into this
timeslot. Automatic configuration of maximumum and minimum scanning rate for each trace

is a potential future work.

6.4.3 Evaluation of Experimental Strategy

The results of experimental strategy are presented in Fig and Fig The preliminary
results showed similar behaviour on all data sets and we present the results based on possum
traces. It showed that taking into account statistics about individual nodes did not give signifi-
cant advantage compared to balanced strategy. It provided the same delivery rate as an balanced
strategy for higher beacon rates and approached the delivery rate of random for longer beacon
periods. The number of beacon requests (energy) per delivered messages is lower than for ran-
dom but higher than for balanced strategy. The explanation for this behaviour is that the sinks
follow the same temporal pattern as the rest of the nodes. Therefore extracting temporal patterns

of specific nodes leads to the same allocation of a duty cycle.
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Figure 6.16: Node discovery rates, MIT Reality Mining traces.
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Figure 6.17: Node discovery rates, Intel traces.
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Figure 6.18: Node discovery rates, Possum GPS traces.

6.4.4 Sensitivity to Network Densities and Network Dynamics
6.4.4.1 Sensitivity to Network Densities

Using synthetic traces allows to validate the protocol behavior on the traces with known and
controllable parameters such as network density, or level of dynamicity in the network. In
the following experiment we generated a set of synthetic traces, where the network density was
varied from 2 to 16 encounters per node per day and its impact was observed on the performance
of encounter tracking application. We measure the number of detected encounters and the total
duration of collocated time. The average beacon rate was 600s.

Figures and show the detected encounters and connectivity durations for var-
ious network density. There is almost a linear relationship between the number of encounters
and the network density. The number of encounters increases because the nodes are more likely

to have an encounter with another node. Figures [6.20a and [6.20b] show the number of scan-

ning requests per encounter and the number of scanning requests per unit of collocation time,
respectively. The graphs demonstrate that the protocol is more efficient than random scanning
throughout a wide range of network density.

In sparse scenarios (Fig [6.194), the balanced strategy maintains lower beacon per en-

counter, and the total number of encounters can be lower than for random strategy. This happens
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Figure 6.19: Evaluation with random traces. Impact of variable network density.

because the protocol focuses scanning on very few timeslots and suppresses scanning during
the rest of the day. In more dense scenarios, the balanced protocol consistently detects more

encounters for long durations, while consuming less power.

6.4.4.2 Sensitivity to Schedule Rates

In this experiment we evaluate the approach adapts to dynamic networks, with no stable tem-
poral patterns. The performance of the approach will depend on how quickly it converges to a
given temporal pattern. We generated a set of traces, where the network schedule was dynam-
ically changed from every 15 to every 75 days and evaluated its impact on encounter tracking
application.

Figure shows the number of encounters for variable schedule rates. The X axis
displays the schedule change rate, and the Y axis displays the number of detected encounters.
The average beacon rate was 600s. The number of detected encounters for random strategy
remains constant regardless of schedule change rate. This is expected, the random strategy does
not adapt to patterns. The balanced strategy shows slightly less performance at higher schedule
change rates and then becomes close to that of random. Figure[6.2Tb|shows the total collocation
time for the same experiment. In terms of total collocation both balanced and random show

similar performance.
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Figure 6.20: Evaluation with random traces. Impact of variable network density.

Figures [6.22a] and [6.22b] compare the beacon to encounter and beacon to encounter dura-

tions respectively. Both graphs show that balanced strategy required significantly less beacons
compared to random without sacrificing performance. As opposed to real traces, the ratios
remains the same throughout entire range of schedule rates due to uniform distribution of en-

counters throughout given time periods.

6.4.5 Adaptation Process

Figure[6.23a) and Figure [6.244]illustrate the learning process by one of the nodes (ID 46) during
the first 3 days of experiment with Reality Mining dataset. Figure demonstrates the state
of internal counters whereas Figure shows the allocation of energy budget depending on
available information about encounter distribution. At first, when there is no information about
encounters the node starts by spreading the energy budget evenly throughout a day. As it learns
about arrival patterns, it allocates more energy into busier timeslots. The counter values are
updated once a day and take into account all past values of activity in the respective timeslots.
The minimum F3,,;,, and maximum F,,,, beacon rates were set to 10% and 130% of normal
(budgeted) beacon frequency. The convergence of an algorithm to a given temporal pattern was
presented in Section [6.4.4.2] by measuring the performance of an algorithm and varying the rate

of schedule changes.
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6.5 Summary

In this chapter we have presented the evaluation of a macro level approach. The protocol works
at a higher abstraction layer than micro-level protocol and controls the parameters of the under-
lying protocol by learning the temporal patterns. When working on top of low power listening
medium access protocol, it can be used to control the frequency of power intensive discovery
messages. For RFID tracking application, the macro level protocol controls the frequency of
reader wake-up depending on time. The approach has been implemented in TinyOS-2.x, and
simulated in Tossim environment using both synthetic and real mobility traces.

We have demonstrated that the adaptive scanning approach is able to reduce power con-
sumption of mobile devices in the presence of temporal patterns. The approach is able to detect
daily temporal patterns in the node connectivity and allocate the daily scanning budget dynami-
cally according to the expected connectivity. We evaluated an approach on synthetic traces, with
known and controllable parameters, which allowed testing the sensitivity of a protocol to con-
nectivity density, level of dynamicity and various beacon rates. We also evaluated the approach
on human and animal mobility traces, which reflected the real physical mobility patterns.

We evaluated our approach on 5 different data sets to make sure our approach adapts to var-
ious mobility scenarios. The data set from Intel Haggle and MIT Reality Mining experiments
represented the physical proximity between individuals carrying Bluetooth devices for several
days and months respectively. The traces from Dartmouth experiment represented the associ-
ations of mobile users (carrying laptops or PDAs) to static access points installed throughout
a campus for over a year. Finally, the approach was evaluated on GPS data set representing
the mobility of brushtail possums. A preliminary analysis confirmed the existence of temporal
patterns in all data sets, with human mobility traces having stricter daily and weekly patterns.

The impact of adaptive scanning was evaluated on the performance of two applications:
encounter tracking and data dissemination. As expected, adapting the scanning rate to a network
temporal pattern allows the nodes to save energy while maintaining the network performance.
In the encounter tracking application, the nodes were able to detect the same number of en-
counters while saving energy. In the data dissemination application, the network provided the
same delivery rate, while consuming fewer scanning requests. The approach showed consistent
behaviour over all data sets, although the performance over human data sets was higher. This

result is expected, the human data sets had stricter daily patterns and more social interaction.
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Chapter 7

Deployment

In this chapter we evaluate macro level object tracking approach for reducing RFID reader
power consumption in wildlife tracking applications. The RFID tracking system has been de-
signed as part of the WildSensing project [Dyo et al., 2009]] [Dyo et al.| 2010] to track the
population of badgers in the Wytham Woods, Oxford, UK. WildSensing is an interdisciplinary
project aimed at developing novel wireless tracking systems for large scale wildlife monitor-
ing and tracking. The project is a collaboratie effort of Computer Laboratory at University
of Cambridge, Computing Laboratory and Wildlife Conservation Research Unit (WildCRU)
at University of Oxford with industrial support from WaveTrend Technologies LTD and Intel
Corporation.

The chapter is organized as follows. We first provide a brief overview of RFID tracking
system, the implementation of an approach including hardware design and deployment details.
Next, we report the results of the deployment both indoors and outdoors by measuring the
number of detections of RFID tags per unit of energy by the RFID node. We conclude the

chapter by summarizing the results and experience from the deployment.

7.1 System Overview

The RFID tracking system is built from off-the-shelf commercial active RFID equipment and
custom designed mote extension board, Figure The advantage of using RFID tags is relia-
bility, ubiquity and relatively low cost, which make it very suitable for large scale deployments.

The system consists of four components:

* Active RFID tags attached to animals. The tags periodically emit RFID packets in the
433Mhz frequency band, with a period of 2.5s with a random offset to avoid potential
tag synchronization and collisions. Each tag is hermetically sealed by an epoxy resin
through a process called ’potting’ to protect from humidity and physical damage. It

is then physically attached to a collar, which is fixed around the animal neck during a
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Figure 7.1: RFID node diagram: a) RFID node composed of Tmote Sky sensor node, custom-
designed extension board, active RFID reader and a 12V battery. The extension board contains
a voltage regulator, 2-port power switch and is controlled via the sensor node over I12C interface.

b) Hermetically sealed RFID tags. c¢) a client software running on a laptop.

process called "trapping’. Trapping is carried out several times a year and is usually a
very labour intensive process. The tag lifetime depends on many factors, mainly battery
capacity, beacon frequency, beacon duration and transmission power. The default settings
provide a battery power of several years. The tag detection range depends on antenna type
and radiation pattern, orientation, height, line of sight and position of readers and tags.
The early field testing have shown that the detection range is also affected by an animal
size and the positioning of the tag on the body. The currently used whip antenna detects

tags attached to badgers within 10-30 meters.

* Active RFID nodes deployed throughout the forest. The location of readers is application
specific, depending on the biological question. The current deployment will investigate
how the neighbouring badger groups define territorial boundaries and how often individ-
ual species cross these boundaries. For this study, the readers have been deployed along

the supposed boundaries, including burrows and latrines for several weeks.

Each RFID node consists of WaveTrend LX201 active RFID reader, a TMote SKky sensor

node and a custom designed mote extension board. The reader is connected to a serial port
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of the sensor node through a TTL-RS232 voltage converter on the extension board, which
converts from TTL 3.3V level into RS232 12V level used by the reader. The extension
board also regulates power from the 12V battery for up to two peripheral devices (sensors
or actuators) including the reader. The output voltage ranges from 6V to 12V and is
configurable either manually through potentiometers and switches on board or from the
sensor node using a standard I2C interface. One power port is currently used to turn on

and off the reader.

The reader operates in the auto-poll mode, in which it immediately provides the infor-
mation about the detected tags on its serial interface. For each detected tag the reader
provides the following information: received signal strength, tag serial number, type of
tag, reader id and a checksum. The serial number increases by 1 per transmission and
is needed for potential tag localization purposes, when the same animal is detected by
several RFID nodes. When no tags are detected the reader sends an empty packet. More

detailed specifications of a reader are provided in Table

The sensor node controls the duty cycling of the reader: we have implemented the de-
scribed reinforcement learning technique. The sensor node tunes the power to the RFID
reader through an extension board by changing the output values of GPIO pins. During
the learning period the reader is turned on and off on a periodic basis. Once the sensor
node detects a pattern, it increases the wake up frequency for more active timeslots. It
takes approximately 10s to boot a reader, which is also a minimum active interval for the
reader. Once awake, the reader listens for tags for 300s and goes back to sleep. To take
into account the short term information, the reader was configured to extend its active

time by another 300s each time it detected a new tag.

The radio on the sensor node is duty cycled as well. The radio and the RFID reader use
the same bus on the board, therefore one needs to be off while the other is using the bus.
When the node is in logging mode, the reader uses the bus most of the time, while the
radio is only turned on for a fraction of the time to listen to messages from nearby sensors.
During the deployment the radio on detection node was turned on for 200ms every 5
seconds, resulting in 4% duty cycle of the radio. During the deployment the sensor node
battery lasted for more than a month before being replaced. At that moment the sensor
node is still operational, but as the battery voltage drops below a certain threshold (2.7V)

it causes data corruption on Flash memory.
The Data Logger software was written in NesC for TinyOS operating system. The RFID
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Figure 7.2: RFID system deployment. a) a tagged badger carrying a potted RFID tag. b)

RFID node deployed near the badger burrow. c) RFID tagged sheep during early field tests. d)
OEM-TM100 RFID active tag and a collar.

node logs the tag id, timestamp, received signal strength and serial number for each
detected badger. The software also controls power to peripherals and can regulate voltage
to peripheral devices and duty cycle the reader. The data logger monitors both sensor
node and reader voltage and shuts down the system when the voltage becomes low. The
RFID nodes are managed from the client software on the laptop, written in Java, and can
take simple commands such as start and stop logging, set duty cycle, send summary and

status information and upload the data.
The RFID nodes were put inside plastic containers to protect against rain and moisture

and mounted at a certain height near the badger burrows and latrines.

The client software, which is used to query the sensor node and download the data over

wireless link. The client software is written in Java and can run on both Linux and Win-
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dows machines. The client software runs on a laptop and communicates with the RFID
node, when the biologists visit the area around the RFID node. The client can be op-
tionally connected via a multi-hop network. As shown by first deployments, RFID nodes
produce very large amounts of data, for example, 5 tags can fill up IMB of memory on
the sensor node in less than a day. Even though the information is easily compressible,
for example, by registering continuous readings as one event, the scientists insisted on
keeping all the raw data. Firstly, the raw data are used by scientists for initial modeling
of animal behavior. Secondly, storing raw data proved very important for debugging un-
expected problems with hardware and bugs in the software. We noted, that in both cases
the raw data are not required in real time. For this reason, the decision was made to store
information locally, and periodically disseminate compact data summaries summarizing
the badger activity in the last # minutes. The summary message contains the list of tags

seen by the node in the last 3, 6, 12 and 24 hours.

The multi-hop network is used to send commands to the readers, check the reader sta-
tus and disseminate highly compressed summary information about the recent tags from
each reader. The status information is used for network management purposes to display

general tag activity level in the network, storage and battery levels of RFID nodes.

The RFID nodes have been successfully tested both on students and wildlife animals. The

first test has been done while tracking several graduate students in the Computer Science De-

partment at University College London. The second series of tests were succesfully conducted

on sheep, in a controlled but more realistic environment. These tests have shown in particular,

the impact of body size on the signal absorption and consequently tag detection range. Finally,

the system was deployed to track badgers in Wytham Woods, Oxford (Figure [7.2)). Currently

Table 7.1: Technical specifications of the active RFID reader.

RF specification Value

RF frequency 433Mhz
Demodulation ASK
Sensitivity -103dBm
Bandwidth 700kHz
Supply Voltage 6V-12V

Max current 90mA
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Figure 7.3: The camera traps have been used to validate the detections and misses by RFID
nodes. The data from the cameras have confirmed that badgers missing from RFID logs were

missing indeed. Picture courtesy of Stephen Elwood, WildCRU, University of Oxford.

37 badgers have been tagged and 29 RFID nodes deployed in the woods. The target is to tag
the entire population of badgers in the area, estimated at 200 animals.

As expected, the RFID readers were the largest source of power consumption in our system
directly affecting system lifetime. The reader’s power consumption in active state is rated at
90mA at a voltage level of 6V (Table[7.I)). A typical node powered with a 12V 25Ah battery
lasted for approximately 7.5 days during the field testing, so 29 node deployment required
frequent changing of batteries. Therefore efficient energy management of RFID readers is

critical for large-scale and long-term RFID system deployments.

7.2 Evaluation

In this subsection we present the initial results of the system deployment in Wytham Woods,
Oxford, UK. The system running a macro level approach was run in parallel with non-duty
cycling nodes and its performance was compared with ground-truth data. We consider the
non-duty cycling nodes as producing ground-truth data, as they have been validated separately
through photo and video cameras before and while being deployed in the forest (Figure [7.3).

The data from the camera traps have been processed independently by a team of biologists
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Figure 7.4: The histogram of a badger activity by time. The histogram shows that the badgers

were most active at certain times during the night.
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Figure 7.5: Graph showing the number of badgers seen by the detection nodes in 2 hour-

intervals. Node Budget 50%.

and used to confirm the presence and absence of badgers in places where RFID nodes were
deployed. All nodes in the experiment had the same hardware configuration and settings and
were placed very close to each other. The adaptive duty cycling node had a budget setting
of 50% in the first deployment and 30% in the following deployment. The values of budget

settings were chosen to reflect the desired battery lifetime of the nodes.

We first collected data from non-duty cycling nodes and analyzed them for the presence
of patterns. Figure [7.4] shows the activity distribution of badgers around one of the non-duty
cycling nodes. It shows a pattern, where badgers are most active during the night and rarely
come out during the day. The pattern has two large peaks with several small peaks repeating
every day. According to zoologists the activity pattern depends on various factors including the

light levels, micro-climate and changes every season.

In the next steps we compared the number of tags detected by non-duty cycling and duty
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Figure 7.6: Graph showing the number of badgers seen by the detection nodes in 2 hour-
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Figure 7.7: The amount of time the protocol spends being on and detecting, being on and not

detecting, and being turned off for each day. Node Budget 50%.

cycling nodes as well as the amount of energy consumed by each of the nodes. The duty cycling
node had a budget setting of 50%. The first graph (Figure shows how many tags each node
detected. The adaptive and the non-duty cycled node performed similarly, while the fixed duty
cycle node missed some tags during the day. Despite the same hardware configuration and
physical proximity the nodes sometimes reported different readings. For example, some tags
seen by one of the nodes were not seen by the other and vice versa. This difference can be
explained by a number of factors including slight differences in antenna orientation and battery
levels of the nodes. The duty cycling node turned off the node periodically, and therefore
maintained higher voltage levels on the battery, which might have impacted the sensitivity of
the reader.

Figure [7.77] and Figure [7.8]show the amount of time the protocols spent in each of the

following states: i) turned off, ii) turned on, but not detecting any tags (i.e., wasting energy),
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Figure 7.9: The amount of useful time the different protocols spend. Budget 50%

iii) turned on and detecting tags. We are trying to maximize the amount of sleep time, while
minimizing the time the reader is on, but not detecting the tags. The non-duty cycled node
detects tags only a fraction of its (always) on time. The fixed duty cycling node spends half
of the time being turned off, and some of the remaining time detecting nodes. The adaptive
protocol tries to learn the patterns of activity, therefore, initially it will waste some time trying
to identify the active periods. As time goes on, it learns the patterns, and spends more time in
the useful state.

To visualize our gain better, we also plotted on Figure and Figure the amount of
useful time of each protocol. Useful time is defined as the ratio of being on while detecting to
the total time the node was turned on. For the non-duty cycled node, it is rather low, since it
never turns off, and spends only a very small fraction of the time detecting nodes. Although
the fixed node spends some time being turned off, during the time when it is on, in only spends

a relatively small amount of time detecting tags. Our protocol wakes up when necessary (i.e.,
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Figure 7.10: The amount of useful time the different protocols spend. Budget 30%

activity is detected), therefore increases the useful time of the node.
The results presented in this Chapter describe the system behaviour with at duty cycles
of 30% and 50%. A more detailed analysis was done by replaying the raw data from the non-

modified RFID readers in Tossim simulator, varying budget levels in Chapter 6, Section [6.1]

7.3 Summary

In this chapter we have described an evaluation of our approach by mini-deployment in the
Computer Science Department of UCL tracking students for over a week, with one RFID node
and 4 tagged students. The mini-deployment was followed by a real deployment in the Wytham
Woods, UK and consisted of 29 RFID nodes deployed in Wytham Woods conservation area and
37 tagged badgers.

We first provided an overview of our system including the detailed description of the hard-
ware and the software. For the evaluation purposes, the node running a macro level approach
was run in parallel with normal nodes and detected similar number of detections per unit of
energy consumed. The deployment has shown that the adaptive nodes are more efficient at de-
tecting encounters than the nodes with fixed duty cycle. As a result of the deployment we have
also found that differences in antenna orientation, environmental factors and battery levels can
affect the results of the identical readers with the same hardware and software configuration.

To exclude the potential impact of differences in reader sensitivity and antenna, we re-
played the traces from always-on reader to replay in Tossim simulator (in Chapter [6), varying
the budget levels between 10% to 50% duty cycle. We found that the benefit in terms of detec-
tions per unit of energy is higher for lower duty cycles, which was consistent with deployment
results.

Finally, the experience from deployment have confirmed the critical importance of duty
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cycling especially for large scale deployments and that the adaptive duty cycling is a viable

approach to save energy in RFID detection systems.
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Chapter 8

Conclusions

8.1 Summary

In this thesis we investigate an integrated approach for energy efficient node discovery in mobile
wireless sensor networks. We look at the problem in a holistic way and provide an integrated
two-layer approach to save power in mobile sensor networks. These two layers have access to
different information and can make decisions at different levels of granularity. The micro layer
deals with packet transmissions, advertising beacons at a certain rate and actual discovery of
neighbouring nodes. At this layer we minimize idle listening time, overhearing and transmis-
sion costs. The micro layer does not make any assumptions about the mobility patterns and
guarantees the node discovery and communication, whenever the nodes are in communication

range with each other.

The macro layer may ’learn’ or ’know’ when the contacts are not expected and switches off
expensive scanning during that period. The macro layer has been implemented as a standalone
module, which registers encounters and calculates an optimal scanning rate for a given timeslot.
We have presented an implementation of our approach and described a number of practical
scenarios, where it could be applied. The scenarios range from partially-mobile networks,
where static sinks need to detect fully mobile nodes, to fully mobile networks, where all nodes

are mobile and need to save power while discovering each other.

In this chapter, we review the contributions of this thesis, provide a critical evaluation of

our work and finally discuss potential future work.

8.2 Contributions

We summarize the contributions of the thesis.



8.2.1 Micro-level Scheduling

We have contributed by proposing a lightweight asynchronous wake-up scheduling proto-
col [Dyo and Mascolo, 2010]. The protocol allows to achieve ultra low duty cycling level
of 0.3% while providing low latency in sparse and dense scenarios. In the protocol, each node
follows an independent wake-up schedule, thus the network as a whole does not require time
synchronization, which can be undesirable or unattainable in sensor networks. The nodes can,
however, learn the schedules of other nodes and use a novel clock-skew estimation algorithm
to compensate for relative clock drift between the nodes. The clock skew estimation uses very
lightweight and computationally efficient recursive least squares linear regression estimation al-
gorithm. A protocol has a novel schedule exchange extension, which further reduces the power
consumption in dense scenarios. A schedule extension works by distributing the schedules of
known nodes in every beacon packet, advertising not only its own but also the schedules of other
nodes. This is useful in dense scenarios, to minimize the number of broadcasts (which need to
be prepended by a preamble) and also in partially mobile scenarios, where sink learns and
distributes the schedules of all mobile tags in the communication range. Finally, the protocol
introduces a novel clock quality metric, which minimizes the clock aberration while transferring

timestamp information through nodes with drifting clocks.

8.2.2 Macro-level Scheduling

Our contribution is an energy efficient node discovery protocol, which detects and exploits
temporal regularities in node arrivals [Dyo and Mascolo, 2007, 2008[]. We design a learning
algorithm [Dyo and Mascolol 2007 and apply it for partially mobile and fully mobile wireless
sensor networks. In a partially mobile sensor networks, the algorithm aims at maximizing the
number of mobile node detections given sink’s daily energy budget. In fully mobile wireless
networks [Dyo and Mascolo, [2008|], the algorithm tries to increase the number of encounters
between the nodes given a fixed energy budget. The algorithm uses a simple reinforcement
learning technique [Kaelbling et al., [1996], it is light-weight and suitable for resource con-
strained sensor nodes. Our approach is different from other protocols described in the literature
by exploiting temporal patterns in the mobility of nodes. Another advantage of an approach is
that it does not require a domain knowledge and can learn the patterns online.

The macro-level scheduling is designed to control the parameters of underlying micro-
level scheduler by adjusting the beacon frequencies or awake time of the radio. Therefore,
the two techniques compliment each other at different layers of granularity. The macro-level
technique takes into account long term patterns and makes decisions at a higher level whether to

expect a contact. A micro-level technique tries to reduce awake time while expecting a certain
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encounter.

We evaluated our approach through simulations, implementation on sensor nodes and a
deployment. The simulation was conducted with a number of real human and animal mobility
traces and showed an advantage of an adaptive approach. The implementation on sensor nodes
provides an API to control the duty cycle, assign energy budget and facilitate the neighbour
management process.

Finally, we successfully applied the approach for adaptive duty cycling of active RFID
reader in a wildlife tracking application for tracking badgers in Wytham Woods, UK. A working
implementation has been deployed to track wildlife animals and shown to detect more encoun-
ters per unit of energy. We replayed the the raw data in simulations to experiment with various
energy budget settings and exclude potential differences between the individual readers. The
deployment has shown that the balanced approach reduces power consumption and outperforms

fixed duty cycling.

8.3 Ciritical Evaluation

The goal of the thesis was to investitate an adaptive duty cycling approach, which is low power,
adaptive to temporal patterns and suitable for resource-constrained sensor nodes. We evaluate
our approach with respect to these requirements.

In Chapter [5|we have demonstrated that the protocol achieves very low duty cycles through
measurements on a small-scale testbed. The protocol has been implemented for CC2420 radio
on Tmote Sky sensor nodes under TinyOS [Levis, [2006] operating system. We evaluated the
protocol by measuring the power consumption on sender and a receiver for different network
densities under various traffic loads. The protocol provides duty cycling of as low as 0.3%,
which is comparable with self-discharge rate of lithium-ion batterieﬂ

In Chapter [6| we have demonstrated through real human and animal mobility traces that
our approach is adaptive to temporal mobility patterns. The approach is able to learn the daily
patterns and reallocate the daily budget accordingly. Adaptation mechanism is useful when
nodes have dynamic activity patterns, caused by seasonal changes or differences in activity
levels between individual nodes. In both cases, the application designers do not have to hardwire
the node activity pattern information into the application: the algorithm should be able to learn
the pattern and adjust the duty cycle accordingly. The efficiency of an approach depends on the

predictability in node activity. For completely random activity distribution, the efficiency is the

IThe self-discharge rate of Lithium batteries is less than 10% per year resulting in 10 years shelf-life[Kichne,

2003||. An equivalent duty cycle for a TMote Sky to reach 10 years on 2500Ah Lithium battery is 0.1%.
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same as the random scanning. The approach gets more efficient as encounter pattern becomes
more predictable. These temporal patterns can be observed in a histogram of all traces we
used in the evaluation. The traces represent human and animal mobility in various settings: the
students with laptops roaming around the campus, people carrying mobile phones in every day
life, and students carrying Bluetooth iMotes walking around the city. In case of animal traces,
the traces represent the mobility of wild possums equipped with GPS tags. In all of these traces,
the nodes had a temporal pattern, which could be slowly changing due to seasonal variations.
The approach was developed for memory and resource constrained wireless sensors, there-
fore it has to have a small memory footprint and be efficient in operation. The implementation
of a macro-level approach takes only 16kb of ROM and 2kB of RAM, which means it is feasible

for a wide range of resource constrained sesors available today.

8.4 Future work

The work in the thesis has identified a number of interesting research questions. We present the

most promising directions below.

8.4.1 Algorithm Improvement

The balanced algorithm used in macro-level scheduling approach could be improved to predict
the time of specific encounters instead of predicting an overall encounter frequency. This would
allow making more fine grained scanning decisions and further optimize the resource usage.
The first step towards such an algorithm is a detection of strictly periodic components in the
node connectivity patterns. The algorithm could leverage from existing work on periodic pattern
detection in digital signal processing, data mining and statistical data analysis. Another area
for potential improvement is dynamic budget assignment depending on the node activity and
current battery level. In current macro layer approach, all nodes have the same fixed budget.
However, not all nodes have the same battery level or level of activity. For example, some sinks
might be equipped with solar panels, which recharge their batteries. With dynamic budget
assignment, resource rich nodes can automatically assume the role of scanners discovering the
mobile nodes in the vicinity. In the same vein, the nodes with higher activity level can reduce
their budget while keeping the same level of connectivity. Finally, the interesting direction is
to merge information from all available sensors, such as accelerometers, passive infrared and

radio to infer the current context and calculate an optimal level of the duty cycling.

8.4.2 Routing Integration

An interesting question is related to the interdependency of routing and duty cycling. The duty

cycling process actively changes the topology of the sparsely connected mobile network. As a
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result of sampling, or duty cycling, the nodes will see only the subset of real communication
opportunities. A first step would be to take into account the variance in periodicity and extracts
the ’stable’ portions of the network as an extended temporal graph. The graph can be used
directly by scheduling algorithms similar to transport scheduling algorithms to route packets
in the temporal network. For example, if the time of a future encounter with a destination
node is known with a certain degree of confidence, it could be used to prevent unnecassary
forwarding or replicating the message. This could also be seen as an extension of practical
routing algorithm for opportunistic networks [Jones et al., 2005] by integrating routing with

duty cycling.
8.4.3 MAC protocol

Dynamic and varying connectivity is one of the challenging problems in mobile networks. An
interesting future work is deploying the micro-level protocol for real mobile applications and
measuring its performance. A long-term deployment for wildlife tracking and monitoring ap-
plications, where tiny sensors attached to animals interact with each other to monitor and sense
an environment would be the final validation of the work in this thesis. Further, it will open
up many other important issues. The development of new radios and ultra low power wake-up

circuits, integration with application could lead to an interesting future work.
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