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Abstract This paper shows how lasers can be used to
implement modification attacks on EEPROM and Flash memory
devices. This was achieved with inexpensive laser-diode module
mounted on a microscope. By locally heating up a memory cell
inside a memory array, the contents of the memory can be
altered. As a result, the security of a semiconductor chip can be
compromised. Even if changing each individual bit is not possible
due to the small size of a memory cell, cryptographic keys can still
be recovered with brute force attacks. This paper also discusses
the limits for the safe use of lasers in semi-invasive attacks
without damaging the device under test
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I.INTRODUCTION

Secure microcontrollers and smart cards are designed to
protect both the integrity and confidentiality of information
stored inside their memory. Very often, sensitive information,
including encryption keys and passwords, is stored in non-
volatile memory like EEPROM and Flash. Inducing memory
errors could enable this sensitive information to be deduced.
Memory-modification attacks were proposed as a serious
threat to semiconductor devices in the late nineties [1], for
example, leaking a signing key [2]. Since then several practical
ways of implementing such attacks were announced, most
notably semi-invasive attacks [3]. These do not require
expensive and time-consuming preparation techniques as the
passivation layer of the chip remains intact. Also, they do not
cause any mechanical damage to the silicon of the device so
they are reversible in most cases. So far, as a practical
implementation, they were demonstrated in the form of UV
attacks [4] and fault injection attacks [5]. However, despite the
fact that such semi-invasive attacks using local heating were
proposed in 2002, this field has hardly been explored and there
are no publications on whether these attacks are possible at all.
In this paper, I present the results of an investigation on what
an attacker could possibly do by locally heating up a small
area inside a semiconductor chip.

The ideal local heat source is laser radiation. My research
demonstrates that a powerful enough laser, if focused on the
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embedded non-volatile memory, can cause its contents to be
changed. This in turn could result in some security problems
such as the leakage of a secret key[l]. Sections?2 and 4
discuss possible ways of estimating the temperatures reachable
with focused lasers.

Lasers have been used for failure analysis in the
semiconductor industry for many years. They have also proved
their effectiveness in recently introduced semi-invasive attacks
which represent a serious threat to many secure semiconductor
devices, including smart cards. This paper also evaluates the
damage risk to the silicon die during semi-invasive analysis
techniques such as laser scanning and optical probing. These
techniques evolved from failure-analysis methods widely used
in the semiconductor industry [6]. However, there is little
information on how damaging to the silicon such laser
scanning techniques as optical beam induced current and light-
induced voltage alteration could be [7]. Incorrectly selected
lasers can cause permanent damage to a semiconductor device
by overheating its transistors. Section 5 shows that lasers with
more than 5 mW power can potentially cause permanent
damage to the non-volatile memory inside a chip if focused on
the memory cell for a long time.

II.BACKGROUND

In order to implement optical attacks on CMOS transistors,
the chip surface needs to be accessible. Early optical attacks
were demonstrated with light from a photo flash [5]. To
influence each memory cell independently, a more focusable
source of ionizing radiation is preferable, such as a laser
beam [8].

Targets of my experiments were EEPROM and Flash
memories. Both of these use floating-gate transistors to store
the information [9]. An example EEPROM structure is shown
in Figure 1, an example Flash memory structure in Figure 2.
EEPROM memory was introduced by Intel in 1980 and offers
full electrical control over both the write and erase operations.
Due to its high manufacturing cost and complexity, it was not
widely used in microcontrollers until the early nineties. Today
most microcontrollers and smart cards have either EEPROM
or its successor, Flash memory on chip. Flash memory has a
simpler structure, faster write and access time, but



unfortunately it cannot be reprogrammed in single bytes. It can
be erased only in blocks, which is not convenient for small
data updates. Flash memory has many different layouts and
each semiconductor manufacturer normally has its own design.
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Fig.1. The structure of the EEPROM memory array
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Fig.2. The structure of the Flash memory array

Programmed floating-gate memories cannot  store
information forever. Various processes, such as field-assisted
electron emission and ionic contamination, cause the floating
gate to lose its charge, and this increases at higher
temperatures. Typical guaranteed data retention times for
EEPROM and Flash memories are 40 and 100 years,
respectively. However, there is no information on how fast the
memory cell loses its state at temperatures above the specified
operating range of +125 °C. If the memory transistor can be
heated up locally, for example by laser radiation, this might
cause it to lose its charge faster and hence change its state. In
this case, by moving from one transistor to another in the
array, the memory contents can be altered.

The memory storage transistor in the EEPROM array is
large enough to precisely focus a laser beam down to each
individual cell, as the cell size varies from ten micrometers in
old devices to about one micrometer in modern
microcontroller chips. Focusing a laser down to a single cell in
a Flash array is harder due to the significantly higher density
of this type of memory. However, this is still practical for most
8-bit and some 16-bit microcontrollers.

Lasers are also used in the semiconductor industry for
crystallisation of a silicon thin film on a glass substrate [10].
However, in order to melt the silicon, which occurs at
1200 °C, a laser with a power of 2.7 W focused at a 170 um
diameter spot is required. For my experiments, a much smaller
spot size is required, as well as a lower temperature. With a
stationary 650 nm, 100 mW continuous wave laser focused on
a 1 um spot, up to 700 °C in the area under the beam can be
expected. However, if the laser is scanning the surface, the
heat-up drops proportional to the scanning speed.

III.ExPERIMENTAL METHOD

For my experiments I chose a common microcontroller, the
Microchip PIC16F628 [11], with 2048 14-bit words of Flash
and 128 bytes of EEPROM memory on chip. The allocation of
data bits in the memory array and the mapping between
addresses and the physical location of each memory cell were
found using optical probing attacks [8]. To achieve this, the
microcontroller was decapsulated in a standard way [12] and
placed on a test board with a ZIF socket under a microscope
(Figure 3).

Fig.3. The setup for semi-invasive thermal analysis

The equipment used consisted of a XYZ motorised sample
positioner, several laser-diode modules mounted on a
Mitutoyo FS60Y optical microscope with long working
distance high-magnification objectives and a CCD camera for
imaging.



The image of the chip die is presented in Figure 4, while the
Flash area is shown in Figure 5. Figure 6 presents the image
produced by a video camera during the experiment with a
100% objective lens. For positioning over the die surface, the
laser source was set to a safe reference mode (Class 1 laser,
<1 mW) in which the image can be taken with a camera and
the laser can be directly observed without danger to the eyes.
In my first set of experiments, I used the laser with a
wavelength of 650 nm. The laser was positioned with 0.1 pm
accuracy using the motorised stages. The laser can be focused
down to approximately half of its wavelength, which is about
0.35 pm spot size.

Fig.5. Image of the Flash memory inside the PIC16F628

The PIC16F628 microcontroller was initially programmed
with a test pattern in its EEPROM and Flash areas. A specially
built programmer (Figure 7) was used for the experiments,
allowing easier integration into the test environment. The
microcontroller was placed into a test socket and exposed to
the laser with different power and duration settings. During the
exposure to the laser, the power supply of the microcontroller
was switched off in order to prevent any damage that a laser-
injected current might cause. After the exposure, the

microcontroller was tested in the programmer in order to
observe any changes in its EEPROM and Flash memories.

Fig.6. Laser focused with 100% objective near the EEPROM

Fig.7. Board for testing the microcontroller

Fig.8. Screen shot of the control program

For easier observation of the results and navigating the laser
over the chip surface, a special program was written for a PC.



The program read memory of the PIC microcontroller and
displayed its contents according to physical location of each
cell. The optical image of the target area was also visible on
the display (Figure 8). The number of bits programmed to “0”
(white pixels) was also displayed on the screen. That way any
changes in the memory contents can easily be spotted.

For comparison with laser heating experiments the same
microcontroller was heated up on a laboratory hotplate. This
involved exposing it to 450 °C for different time periods, then
cooling it down and testing it in order to correlate the results
with the laser experiments. The power of the lasers used in my
experiments is given for bare laser heads and should be
adjusted for the microscope optics. The attenuation
coefficients for the 650 nm and 1065 nm lasers were 1.7 and
2.3, respectively.

IV.ResuLts

Both EEPROM and Flash memories inside the PIC16F628
microcontroller were found to be sensitive to local heating. For
both memories, heating with a 650 nm, 50 mW laser caused
the memory cells to lose their charge (Figure 9). It can be
observed that more than one bit was set as the result of the
local heating — this is because adjacent memory cells got
affected as well. However, at higher temperatures an opposite
effect was observed if the heating was performed for too long
(Figure 10). This is very likely caused by the degradation of
the memory transistor itself resulting in change of its threshold
voltage. If the heating was performed for longer than 10
minutes with a 100 mW laser, the memory was permanently
damaged and cannot be erased and reprogrammed anymore.
This could be used as a permanent modification attack on a
device.
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Fig.9. Changes in EEPROM contents during exposure to 50 mW laser

The Flash memory showed very similar results with the only
difference being that it was virtually impossible to locally heat
up each individual cell because of their smaller size. This
resulted in the adjacent memory cells being influenced as well.

However, that might not prevent an attacker from guessing an
encryption key, because adjacent bits can be brute forced over
all possible combinations [1]. If the number of bits changing at
a time does not exceed about 30, such a brute force search will
not take longer than a few minutes on a modern PC. Not only
the key itself can be attacked, but also look-up tables used in
encryption, and intermediate values [13].
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Fig.11. Changes in EEPROM contents during heating to 450 °C

When the same microcontroller was heated up to 450 °C on
a hotplate for 2 hours and then tested, its memory did not show
any sign of degradation. However, when the EEPROM and
Flash of the chip were programmed and then partially erased
by terminating the erase operation after 200 ps, they started
showing dependency to the heating (Figure 11). The changes
were very slow, leading to the conclusion that the local
temperature to which the laser is heating up the surface was
higher than 450 °C. Above 450 °C the plastic of the chip
started degrading making applying higher temperatures
infeasible.



V.LimiTaTiONS AND FURTHER IMPROVEMENTS

The PIC16F628 is a relatively old microcontroller built with
0.9 um technology with two metal layers. The majority of
modern microcontrollers is built with 0.35 um technology
(three or four metal layers) and some high-end
microcontrollers employ 0.18 um technology (up to six metal
layers). This fact, together with interlayer polishing and gap
filling techniques, significantly reduces the amount of laser
radiation which could reach the underlying transistor gates.
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Fig.13. Difference in the power trace after heating

One way to improve the attack could be to approach
memory cells from the rear side of a chip. However, in this
case a laser with longer wavelength must be used, and higher
power is required due to absorption of light in the silicon
substrate. By using 1300 nm wavelength, which does not cause
ionisation of the silicon, thermal attacks can be applied to a
powered-up microcontroller. Some experiments were carried
out using a 1065 nm, 50 mW laser focused from the rear side.
However, no detectable changes were observed even after 30
minutes of exposure, suggesting that a laser with higher power
is needed.

Another improvement could be detecting partially modified

memory cells. This can be done through power-analysis
observation during access to the memory cell [14]. Figure 12
presents an oscilloscope screen shot of the difference between
power traces acquired from the chip with the same Flash
memory location programmed to 0x3FFF and 0x3FFE (single
bit difference). The two acquired power traces are at the
bottom and the difference between them is in the middle of the
screen shot. At the top of the screen the integral of the
difference is shown. Figure 13 presents the difference between
the location holding Ox3FFE and the same location after
exposure to 650 nm, 10 mW laser for 30 seconds. Although
the memory location still read as Ox3FFE, the difference
between the partially erased and the untouched cell is visible
in the power trace, however, delayed by about 200 ns.

The same experiments were repeated with a 1065 nm,
50 mW laser focused from the rear side. The changes were
detectable in the power trace only after 5 minutes of exposure.
This indicates that for rear-side approach more powerful lasers
are required due to reflections and optical absorption of the
light in bulk silicon.

Another approach for observing partial loss of charge in the
memory cell is the same technique used to determine the
threshold voltage of the memory cell [15]. This works well for
the PIC16F628 microcontroller and allows precise detection of
any changes of the charge inside the Flash and EEPROM
memory cell in the nearly erased state. This way even small
changes caused by the laser can be observed. I carried out a set
of experiments and it turned out that the memory cell starts
losing its charge even when using a 5 mW laser.

All the above mentioned observations apply for EEPROM
memory as well. However, as EEPROM cells are larger than
Flash, these attacks are easier to carry out and each memory
cell can be individually attacked. Further research might
involve applying similar techniques to other memory types,
such as FRAM and MRAM.

VI.CoNcLusION

My experiments showed how semi-invasive thermal
injection attacks can be used to modify the contents of
EEPROM and Flash memories widely used in secure
microcontrollers and smart cards, which could represent a
serious threat to hardware security. These attacks can be used
to cause permanent fault injection. Even when several bits of
the data are flipped simultaneously, this can still help to
recover a key by brute forcing over all possible combinations.

When the memory cell is modified in a way that maintains
its binary value, the change in the charge on the floating gate
can be monitored through power analysis techniques.

Possible forms of protection against these attacks could
involve using tamper sensors to prevent direct access to the
chip surface, as well as implementing light sensors. Top metal
protection might help, but it is very likely to be overcome by
approaching the sample from the rear side. Using modern deep
submicron technologies will also eliminate most of these



attacks, but can again be overcome by using the rear-side
approach.

When lasers are used for semi-invasive attacks it is always
important to estimate any danger from the heat produced by
the lasers. Such memories as EEPROM and Flash are
particularly sensitive to overheating and it might be possible to
permanently damage the chip if high-power lasers are used for
optical probing or semi-invasive attacks. I showed that lasers
with output power larger than 5 mW can be dangerous to the
internal memory if focused at a memory cell for long enough.
The local temperature at the point where the laser is focused
appears to reach over 450°C. However, in practice this
depends on many factors and cannot be precisely simulated or
directly measured.
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