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Introduction to the technique

Optical enhancement of power analysis is a new and innovative
technique that allows the current through an individual transistor to
become visible in the circuit’s power trace. In conventional power
analysis, power consumption is measured for a whole chip rather e

than on a small area of interest. As a result, power transitions in e
areas that are not relevant to the data processing also affect the
power trace. Also, the power fluctuations are affected by the 1
number of bits being set or reset (Hamming weight of data), rather

than the actual value of the manipulated data.

Optical enhancement to power analysis techniques presupposes a
semi-invasive approach which requires access to the chip surface.
However, this technique does not require physical access to the
internal wires inside the chip, thus reducing the preparation time
compared to invasive methods. Crucial to semi-invasive analysis is
an optical microscope suitable for laser operation, with a long
working distance and high-resolution objectives. This allows
working with partially depackaged chips and focusing the laser at
sub-micron features.

By focusing a laser on a specific area on the chip surface, it is
possible to monitor the logic state of an individual transistor, as well
as the activity of a particular memory cell. This is highly useful for

security analysis, allowing faster and less expensive solutions. Laser microscope with PIC16F84 board, lascr focused on its SRAM cell with 100x objective and similar
cell layout

Experimental results

[T Twerem e Twomrem e o Trerew e Trewen T When a laser is focused on the VT1 transistor of the
o " PIC16F84 SRAM memory cell and writing into this cell
. 2 happens, an about 0.4 mA change in the power trace can

1

be observed (Fig.1). For comparison, the conventional
power analysis results showed a similar change in the
power consumption for a single-bit difference in the
% .. ~memory contents (Fig.2). However, the same technique
o o applied to the memory cells being read, did not produce
i any noticeable results, unless many power traces were
averaged. This is because writing into an SRAM cell
causes a significantly larger current response than a read
v Tworoma o Twewrea o o Twowssw o Twomrear T e ] operation, in which laser-injected current is not high.
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Fig.1. Write: (0x00->0xFF) and same with laser on VT1 Fig.2. Write: compare (0x00 = 0x00) and (0x01 = 0x00)
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By focusing the laser on the region between the VT1 and
VT4 transistors, significantly higher changes in the
power trace can be observed (Fig.3), and what is more
important, for both write and read operations (Fig.4), thus
allowing access detection. This happens because the
. » timing characteristic of the cell changes when both
° ° inverters are influenced with a laser.
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iz ooy sheevigger T o Interesting results were achieved with the laser focused
Fig.3. Write: (0x00->0xFF) and with laser on VT1+VT4 Fig.4. Read: (0xFF) and same with laser on VT1+VT4 on the area between the cell-select transistors (VT3 and
T R — VT6). In this case, access to any of the memory cells
T el I o i inside the memory array column produced a very
* ‘ N noticeable difference in the power consumption (Fig.5).
The same response was obtained when a laser with
higher power was focused between VT1 and VT4. These
approaches can be used for access-event triggering.
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e ‘ kALY s> Modern chips normally have multiple metal layers over
j jos = their active areas, preventing direct access with a laser
e “*  beam. Accessing the chip from its rear side can
45 49 53 57 61 65 69 73 77 81 85 89 93 97 101105109 113 7 81 85 89 93 97 . . . .

4Nz ook oyles sincetigger -2 lockoycles incetiger circumvent this obstacle and the power-trace difference is

Fig.5. Access: (0x00, 0xFF) and with laser on VI3+VT6 Fig.6. Read: (0xFF) and with IR rear laser on VT1+VT4 Very similar to the one from the fI'Ol'lt Side (Flg 6)
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