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Introduction to the technique 

 

Optical enhancement of power analysis is a new and innovative 
technique that allows the current through an individual transistor to 
become visible in the circuit’s power trace. In conventional power 
analysis, power consumption is measured for a whole chip rather 
than on a small area of interest. As a result, power transitions in 
areas that are not relevant to the data processing also affect the 
power trace. Also, the power fluctuations are affected by the 
number of bits being set or reset (Hamming weight of data), rather 
than the actual value of the manipulated data. 
Optical enhancement to power analysis techniques presupposes a 
semi-invasive approach which requires access to the chip surface. 
However, this technique does not require physical access to the 
internal wires inside the chip, thus reducing the preparation time 
compared to invasive methods. Crucial to semi-invasive analysis is 
an optical microscope suitable for laser operation, with a long 
working distance and high-resolution objectives. This allows 
working with partially depackaged chips and focusing the laser at 
sub-micron features. 
By focusing a laser on a specific area on the chip surface, it is 
possible to monitor the logic state of an individual transistor, as well 
as the activity of a particular memory cell. This is highly useful for 
security analysis, allowing faster and less expensive solutions.  

Experimental results 
Laser microscope with PIC16F84 board, laser focused on its SRAM cell with 100× objective and similar 
cell layout 
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Fig.1. Write: (0x00 0xFF) and same with laser on VT1 Fig.2. Write: compare (0x00  0x00) and (0x01  0x00) 

77 81 85 89 93 97

−4

−2

0

2

4

6

8

10

4−MHz clock cycles since trigger

tw
o 

cu
rr

en
t t

ra
ce

s 
[m

A
]

NOP MOVF 0x30, W NOP MOVWF 0x31 NOP

77 81 85 89 93 97

−0.5

0

0.5

1

1.5

2

2.5

3

tr
ac

e 
di

ffe
re

nc
e 

[m
A

]

77 81 85 89 93 97

−4

−2

0

2

4

6

8

10

4−MHz clock cycles since trigger

tw
o 

cu
rr

en
t t

ra
ce

s 
[m

A
]

NOP MOVF 0x30, W NOP MOVWF 0x31 NOP

77 81 85 89 93 97

−0.5

0

0.5

1

1.5

2

2.5

3

tr
ac

e 
di

ffe
re

nc
e 

[m
A

]

Fig.3. Write: (0x00 0xFF) and with laser on VT1+VT4 Fig.4. Read: (0xFF) and same with laser on VT1+VT4 
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Fig.5. Access: (0x00, 0xFF) and with laser on VT3+VT6 Fig.6. Read: (0xFF) and with IR rear laser on VT1+VT4 

When a laser is focused on the VT1 transistor of the 
PIC16F84 SRAM memory cell and writing into this cell 
happens, an about 0.4 mA change in the power trace can 
be observed (Fig.1). For comparison, the conventional 
power analysis results showed a similar change in the 
power consumption for a single-bit difference in the 
memory contents (Fig.2). However, the same technique 
applied to the memory cells being read, did not produce 
any noticeable results, unless many power traces were 
averaged. This is because writing into an SRAM cell 
causes a significantly larger current response than a read 
operation, in which laser-injected current is not high. 
By focusing the laser on the region between the VT1 and 
VT4 transistors, significantly higher changes in the 
power trace can be observed (Fig.3), and what is more 
important, for both write and read operations (Fig.4), thus 
allowing access detection. This happens because the 
timing characteristic of the cell changes when both 
inverters are influenced with a laser. 
Interesting results were achieved with the laser focused 
on the area between the cell-select transistors (VT3 and 
VT6). In this case, access to any of the memory cells 
inside the memory array column produced a very 
noticeable difference in the power consumption (Fig.5). 
The same response was obtained when a laser with 
higher power was focused between VT1 and VT4. These 
approaches can be used for access-event triggering. 
Modern chips normally have multiple metal layers over 
their active areas, preventing direct access with a laser 
beam. Accessing the chip from its rear side can 
circumvent this obstacle and the power-trace difference is 
very similar to the one from the front side (Fig.6). 

Sergei Skorobogatov: Optically Enhanced Position-Locked Power Analysis. CHES 2006 Workshop, LNCS 4249, Springer-Verlag, ISBN 3-540-46559-6, pp. 61–75                                                             www.cl.cam.ac.uk/~sps32/ 

2006-10-31 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


